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Talk today

= Context
= Ad-based e-crime & affiliate programs
= Why the action is at the payment processing

= Goal: Analysis of what happens when
pressure is applied to payment processing
infrastructure?



Advertising-based e-crime

= Range of abuse vectors to reach consumer
= E-mail spam, SEO, OSN abuse, blog spam, etc.
= Range of products/services advertised
= Pharma, replica luxury goods, books and software

= Almost all use an affiliate marketing structure
= Monetized directly & knowingly by consumers



Affiliate program structure

= Affiliates handle advertising (e.g., spam,
SEOQ)

= Independent contractors
= Paid 25-60% commission depending on program

= Affiliate programs handle backend
= Payment processing, customer service, fulfillment
= Sometimes hosting and domain registration



Fine Grained RX-Promo Cost

Structure

RX-Promotion

March — September 2010

$7.8M

16.3% net revenue agrees with
chat logs from GlavMed/Spamit
reporting 10-20%

(38.1%)
$1.4M (17.6%)

$IM (13.2%)
1.9%

Administrative S197K (2.5%)
Customer service $124K (1.6%)
Fines S107K (1.4%)
IT expenses $202K (2.6%)
Domains S114K (1.5%)
Servers, hosting $66K (0.8%)
Selling expenses $315K (4%)
Marketing $S105k (1.3%)
Lobbying $I57K (2%)

Other indirect 134K (1.7%




Where does the money come from?

= Consumer payment networks

E—
VISA

AMIERICAN
EXPRESS

echeck

= Of $273M in Glavmed/Spamit revenue
= 67% Visa, 23% Mastercard, 6% Amex, 3% e

McCoy, Pittsillidis, Jordan, Weaver, Kreibich, Krebs, Voelker, Savage, Levchenko,
Pharmaleaks: Understanding the Business of Online Pharmaceutical Affiliate Programs,
USENIX Sec 2012




Spam Value Chain

e DNS Lookup
(A record)
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Measuring the Value Chain

<+ Where is the best place to disrupt the chain?
< Map infrastructure used in real spam campaigns

% Locate bottlenecks and evaluate interventions



0 Feed Collection
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Affiliate Distinct Received Feed
Program Domains URLs Volume
RxPrm RX—-Promotion 10,585 160,521,810 24.92%
Mailn Mailien 14,444 69,961,207 23.49%
PhEx Pharmacy Express 14,381 69,959,629 23.48%
EDEx ED Express 63 1,578 0.01%
ZCashPh  ZedCash (Pharma) 6,976 42,282,943 14.54%
DrMax Dr. Maxman 5,641 32,184,860 10.95%
Grow Viagrow 382 5,210,668 1.68%
USHC US HealthCare 167 3,196,538 1.31%
MaxGm MaxGentleman 672 1,144,703 0.41%
VeREX  VigREX 39 426,873 0.14%
Stud Stud Extreme 42 68,907 0.03%
ManXt ManXtenz 33 50,394 0.02%
GlvMd GlavMed 2,933 28,313,136 10.32%
OLPh Online Pharmacy 2,894 17,226,271 5.16%
Eva EvaPharmacy 11,281 12,795,646 8.7%
WI1dPh World Pharmacy 691 10,412,850 3.55%
PHOL PH Online 101 2,971,368 0.96%
Aptke Swiss Apotheke 117 1,586,456 0.55%
HrbGr HerbalGrowth 17 265,131 0.09%
RxPnr RX Partners 449 229,257 0.21%
Stmul Stimul-cash 50 157,537 0.07%
Maxx MAXX Extend 23 104,201 0.04%
DrgRev DrugRevenue 122 51,637 0.04%
UltPh Ultimate Pharmacy 12 44,126 0.02%
Green Greenline 1,766 25,021 0.36%
Vrlty Virility 9 23,528 0.01%
RxRev RX Rev Share 299 9,696 0.04%
Medi MediTrust 24 6,156 0.01%
ClFr Club-first 1,270 3,310 0.07%
CanPh Canadian Pharmacy 133 1,392 0.03%
RxCsh RXCash 22 287  <0.01%
Staln Stallion 2 80 <0.01%
Total 54,220 346,993,046 93.18%

Royal Software 572 2,291,571 0.79%
EuroSoft 1,161 694,810 0.48%
Auth. Soft. Resellers 4,117 65,918 0.61%
OEM Soft Store 1,367 19.436 0.24%
Soft Sales 35 93 <0.01%
Total 7,252 3,071,828 2.12%
ZedCash (Replica) 6,984 13,243,513 4.56%
Ultimate Replica 5,017 10,451,198 3.55%
Distinction Replica 127 1,249,886 0.37%
Exquisite Replicas 128 620,642 0.22%
Diamond Replicas 1,307 506,486 0.27%
Prestige Replicas 101 382,964 0.1%
One Replica 77 20,313 0.02%
Luxury Replica 25 8,279 0.01%
Aff. Accessories 187 3,669 0.02%
Swiss Rep. & Co. 15 76 <0.01%
WatchShop 546 2,086,891 0.17%
Total 7,530 15,330,404 4.73%
Grand Total 69,002 365,395,278 100%



Purchasing
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Merchant banks (circa late *10)

St. Kitts & Nevis —

AGBank

DnB NORD —

* Low diversity
* 3 banks covered 95% of pharma/replica/software spam
* Fewer banks willing handle “high-risk” merchants

* High switching cost
* Time: In-person account creation, due diligence
° Money: Upfront capital, holdback forfeiture

Levchenko, Pitsillidis and an amazing cast of 13 others...
Click Trajectories: End-to-end analysis of the Spam value chain, IEEE S &P, 2011




Hypothesis

= If we could target merchant accounts...
= Could demonetize entire system
= Asymmetry that favors the good guys!



So... what happened since?

= A stew of activities

= Encouragement from D.C.

* Brand interest

= Card association cooperation

= Complex politics around
SOPA/PIPA/etc

« Leads to two major changes ——— -
= Visa Global Brand Protection Program (GBPP)
= Targeted merchant intervention (IACC & brands)




Visa GBPP

= Lots of stuff, but key to this conversation:

Result: major tightening of high-risk merchant
account availability for pharma

Startups (i.e., w/o processing history): forget it
Higher discount rates for established players
Fragile schemes (factoring, miscoding)

= Bank penalized it they get too many of these;
restriction of business, up to deassociation



Undercover test purchase

Bank Identification Number (BIN) 440553
Merchant descriptor “"BUYGOODMEDS COM”

Card AcceptorID "“IBA000000000443"

Merchant Category Code (MCC) 5912 (DRUG
STORES & PHARMACIES)

w OF AZERBATAN

-l
- VISANET.

CHASE O = (Acquiring Bank)
(Issuing Bank)




Essence of targeted intervention

= Undercover test purchase at counterfeit site

= Only needs to authorize to get BIN
= IP holder notifies card network (e.qg., Visa/MC)

= Investigation

= Complaint delivered to acquiring bank
= Leverage via card association contract

= Remember acquirer owns liability

= Fines, increased scrutiny, de-association
= Merchant account shutdown



So... does it work?

» Bottom line: Yes
= We tracked bank association w/affiliate
programs for over 18mos (continuing...)

= ~800 purchases (Visa only)
= Tracked impact of targeted complaints
= 170 against 25 distinct programs;
takedown in 30 days or less is typical
= Joined programs to get damage assessment
from inside



Major pharma affiliates
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Major OEM affiliates

5 cdrbsoftware OEMCash

nPUBATHAA OEM-nAPTHEPKA — CUJIA!

BO/HEABENON!

Autodesk "‘ Microsoft
Adobe

Affiliate Login
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OEM software story

Bank

= Software brandholder (Nov ‘11)

= Methodically issued complaints for accounts of

every major affiliate program
= Diligent follow up:

new processing -> new complaints (and quickly)

Latvijas Krajbanka (7)-

BIN Bank (7)-

Lavias Pasta Banka (55)-
B+S Card Service (32)-
Ristumu Banka (4)-

State Bank of Maurisus (8)-
welis Fargo (12)-

Wing Hang Bank (7)
Santander (7)-

Wirecard (15)-

Chase (8)-

Wells Fargo (First Data) (3)
Bank of China (2)

First National Bank of Omaha (3)-
Worigpay (1)

Payment refused (105)- O

Declines to user as
takedowns start

-, e ‘-.
c J -
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Jul 2011 Jan 2012

Time of purchase
(b) Software (OEM) programs

“Jan %01

Jul 2012

@ China

@ Germany

@ Hong Kong
@Lahvia

@ Maurttius

) Russian Fegeration
® Span

@ Uni2d Kingdom

@ United States



OEM Timeline

11/2011: Major software brand holder starts test purchases
and merchant account complaints

11/20/2011: BHVAWAKME Deanadnesiesengepern, § Racingsgeablemsmesbriheie
bpob.aedw o taracm s naavsavdpesbynmazeaTdMelse Earoed ferarmpeveiystop
apeeptiag @M aticéem OEM Tpaduka. ﬁ |

2011-11-22 10:16:38CStartingshnday @ gHagpabbas stapped Gaznkang. Due to
tipig,ovehoen eved@ tagp dbeis #)n B @ elase oamad(Tipiae pro greumeford loe
gaxptioniofaurese fidhitoe pemspToregsi MPBOro NPoLEeCCUHTa.

= 2011/23/2012 Remark by leading affiliate:
AAAAAAAA A “The sun is setting on the OEM era”

symantec




OEM software story

= Today
= OEM software market has been decimated
= 90% of programs have folded

= Remainder have removed brand holder’s products
(need for cross-company collaboration)



The pharma story

= Much more developed ecosystem
= Intervention less focused, less
comprehensive, less follow up

= Still significant impact



Major banks serving pharma

(last 28mos)

Azerigazbank (47)-
DnB Nord Banka (28)-
St Kitts and Nevis National Bank (12)-
State Bank of Mauritius (70)-
B+S Card Service (6)-
Cartu Bank (7)-
Wells Fargo (4)-
W'r:a(:::(; :'3_ © Azerbaijan
L 7 .l @ Bulgaria
Global Paymens (2)- State Bank of Mauritius © Cangda
BIN Bank (4)- " ” @ China
o roouasank (1 | becomes “go to” bank for Q gearga
c Bank Standard (49)- ) o s
o Latvijas Pasta Banka (28)- medium programs © Latvia
Bank of China (18)- @ Mauritius
TBC Bank (37)- @ Russian Federation
International Bank of Azerbaijan (38)- © saint Kitts And Nevis
Raiffeisenbank (1)- : 3'.:2;26.«"9@“
Barclays (14)- ,
Wells Fargo (First Data) (1)- @ United States
Rietumu Banka (7)-
Liberty Bank (16)-
Intercard Finance (1)
Worldpay (4)-
Agricultural Bank of China (25)-
Payment refused (142)4 O O @O O O O

Jan 2011 Jul 2011 272012 Jul 2012
Time of purchage

Growth of Bank of China

28




O Payment refused A State Bank of Mauritius 4 TBC Bank

Al & ¢ o * 00—
B- T
0 C M
S D * o
E- 'S
X - O O O O o
Oct 2011 Dec 2011 Feb 2012 Apr 2012

Time of purchase

= Red markers are complaints




Tough life for Pharmcash affiliates

CTpagato NpucTynamm

&

Peructpauus: 10.08.2012
CoobLeHuit: 15
babno: $2660

He0bOCHOBAHHbIX KOMMEHTOB.

E

PharmCash NpoaoxaeT KuaaTb CBOMX MacTepos!

KaK 1 B NpoLwblit pas A0XAaBLWNCh NATHULBI, BDEMEHU, KOrAa AEHbIM U3 6anaHca A0MKHbI 6biNK NEPETH B AOCTYNHbIE ®apMKew 06181 0 4-X HEOeNbHOM Xxonge. Kak
rOBOpUTCS BOBpEMA!

Mo GakTy Xona Tenepb 5-TM HeAesbHbIN! TyT KaK rOBOPUTCA HET CMOB, OAHM 3MOLMK. CKa3aTb, Y4TO 3TO NU3AEL], 3TO HUYEro He CKasaTb!

51 OAHOrO MOHATH HE MOTY, ECAIW 5 CAENAN XyeBble 40Pl U Y MeHs HET Tpada W NPOAAX - BUHOBAT 5. HO eCin NapTHEPKa BbIGpana Xyesblit BUNIMHT 1 ee MOCTOAHHO
KMZaloT ONATb BUHOBAT A7)

OHW 3Ha/M , YTO UM He 3aNNaTAT, 3HaW HABEPHSAKA 40 NATHMLBI, MOYeMy 06 3TOM 3apaHee He CKa3aTb? Hapoa ciuBaeT 6abio HY O YeM He NOA03PeBas U BOT HOBOCT!
W B KOTOpbII pa3 COOBLIEHNS MOSBUNIMCE O XONAE TOMBKO NOC/E OYEPEAHOTO BOMPOCA CO CTOPOHbI MacTepos! T.e. 3apaHee NpeaynpeauTh He Cyabba, NpoLLe KUHYTb!

= PharmCash continues to cheat its [Web] masters!

Just like last time, come Friday, when money from the balance should've become available
PharmCash announced a four-week hold. just in time!

Soin fact, the hold is now five weeks! There are no words to describe this. To say that we're getting fucked is not saying much.

| can't understand one thing, if | made shitty doors [gateway sites] and | have no traffic
or sales - my fault. But if the program chose shitty billing and it's always getting
dropped it's my fault!?

They knew that they would not get paid, likely knew it before Friday, why not tell us about this sooner? People are pouring good
money into them unsuspected and then this news! And again the announcement about the hold appeared only after questions from
the [Web] masters! le easier to screw someone over then warn they ahead of time!




Tough life for Pharmcash affiliates

2 17.08.2012, 19:20 #206
Drg |2
Senior Member .
thenorthface, K coxanenuio ¢ papmoi paboTaTh CNOXHee U ClIoXHee, U Koraa Tbl pelwunn 3apabaTbiBaTb AeHbri Yepes dapMy Tbl A0/KeH bbin 3apaHee 3HaTb, YTO TaK
MOXET 6bITb. M eCnn Tl XMBELWb Ha AeHbr1 OT NOMYYKM, A0 NOMYYKM COBETYIO 3apabaThlBaTh KaK-TO elue. T.K. MHe KaxeTcs C dapMoli paboTaTb Aanblue 6yaeT elle
CNOXHee.
R oY L. KoHeyHO ®K pacCTpouna, HO NPOCMaTpUBaeTCs TeHaeHUMs, OXO 3aKpbinack, MM He paboTaeT, [lpbaKc ToXe Kakoe-TO BpeMsi He paboTan. MpoueccuHri sce 6onblue
paccTpa1BaloT, MO3TOMY BCe Yalle U Yallle Cy4aloTCa CUTYaLmsi, KOraa NPOLEeCCUMHIM He BbiNiayunBatoT 6abno M CTpaaaloT napTHEPKH.
H = JKenato, 4Tobbl ®K CTaNo TaKoM, KaK Npexae.
D 5 T mr. werewolf, +1.

Hosy,.

) J Abysoycroiumssie cepsepa/Bac/ nomens ot npodu! HoBag ®apma 3a Hei 6yayuee!Bxoq uepes Tor
/ DrBucks - ®apma MoHcrp MpocHynca! HANO JNINTb! ICQ: 532938

=i 378-327

Peructpauma: 19.09.2009
Coobuienuit: 3,166
Babno: $428870

o
thenorthface, unfortunately its becoming harder and harder to work with
pharma, and when you decided to earn money in pharma you should've known
that this could happen. If you're living on your payouts, | suggest earning money
some other way until the payout since it seems to me working with pharma will
only get harder. Of course PhC [PharmCash] disappointed, but there is a trend,
Oxo closed, GM is not working, DrBucks also stopped working for some time.
Processors keep letting us down, and so it's becoming more frequent that
processors don't pay and the partners suffer.




OxoPharm

DaoVlad

DaoNetwork

Peructpauums: 17.02.2009
CoobuieHuia: 118
babno: $30743

\’;

from Sipler
Bcem npueeT!

X04y COO6LMTB aaBepTaM NapTHepKU OXOnetwork, YTO MHOO 6bII0 MPUHATO PELLEHHE O e 3aKPbITUMW. Yike ohUUMaNbHO. YTOBbI He BbINO MYMbIX AOMBICTIOB, CHUTAID
HYXHbIM O6BACHUTb MPUYMHY.

Conossnns Do 220 sans ey shasssnssenes svr B nnss Taer ssousncea ranace TTr-.

8\

Hello all!

| would like to notify the advertisers of the OXOnetwork affiliate
program that | have made the decision about its closure. p 2 gpyvo

PACKAXeT, 4To

hepku, K

ECNW Y BacC eCTb €L KaK1e-TO BOMPOCHI, TO CTY4YMTE B CannopT, BCE byaeM pelatb.
BceMm cnacubo 3a paboTy.

Yaauum! @

P.S. 51 HKaK He MOry BOCCTaHOBUTb Nacc Ana GFB, NO3TOMY 3TOT TEKCT 3anoCTUT CannopT.




Glavmed

6/29/2012

Glavmed Forum - oduy| [¥]3anomnmTs?
Dear Partners, S
TTCE—

As iou mai have noticed, in the last couple of days we've had|problems E

. We don't have a solution yet, and there is no concrete

funny_duck
e zosno | time When it will be resolved.

MoaToMy ¢ HacToswero
.......
b ByayT BbINOMHEHDI, KaK n

From this point forward, GlavMed is switching to a "PAUSED" mod-
huntil the processing issue is resolved. er Gonue sckocT

We urge you to temporarily switch your traffic to other shops/projects.

P BENWKA, HO B nobom

PawaTbCA KO MHe

HoBOCTb, KOHEUHO, HENPUATHAaA, HO He cMepTenbHas. Mo3ToMy Npowy He pa3seBoavTb NaHWKY, a oﬁcy)x,qa'rb BO3HMKaKLWMe BONPOCH MO CywecTBy.

FasMep - ®apMoBbIil AMHO3aBp. He BbiCTpbIA, HO, CyKa, HaAeXHbI!
http://www.glavmed.com € Tenepb OHO ewe v pasrosapueaer




Mailien

09/19/2012 Dear webmasters, due to temporary
problem with processing of orders, affiliate

program has to take a break. Unfortunately, we
can't name the exact time of recovery.

- All Pending orders will be transferred to Decline.
- We can't collect orders in batch, because orders
can't be billed after a few days.

Thank you for being with us!

Regards, Mailien team..



DrugMeds

10/9/2012:

Sorry, temporary we are not able to
accept new orders....

M
>
>
1Pl try placi der | hil
J Flease ry placing your order in a wnlie....
> Amoxil Shipping T . m
> Zithromax ipping Type:
> Flagyl Shipping s
- N 8.00
> Doxycycline (AirMail):
more
oot Coupon Code: || apply Discount Grand Total:  $38.06
> Womenra
> Clomid
> Nolvadex Sorry, temporary we are not able to accept new
> Premarin orders, because of some technical issues. all the
more orders placed before were processed and will be

delivered to our customers without any delays.
Acne Products
"""""""""""""""""""" Please try placing your order in a while. Thank you
> Roaccutane for understanding.
> Retin-A < Continue Shopping

> Zinervt




Life i1s tough all around...

TrafficDrive E

Kon&cHblit NaH

Ceifyac NpaKTUYecKu y BCeX NaPTHEPOK Kyuya AeKN3iHHOB, KaHLUENO0B U NeHAUHIOB, OT CaMUX N3aPTHEPOK He CUBHO 33BUCHT MMX0, NPOCMATpuBaeTca oblan neyansHas KapTuHa, ebyyan Buza nanut Hananmom ((
Mo npoBnemMHbIM CTPaHaM Balle NUCel, Ha Nape NapTHEPOK XOpowo ecnn 50% NpoXoauT.
Peructpaums: 10.05.2010 P P m o PEEEORISD P o MpoXoA|

CoobuweHuit: 493
Babno: $57210

Q

"Right now most affiliate programs have a mass of declines, cancels and
pendings, and it doesn't depend much on the program imho, there is a
general sad picture, fucking Visa is burning us with napalm (for problematic

countries, it's totally fucked, on a couple of programs you're lucky if you get
50% through).”



Ecosystem response

= Order filtering
= Phone verification & documentation

= Blacklisting (IP, name, address, card, BIN, geo)
= Complaint bypass

= Brand removal; movement to generic names
= Evasion
= MCC miscoding (only 10% in 2010, 70%+ today)

= Aggregation and laundering (new banks); fragile
= Alternative payment

= COD, eCheck, WU



Challenges

= Hugely powerful tool, but tricky to do right
= Target selection

= Can’t be URL-centric; need to focus on programs

= Identity backstopping (PITA)

= Diversity&agreement for IP, addr, card, BIN, phone

= Order history
= Follow up and monitoring

= Inside and outside if possible
= Need to track (program, descriptor, BIN) mapping



Summary

= Much of crime ecosystem is funded by
Western consumers via payment cards

= The banking relationship is the bottleneck
resource in the business model

= Can't be hidden, high switching cost, valuable

= Payment intervention is hugely effective
when done right



Questions?




Affiliate program
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CANADIAN
Health&Care Mall
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CHF

MEN'S HEALTH

~

3

Viagra

Cialis

Viagra Super Active+
Levitra

Viagra Professional
Cialis Super Active+
Viagra Super Force
Cialis Soft Tabs
Cialis Professional
Viagra Soft Tabs
Propecia

Maxaman

Super Active ED Pack
VPXL

View all products

PAIN RELIEF

Soma

* % % % % % % % % % % #

Healthcare Online

Most Popular Products

Ly

4

ALL PRODUCTS | ABOUTUS | HOWTOORDER | TESTIMONIALS

Cialis + Viagra
Men's Power Charge

10%pills 10 pill
Cialis

Viagra

==

4

| - R | 1 {4 |

‘ 4- : ; :
i e .

G— 12

CONTACTS

- cegbflcss

Your Cart:
Items: 0 | Total: $0.00

[

Viagra as low as $1.85

Generic Viagra, containing Sildenafil Citrate, enables many men with erectile
dysfunction to achieve or sustain an erect penis for sexual activity. Since
becoming available Viagra has been the prime treatment for erectile
dysfunction.

> More Info

Cialis as low as $1.95

Cialis is a highly effective orally administered drug for treating erectile
dysfunction, more commonly known as impotence. Recommended for use as
needed, Cialis can also be used as a daily medication.

> More Info

Viagra Super Active+ as low as $2.79

Viagra Super Active represents the fourth generation of phosphodiesterase
inhibitors. This new formulation of a world-known medication provides even
more powerful penis blood circulation, increased stamina and sensitivity to
stimulation.

> More Info

Search |Enter product name jo,

Order now

Order now

Order now
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BEPlI L Shopping Cart: $0.00 Checkout

LU XURY AT AN AFFORDABLE P?ILE
WATCHES HANDBAGS & WALLETS JEWELRY & ACCESSORIES

BREITLING, LOUIS VUITTON [IFEANY & CO.
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View Similar

Get 15% Discount On ALL Watchis —~
Today!

o Mol FREE SHIPPING! '

Get free shipping today = r»

2010 Hot New Rolex Styles now Instock !
Details» on all products ‘«?-,.-

2010 Brand New Models &




Easy and Fast Download

|
HOME | PRODUCTS ABOUT US CONTACT US

B

FIND SOFTWARE:A

-~
PC SOFTUJARE {  MOST POPULAR SOFTWARE pol O
ortwar » MICROSOFT WINDOWS 7 MICROSOFT OFFICE ADOBE CREATIVE SUITE 5
. ULTIMATE PROFESSIONAL PLUS 2007 MASTER COLLECTION

Our Price 2 Our Price ¢ i Our Price
:'U $99.95 ? $69.95 $299.95
. . Retail Price Retail Price
& \Winad
Adobe
You Save You Save

Ashampoo = $220.00 $2300.00
Autodesk

Business Objects ~/ more info = " add to cart ~/ more info =] " add to cart ~/ more info = " add to cart
Cakewalk

CodeGear PROFESSIONAL PLUS 2010 EXTENDED PREMIUM

Corel - .

CyberLink Our ?l"i ce , v Our 17“;”;, Our pn’.:(;
Filemaker MO $79.95 r; $109.95 : ' $74.95
Intuit Retail Price »
McAfee $699.00
Microsoft You Save
Mindiet | e $619.05
Nero

C D

& VENDORS:

Retail Price
£309.00
You Save

$329.05

Retail Price
£109.95

You Save

$125.00

Retail Price
£999.00

You Save

$889.05

~/ more info " add to cart ~/ more info " add to cart ~/ more info " add to cart
Nuance o t t

onOne
Other ADOBE ACROBAT 9 PRO MICROSOFT WINDOWS XP ADOBE CREATIVE SUITE 4
Pi i EXTENDED PROFESSIONAL SP3 DESIGN PREMIUM
nnacle
Quark R s Our Price = == r :

B $99.95

Retail Price

Our Price i e Our Price
¢t QO QR : tD20 Q&
$59.95 ' $239.95
Retail Price
You Save

$80.00

Smith Micro Software
SolidWorks m
steinberg You Save
Symantec y w10 $599.05
TechSmith
Ulead ~/ more info =y " add to cart ~/ more info =y " add to cart ~/ more info =y " add to cart

Retail Price
£1799.00
You Save

$1559.05

5

VMware YA
AUTODESK AUTOCAD 2010

ONONE PLUG-IN SUITE 5 (CS53 ADOBE ACROBAT 8
READY) PROFESSIONAL

} ADUIF ARGATR . — .
i o Our Price { |Autocan Our Price

o;CO OC )" o100 OC

W CATEGORIES:

Our Price
o O
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Dirty Sanchez Yrc

®apMa KaK B CTapble-gobpble

Mbl CTapaeMcs 06paboTaTh No MaKCUMYMy BCE BO3MOXHbIE OPAEPSI, FAE-TO 3TO YAAETCH, FAe-TO He A0 KOHLA, annpys OPAEpOB B AaHHOM CIOXMBILENCA CUTYaLMK
33aHWUMaeT 6OMblUE BPEMEHW YEM 3TO 6bII0 06bIYHO... U 3, KONMYECTBO AEKNANHOB Y HEKOTOPLIX aABEPTOB BPEMEHaMM BO3PACTAET, KaK f YXKE MHOTUM OBBACHAN B
NINYKE, 3TO CBA3AHO C MACCOBbIM KOMMYECTBOM TECT OPAEPOB CO CTOPOHBI MMC B NOCIEAHEE BPEMS, C 3TUM HUYErO HE MOAENaTh, 3TO rN06aNbHOE ABNEHME.

HO K CHacTbIO 3TO HE CMEPTENbHO @ CuTyaums yxe bonee-MeHee HaNaXWBaeTCa U ONFO 3TO He NPOANUTCA.

lNMpuBaTHaa ®apma MapTHepka, CtabunbHo Bbicokuit KousepT, Pekomenaauun Tonos! 498-856-221
HOBbIE LLOMbI - MACTEP, AMEKC, BU3A - npoduT owenomnset! +Cuet B oluope kaxoMy aasepry!

We are trying to process all orders as much as possible, sometimes it works, sometimes
only partially, order approval under the current circumstances takes more time than it
used to ... and yes, for some advertisers the number of declines periodically sometimes
increases, just as | explained to many of you in private messages, this is connected with
the massive number of test orders from MPS recently, nothing we can do about it, it's a
global phenomenon.

Fortunately it's not fatal :) The situation is improving and won't last long.
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E

MHe CannopT OTMNMCaN, YTO OHW BbIpabOTanu MMMUTLI MO BU3E U MNONPOCKNN NEPeKNoYMTb TPaduK B ApYroe MeCcTOo, CKa3anM KaK BCe HOpManu3yeTcs, OTNUWYT

Perncrpauus: 18.09.2010

CoobLieHwWit: 34
Babno: $6025
o
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« peablayuias Tema | Cneayioulas Tema »
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DrBucks
MpeacraeuTens DrBucks

PerucTpauma: 25.10.2010
Coobuienuit: 20
Babno: $5150

Q

QTC&

DrBucks peannmuposanca! bygem pagbl BugeTb Bac BHOBb CpeAy HaluMX napTHepos!
3a npouwibiii Mecsily Mbl EPECMOTPENT MHOTME MOMEHTbI B paboTe, NPoaHain3npoBaB TEKYLLYIO CUTYaLIMIO Ha PbIHKE.
Halum nsMeHeHusi [ HOBOBBeJeHUs

- OTCYTCTBWe NeHAMHIroB(90-95% anpys - BapuaHTbl onnaTbl Amex, JCB 1 Echeck);

- YBE/IMYEH Ha MOpSAAOK aCCOPTUMEHT B HalWMX MarasuHax(+200 npenapartos M +25 000 HAMMEHOBaHW);

- KOOPAWHANBHO NepPecMOTpeHa LieHOBas NONUTMKA(LieHbl MOHWXKeHb! Ha 6ONBLWKMHCTBO Mano NpoAaBaeMblX TabneTok);

- BbINNaThbl BCE TaAKKE NO 3aMpoCy B TEYEHUM HECKOMBbKWUX YacoB.

3a CYeT HOBOBBEJEHUIA NMONYYMNIOCh C6aNaHCMPOBaTh KOHBEPT NPW BPEMEHHOM OTCYTCTBUM Visa, KOHBEPT XOPOLL.

Halue peueHne a1a Tex KTo He SIFOMT NEHOAWHIM 1 HE XOUET X 1aTb MHOTOHEe/IbHbIX X0/1[10B, BCE CAESIaHo A1 6bICTPOro nosiyueHns
MaKcMMasibHOM Npubbinu € Bawero Tpadmka.

CTouT NpoboBaTh, He pasoyapyeTech!

P.S. TaKxe No MHOTOYMC/IEHHBIM NPOCL6aM B NApTHEPKE pasMecTunu TOM KeMBOPAOB MO CUCTEME 33 HECKOMBKO MECAILIEB.

DrBucks = Bbicokwuii hapMa KoHBepT + BblCOKasi NpoXoaMMOCTb 3aKa3oB + Jlyulime TexHuueckue pewenus. ICQ: 532938

harvey birdman

Caninr Manhar
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Peructpauus: 09.10.2010
CoobLueHwit: 83
babno: $22120

Q

Perucrpauus: 02.10.2008
CoobLeHuit: 136
Babno: $21995

o

Pentium Prescott
Senior Member

Qici

2012-07-05 | BHUMaHWe!YBaxaemble NnapTHepb!! Ha Npowwnoit Hegenu Mbl BbIpaboTanu MMMUTbI Ha OCHOBHOM MEPYAHTE U BCHO TEKYLLYHO HEAENIO PELany BONPOC C
anbTepHAaTUBHBIM pelueHneM. Ha AaHHbI MOMEHT CUTYauus CeayioLas, Mbl NOAKIYMAN anbTEePHATUBHOE pelleHre, KOTOPOE NOKa3ano cebsl He KOHKYPEHTOCMOCO6HbIM
3a cyeT cnaboit NPOXOAMMOCTH 3aKa30B. KTO He nepesen Tpad, npocum BPEMEHHO ero nepesecTu Ha Apyrue napTHepCKUe NporpamMMbl. Mo HaKOMMBLUMMCS NEHAMHIaM
NOCTapaeMcs UX MO MaKCMMyMy NPOBECTU. B 6nvxaliluee BpeMs Mbl COOBLLMM BaM, KaK CUTYaLusi HOpManusyeTcsi. CannopT NOCTOSIHHO OHNMaliH U FOTOB OTBETUTb Ha
niobble BalKn BONPOCHI.

Greed has destroyed fraera.

harvey birdman
Senior Member

CAYNWUCb PEGATKM, OBELLANM elle B CEpeavHE Heaenu NOAKMIOYUTb, 3TOFO HE MPOM3OLIIO
B aCE€ MONYAT..NEHANHIM CTDEMUTENBHO "aeKNaiHATCa" ..700$ KOTV oA XBOCT
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Advanced member

Perucrpauus: 04.05.2007
CoobLieHuit: 3,059

E

JIMYHO MHE BbIN/IaThl YXOAAT Ha MPOTSKEHUM BCErO BPEMEHMW YTO Bbl TYT OBCYKAAETE.. A Y)KE JaBHO YACTUHHO OTOLIEN OT 3TOM HUWMW.. MO 3TOMY 60% MOMX 33Ka30B 3TO
pebunnbl @ OCTanbHble 40% HOBbIE 33Kasbl KOTOPbIE CIOKHO, HO aNpYBATBLCA.. XOTS YaCTb KOHEYHO YXOAWUT B AEKNalH.. Tpad y MEHs KanaeT Cco CTapbiX (CTaCTOBbIX)

WonoB, rAe KIMEHTbI 3HAOT YTO NMOKYNAlT U 3a4EM..

NPOLMTUPYIO CUTYaUMio No drugrevenue 13 nepeblX yCT..

Asartap ans lol inaTa:

6abno He 3abupaem

:
apMHUen HYSOB KOTOpbI€ 3a Non roga Ha6MpaIOT MWHUMANKY | aazaa!

XO4Y 3aMETUTDb HYTO CUTYaLUMA OAMHAKOBAA Y BCEX NAPTHEPOK U KaXaa BbIXOAMUT U3 HEE NO CBOEMY @

opAaepa OT HOBbIX KNMEHTOB Mbl MPUHUMAEM BECbMa BbIGOPOYHO, TONBKO Te, B KOTOPbIX Mbl YBEPEHbI, YTO 3TO He YeKepbl. OCTalbHble BUCAT U UX He NPOBOAAT,

NOHATHOE AIEN0, YTO Mepa B CBA3M C O6LUel CUTYaLMelt U3 33 BU3bl.. U HYXHO OTHOCMTBCS K 3TOMY C MOHMMaHWEM, TaK KaK Bbl CAaMU JOMKHbBI MOHUMATb YTO paboTaeT B
Xait PUCK HULe @ a "NpUKMABIBaTHLCA" HUKOMY He HY)XXHO TaK Kak CO CTOPOHbI BnafenbLes ropasao npote paboTaTtb C AeCATKOM CTabunbHbIX abdunmuatamm yem C

i
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Buga E
RB Team nvagew?

3ppascTByiiTe! C coxaneHreM MHGOpMUpyeM Bac, YTO BCE TEPMUHANBI B HALWMX 6aHKax 6bliK OTKOYeHb! BU30IA. B AaHHbI MOMEHT Mbl HE MOXEM MpOLeCCUTb Opaepa 1
npocuM Bac nepekniounTb Baw TpaduK Ha Apyrie NapTHePKW. Mbl yoke paboTaeM Hajl pelleHueM BOnpoca 1 B 6nikaliluee BpeMs U3BECTUM Bac o xoze aen. bes naHuku!

PerucTpaums: 28.04.2008
CoobuieHuit: 659
Bbabno: $95785

o
Q1s.012012,21:42 . e

arximed E
Sl iy MAA. HW pasy He Beceno(. KOHKYPEeHTbl MOCTapanuch? UK BU3a NPOCTO Hayana C 3657

PerucTpaums: 23.06.2007
CooBLUeHMit: 828 (5o E
I
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Perucrpauus: 16.04.2011
CoobLIeHuit: 55
babno: $10925

o
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masta. Qici
[1a, 3TO UMEHHO 5

Bcem npuseT!
s Mbl paspelwnnu Bce Hawm npobnembl ¢ 6aHKaMu, Tenepb KONWYECTBO AEKNAIHOB CTPEMUTCA K HYJIIO.
)57 Bu3a NPOXOAMT Ha ypa. KOro npocunu CHATb TPaduK, MOXETE CMENO BO3BPALLATH!
« & Bcex xaeMm, BceM pabl. O6pallaiiTec B Hawy Cyx6y NOAAEPXKKM, BCEM NOMOXEM NEPeKIOYUTb.
W 50% komuccumn? 1a! 10% 60Hyca K Bbinnate? [la! YNeTHbli KOHBepT Ha EA? Aa! CTyuumcs B icq 365-579
\ .
10% BOHYCA

Peructpauma: 16.04.2011
CoobLLeHwit: 55
babno: $10925
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CoobLeHuit: 7
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masta.
0a, 3TO UMEHHO 5

Perucrpauus: 16.04.2011
CoobLIeHuit: 55
babno: $10925

Qi

Y Hac npobembl C 6aHKOM, pelwaeM, COppu YTO MEANEHHO OTBEYan NocneaHue AHU
Baifep B enece OTNPaB/eH, BbINMaThl 6yayT B NOHEAeNbHUK
HWKTO He 3aKpbIBaeTCs, pewaem Npobnembl, HAAEIOCh CKOPO BCex obpaayem

50% komuccuu? [la! 10% 6oHyca K Boinnate? [a! YNeTHbli KOHBepT Ha EA1? la! CTyummca B icq 365-579

E

MoHeaenbHUK yxe @ He xoTuTe 06pagoBaTh BbinnaTamu ?




