


  Context	  
  Ad-‐based	  e-‐crime	  &	  affiliate	  programs	  
 Why	  the	  action	  is	  at	  the	  payment	  processing	  

  Goal:	  Analysis	  of	  what	  happens	  when	  
pressure	  is	  applied	  to	  payment	  processing	  
infrastructure?	  



  Range	  of	  abuse	  vectors	  to	  reach	  consumer	  
  E-‐mail	  spam,	  SEO,	  OSN	  abuse,	  blog	  spam,	  etc.	  

  Range	  of	  products/services	  advertised	  
  Pharma,	  replica	  luxury	  goods,	  books	  and	  software	  

  Almost	  all	  use	  an	  affiliate	  marketing	  structure	  
 Monetized	  directly	  &	  knowingly	  by	  consumers	  



  Affiliates	  handle	  advertising	  (e.g.,	  spam,	  
SEO)	  
  Independent	  contractors	  
  Paid	  25-‐60%	  commission	  depending	  on	  program	  

  Affiliate	  programs	  handle	  backend	  
  Payment	  processing,	  customer	  service,	  fulfillment	  
  Sometimes	  hosting	  and	  domain	  registration	  



Direct	  costs	  (70.8%)	  
Indirect	  costs	  (12.8%)	  16.3%	  net	  revenue	  agrees	  with	  	  
chat	  logs	  from	  GlavMed/SpamIt	  	  
reporting	  10-‐20%	  



  Consumer	  payment	  networks	  

  Of	  $173M	  in	  Glavmed/Spamit	  revenue	  	  
  67%	  Visa,	  23%	  Mastercard,	  6%	  Amex,	  3%	  echeck	  

McCoy,	  Pittsillidis,	  Jordan,	  Weaver,	  Kreibich,	  Krebs,	  Voelker,	  Savage,	  Levchenko,	  	  
Pharmaleaks:	  Understanding	  the	  Business	  of	  Online	  Pharmaceutical	  Affiliate	  Programs,	  
USENIX	  Sec	  2012	  





❖  Where is the best place to disrupt the chain?

❖  Map infrastructure used in real spam campaigns

❖  Locate bottlenecks and evaluate interventions















•  Low	  diversity	  
•  3	  banks	  covered	  95%	  of	  pharma/replica/software	  spam	  
•  Fewer	  banks	  willing	  handle	  “high-‐risk”	  merchants	  

•  High	  switching	  cost	  
•  Time:	  In-‐person	  account	  creation,	  due	  diligence	  
•  Money:	  Upfront	  capital,	  holdback	  forfeiture	  

AGBank	  

St.	  Kitts	  &	  Nevis	  

DnB	  NORD	  

Levchenko,	  Pitsillidis	  and	  an	  amazing	  cast	  of	  13	  others…	  
Click	  Trajectories:	  End-‐to-‐end	  analysis	  of	  the	  Spam	  value	  chain,	  IEEE	  S	  &P,	  2011	  



  If	  we	  could	  target	  merchant	  accounts…	  
  Could	  demonetize	  entire	  system	  
  Asymmetry	  that	  favors	  the	  good	  guys!	  



  A	  stew	  of	  activities	  
  Encouragement	  from	  D.C.	  
  Brand	  interest	  
  Card	  association	  cooperation	  
  Complex	  politics	  around	  	  
SOPA/PIPA/etc	  

  Leads	  to	  two	  major	  changes	  
  Visa	  Global	  Brand	  Protection	  Program	  (GBPP)	  
  Targeted	  merchant	  intervention	  (IACC	  &	  brands)	  



  Lots	  of	  stuff,	  but	  key	  to	  this	  conversation:	  
“A	  transaction	  must	  be	  lawful	  in	  both	  the	  seller’s	  and	  buyer’s	  
jurisdiction.”	  

  Particular	  categories	  must	  be	  classified	  as	  
high-‐risk	  (MCC	  5192,	  5122	  =	  pharma)	  

  Enhanced	  fines	  
  25k	  per	  acct	  per	  mo	  (first	  offense),	  goes	  up	  to	  
$100k	  per	  acct	  per	  mo	  

  Bank	  penalized	  if	  they	  get	  too	  many	  of	  these;	  
restriction	  of	  business,	  up	  to	  deassociation	  

Result:	  major	  tightening	  of	  high-‐risk	  merchant	  
account	  availability	  for	  pharma	  

Startups	  (i.e.,	  w/o	  processing	  history):	  forget	  it	  
Higher	  discount	  rates	  for	  established	  players	  
Fragile	  schemes	  (factoring,	  miscoding)	  



Undercover	  Purchaser	  

(Acquiring	  Bank)	  
(Issuing	  Bank)	  

Supplier	  

Bank	  Identification	  Number	  (BIN)	  440553	  
Merchant	  descriptor	  	  “BUYGOODMEDS	  COM”	  
Card	  Acceptor	  ID	  	  	  	  	  “IBA000000000443”	  

Merchant	  Category	  Code	  (MCC)	  5912	  (DRUG	  
STORES	  &	  PHARMACIES)	  



  Undercover	  test	  purchase	  at	  counterfeit	  site	  
  Only	  needs	  to	  authorize	  to	  get	  BIN	  

  IP	  holder	  notifies	  card	  network	  (e.g.,	  Visa/MC)	  
  Investigation	  
  Complaint	  delivered	  to	  acquiring	  bank	  

  Leverage	  via	  card	  association	  contract	  
  Remember	  acquirer	  owns	  liability	  
  Fines,	  increased	  scrutiny,	  de-‐association	  

 Merchant	  account	  shutdown	  



  Bottom	  line:	  Yes	  	  	  
 We	  tracked	  bank	  association	  w/affiliate	  
programs	  for	  over	  18mos	  (continuing…)	  
  ~800	  purchases	  (Visa	  only)	  

  Tracked	  impact	  of	  targeted	  complaints	  
  170	  against	  25	  distinct	  programs;	  	  
takedown	  in	  	  30	  days	  or	  less	  is	  typical	  

  Joined	  programs	  to	  get	  damage	  assessment	  
from	  inside	  







  Software	  brandholder	  (Nov	  ‘11)	  
 Methodically	  issued	  complaints	  for	  accounts	  of	  	  
every	  major	  affiliate	  program	  

  Diligent	  follow	  up:	  	  
new	  processing	  -‐>	  new	  complaints	  (and	  quickly)	  

Declines	  to	  user	  as	  
takedowns	  start	  



2011-‐11-‐22	  10:16:38:	  Starting	  today	  our	  bank	  has	  stopped	  working.	  Due	  to	  
this,	  we	  have	  made	  the	  decision	  to	  close	  our	  affiliate	  program	  for	  the	  
duration	  of	  our	  search	  for	  new	  processing.	  

11/20/2011:	  ATTENTION	  Dear	  advertisers,	  we	  are	  having	  problems	  with	  the	  
bank	  and	  our	  accounts	  were	  suddenly	  frozen.	  We're	  forced	  to	  temporarily	  stop	  
accepting	  OEM	  traffic.	  	  

11/2011:	  Major	  software	  brand	  holder	  starts	  test	  purchases	  
and	  merchant	  account	  complaints	  

11/20/2011:	  ВНИМАНИЕ	  Уважаемые	  адверты,	  у	  нас	  появились	  внезапные	  
проблемы	  с	  банком	  и	  нам	  заморозили	  счета.	  Мы	  вынуждены	  временно	  
приостановаить	  приём	  OEM	  трафика.	  	  

2011-‐11-‐22	  10:16:38С	  сегодняшнего	  дня	  работа	  нашего	  банка	  
приостановлена	  (подробнее).	  В	  связи	  с	  этим	  принято	  решение	  о	  
закрытии	  нашей	  ПП	  на	  время	  поиска	  нового	  процессинга.	  

2011/23/2012	  Remark	  by	  leading	  affiliate:	  
Видимо	  наступил	  закат	  эпохи	  оема	  “The	  sun	  is	  setting	  on	  the	  OEM	  era”	  



  Today	  
  OEM	  software	  market	  has	  been	  decimated	  
  90%	  of	  programs	  have	  folded	  
  Remainder	  have	  removed	  brand	  holder’s	  products	  
(need	  for	  cross-‐company	  collaboration)	  



 Much	  more	  developed	  ecosystem	  
  Intervention	  less	  focused,	  less	  
comprehensive,	  less	  follow	  up	  

  Still	  significant	  impact	  



28	  

State	  Bank	  of	  Mauritius	  
becomes	  “go	  to”	  bank	  for	  

medium	  programs	  

Growth	  of	  Bank	  of	  China	  	  



  Red	  markers	  are	  complaints	  



  PharmCash	  continues	  to	  cheat	  its	  [Web]	  masters!	  	  

Just	  like	  last	  time,	  come	  Friday,	  when	  money	  from	  the	  balance	  should've	  become	  available	  	  

PharmCash	  announced	  a	  four-‐week	  hold.	  Just	  in	  time!	  	  

So	  in	  fact,	  the	  hold	  is	  now	  five	  weeks!	  There	  are	  no	  words	  to	  describe	  this.	  To	  say	  that	  we're	  getting	  fucked	  is	  not	  saying	  much.	  	  

I	  can't	  understand	  one	  thing,	  if	  I	  made	  shitty	  doors	  [gateway	  sites]	  and	  I	  have	  no	  traffic	  
or	  sales	  -‐	  my	  fault.	  But	  if	  the	  program	  chose	  shitty	  billing	  and	  it's	  always	  getting	  
dropped	  it's	  my	  fault!?	  	  

They	  knew	  that	  they	  would	  not	  get	  paid,	  likely	  knew	  it	  before	  Friday,	  why	  not	  tell	  us	  about	  this	  sooner?	  People	  are	  pouring	  good	  
money	  into	  them	  unsuspected	  and	  then	  this	  news!	  And	  again	  the	  announcement	  about	  the	  hold	  appeared	  only	  after	  questions	  from	  
the	  [Web]	  masters!	  Ie	  easier	  to	  screw	  someone	  over	  then	  warn	  they	  ahead	  of	  time!	  	  



thenorthface,	  unfortunately	  its	  becoming	  harder	  and	  harder	  to	  work	  with	  
pharma,	  and	  when	  you	  decided	  to	  earn	  money	  in	  pharma	  you	  should've	  known	  
that	  this	  could	  happen.	  If	  you're	  living	  on	  your	  payouts,	  I	  suggest	  earning	  money	  
some	  other	  way	  until	  the	  payout	  since	  it	  seems	  to	  me	  working	  with	  pharma	  will	  
only	  get	  harder.	  	  	  Of	  course	  PhC	  [PharmCash]	  disappointed,	  but	  there	  is	  a	  trend,	  
Oxo	  closed,	  GM	  is	  not	  working,	  DrBucks	  also	  stopped	  working	  for	  some	  time.	  
Processors	  keep	  letting	  us	  down,	  and	  so	  it's	  becoming	  more	  frequent	  that	  
processors	  don't	  pay	  and	  the	  partners	  suffer.	  	  



Hello	  all!	  

I	  would	  like	  to	  notify	  the	  advertisers	  of	  the	  OXOnetwork	  affiliate	  
program	  that	  I	  have	  made	  the	  decision	  about	  its	  closure.	  

…	  



6/29/2012	  

Dear	  Partners,	  

As	  you	  may	  have	  noticed,	  in	  the	  last	  couple	  of	  days	  we've	  had	  problems	  
with	  processing.	  We	  don't	  have	  a	  solution	  yet,	  and	  there	  is	  no	  concrete	  
time	  when	  it	  will	  be	  resolved.	  
…….	  
From	  this	  point	  forward,	  GlavMed	  is	  switching	  to	  a	  "PAUSED"	  mode.	  No	  
new	  orders	  will	  be	  processed	  until	  the	  processing	  issue	  is	  resolved.	  	  
……..	  
We	  urge	  you	  to	  temporarily	  switch	  your	  traffic	  to	  other	  shops/projects.	  



09/19/2012	  Dear	  webmasters,	  due	  to	  temporary	  
problem	  with	  processing	  of	  orders,	  affiliate	  
program	  has	  to	  take	  a	  break.	  Unfortunately,	  we	  
can't	  name	  the	  exact	  time	  of	  recovery.	  	  

-‐	  All	  Pending	  orders	  will	  be	  transferred	  to	  Decline.	  
-‐	  We	  can't	  collect	  orders	  in	  batch,	  because	  orders	  
can't	  be	  billed	  after	  a	  few	  days.	  
…….	  
Thank	  you	  for	  being	  with	  us!	  
Regards,	  Mailien	  team..	  



10/9/2012:	  

Sorry,	  temporary	  we	  are	  not	  able	  to	  
accept	  new	  orders….	  

Please	  try	  placing	  your	  order	  in	  a	  while….	  



“Right	  now	  most	  affiliate	  programs	  have	  a	  mass	  of	  declines,	  cancels	  and	  
pendings,	  and	  it	  doesn't	  depend	  much	  on	  the	  program	  imho,	  there	  is	  a	  
general	  sad	  picture,	  fucking	  Visa	  is	  burning	  us	  with	  napalm	  (for	  problematic	  
countries,	  it's	  totally	  fucked,	  on	  a	  couple	  of	  programs	  you're	  lucky	  if	  you	  get	  
50%	  through).”	  



  Order	  filtering	  
  Phone	  verification	  &	  documentation	  
  Blacklisting	  (IP,	  name,	  address,	  card,	  BIN,	  geo)	  

  Complaint	  bypass	  
  Brand	  removal;	  movement	  to	  generic	  names	  

  Evasion	  	  
  MCC	  miscoding	  (only	  10%	  in	  2010,	  70%+	  today)	  
  Aggregation	  and	  laundering	  (new	  banks);	  fragile	  

  Alternative	  payment	  
  COD,	  eCheck,	  WU	  



  Hugely	  powerful	  tool,	  but	  tricky	  to	  do	  right	  
  Target	  selection	  

  Can’t	  be	  URL-‐centric;	  need	  to	  focus	  on	  programs	  
  Identity	  backstopping	  (PITA)	  

  Diversity&agreement	  for	  IP,	  addr,	  card,	  BIN,	  phone	  
  Order	  history	  

  Follow	  up	  and	  monitoring	  
  Inside	  and	  outside	  if	  possible	  
  Need	  to	  track	  (program,	  descriptor,	  BIN)	  mapping	  



 Much	  of	  crime	  ecosystem	  is	  funded	  by	  
Western	  consumers	  via	  payment	  cards	  

  The	  banking	  relationship	  is	  the	  bottleneck	  
resource	  in	  the	  business	  model	  
  Can’t	  be	  hidden,	  high	  switching	  cost,	  valuable	  

  Payment	  intervention	  is	  hugely	  effective	  
when	  done	  right	  





  Visa	  Global	  Brand	  Protection	  (GBPP)	  roll	  out	  
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We	  are	  trying	  to	  process	  all	  orders	  as	  much	  as	  possible,	  sometimes	  it	  works,	  sometimes	  	  
only	  partially,	  order	  approval	  under	  the	  current	  circumstances	  takes	  more	  time	  than	  it	  	  
used	  to	  ...	  and	  yes,	  for	  some	  advertisers	  the	  number	  of	  declines	  periodically	  sometimes	  	  
increases,	  just	  as	  I	  explained	  to	  many	  of	  you	  in	  private	  messages,	  this	  is	  connected	  with	  	  
the	  massive	  number	  of	  test	  orders	  from	  MPS	  recently,	  nothing	  we	  can	  do	  about	  it,	  it's	  a	  	  
global	  phenomenon.	  	  

Fortunately	  it's	  not	  fatal	  :)	  The	  situation	  is	  improving	  and	  won't	  last	  long.	  	  
















