Wireshark Lab: Ethernet and ARPL1

1. Capturing and analyzing Ethernet frames
Let’s begin by capturing a set of Ethernet frames to study. Do the following:

e First, make sure your browser’s cache is empty. (To do this under Netscape 7.0, select Edit ->
Preferences -> Advanced -> Cache and clear the memory and disk cache. For Internet Explorer,
select Tools -> Internet Options -> Delete Files. For Firefox select Tools -> Clear Private Data.

e Start up the Wireshark packet sniffer

e Enter the following URL into your browser: http://www.unab.edu.co

e Stop Wireshark packet capture. First, find the packet numbers (the leftmost column in the upper
Wireshark window) of the HTTP GET message that was sent from your computer to
www.unab.edu.co, as well as the beginning of the HTTP response message sent to your
computer by www.unab.edu.co. You should see a screen that looks something like this (where
packet 49 in the screen shot below contains the HTTP GET message)
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No. Time Source Destination Protocol Info o
58 1.1SUYLS  ZUU.DY.123.0L 1¥2.105.0.10 e NTIp > aus/a |SYN, ACK] S€q=U ACK=L WIN=4Y04U LEN=U MS5=130U WS=U SACK_PERM=L
35 1.180968 192.168.0.10 200.69.124.61 TCP 49874 > http [Ack] seg=1 Ack=1 win=17520 Len=0 =
36 1.181336 200.69.124.61 192.168.0.10 TCP http > 49875 [SYN, ACK] Seq=0 Ack=1 win=49640 Len=0 MS5=1460 w5s=0 SACK_PERM=1
37 1.181383 192.168.0.10 200.69.124. 61 TCP 49875 > http [AcK] Seg=1 Ack=1 Win=17520 Len=0
38 1.182022 216.137.47.210 192.168.0.10 TCP http > 49876 [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 M55=1460 SACK_PERM=1 W5=8
391.182071 192.168.0.10 216.137.47.210 TCP 49876 > http [ACK] seg=1 Ack=1 win=17520 Len=0
40 1.182439 216.137.47.210 192.168.0.10 TCP http > 49877 [SYN, ACK] Seq=0 Ack=1 win=5840 Len=0 MS5=1460 SACK_PERM=1 WS=8
41 1.182487 192.168.0.10 216.137.47.210 TCP 49877 > http [ACK] Seg=1 Ack=1 Win=17520 Len=0
421.192299 200.69.124.29 192.168.0.10 HTTP HTTP/1.1 200 OK (text/html)
43 1.238039 4.27.24.253 192.168.0.10 TCP http > 49872 [SYN, ACK] Seq=0 Ack=1 win=5840 Len=0 MS5=1460 SACK_PERM=1 WS=7
44 1.238152 192.168.0.10 4.27.24.253 TCP 49872 > http [AcK] Seg=1 Ack=1 Win=17520 Len=0
451.275372 199.59.148.30 192.168.0.10 TCP http > 49869 [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 M55=1460 SACK_PERM=1 W5=8
46 1.275478 192.168.0.10 199.59.148.30 TCP 49869 > http [Ack] seg=1 Ack=1 win=17520 Len=0
47 1.275906 199.59.148.30 192.168.0.10 TCP http > 49870 [SYN, ACK] Seq=0 Ack=1 win=5840 Len=0 MS5=1460 SACK_PERM=1 Ws=8
48 1.275960 192.168.0.10 199.59.148.30 TCP 49870 > http [ACK] Seg=1 Ack=1 Win=17520 Len=0
49 1.279260 192.168.0.10 200.69.124.29 HTTP GET /portal/page/portal/UNAB HTTP/1.1
50 1.354013 4.27.24.253 192.168.0.10 TCP http > 49871 [SYN, ACK] Seq=0 Ack=1 win=5840 Len=0 MSS=1460 SACK_PERM=1 Ws=7
51 1.354108 192.168.0.10 4.27.24.253 TCP 49871 > http [AcK] Seg=1 Ack=1 Win=17520 Len=0
52 1.415340 200.69.124.29 192.168.0.10 TCP http > 49868 [ACK] Seq=1088 Ack=1082 Win=65535 Len=0
53 1.946700 200.69.124.29 192.168.0.10 TCP [TCP segment of a reassembled PDU]
54 1.947379 200.69.124.29 192.168.0.10 TCP [TcP segment of a reassembled pPDU]
551.947411 192.168.0.10 200.69.124.29 TCP 49868 > http [ACK] 5eq=1082 Ack=4008 Win=17520 Len=0
56 1.948147 200.69.124.29 192.168.0.10 TCP [TCP segment of a reassembled PDU]
57 1.949138 200.69.124.29 192.168.0.10 TCP [TcP segment of a reassembled pPDU]
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Frame 49: 623 bytes on wire (4984 bits), 623 bytes captured (4984 bits)
Ethernet II, src: D-Link_7d:67:b7 (00:21:91:7d:67:b7), Dst: Thomson_7e:de:23 (00:24:d1:7e:4e:23)
Internet Protocol, Src: 192.168.0.10 (192.168.0.10), Dst: 200.69.124.29 (200.69.124.29)
@ Transmission control Protocol, Src Port: 49868 (49868), Dst Port: http (80), seqg: 513, Aack: 1088, Len: 569
= Hypertext Transfer Protocol
GET /portal/page/portal/uNAB HTTP/L.1\r\n
HOST: www.unab. edu.co\r\n
Connection: keep-alive\r\n
rReferer: http://www.unab. edu.co/\rin
user-agent: Mozilla/5.0 (windows; U; windows NT 6.1; en-us) Applewebkit/534.16 (KHTML, Tike Gecko) chrome/10.0.648.151 safari/534.16%\r\n
Accept: application/xml,application/xhtml+xml,text/html;g=0.9,text/plain; q=0.8,image/png,*/*;g=0.5\r\n
Accept-Encoding: gzip,deflate,sdchirin
Accept-Language: en-uUs,en;g=0.8,es;g=0.6\r\n
Accept-Charset: Iso-8859-1,utf-8;g=0.7,%;g=0.3\r\n
Cookie: __utmz=174858726.1297095727.1.1. utmcsr=(direct) |utmccn=(direct) |utmcmd=(none)\r\n
“rin
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©| Frame (frame), 623 bytes Packets: 806 Displayed: 806 Marked: 0 Dropped: 0 Profile: Default

! Lab modified version from Computer Networking: A Top down Approach, 4th edition by J.F. Kurose and K.W.
Ross.


http://www.unab.edu.co/

e Since this lab is about Ethernet and ARP, we’re not interested in IP or higherlayer protocols. So
let’s change Wireshark’s “listing of captured packets” window so that it shows information only
about protocols below IP. To have Wireshark do this, select Analyze->Enabled Protocols. Then
uncheck the IP box and select OK. You should now see an Wireshark window that looks like:
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Filter: + Expression.. Clear Apply
No. Time Source Destination Protecol Info B
46 1.275478 H 0x0800 IP
47 1.275906 0x0800 IP
48 1.275960 0x0800 IP
49 1.279260 0x0800 IP
50 1.354012 0x0800 IP
51 1.354108 0x0800 IP
52 1.415340 H 7 0x0800 IP
53 1. 946700 D-Link_7d:67:b7 0x0800 IP
54 1.947379 D-Link_7d:67:b7 0x0800 IP
55 1.947411 Thomson_. H 0x0800 IP
56 1.948147 0x0800 IP
57 1.949138 0x0800 IP
58 1.949181 0x0800 IP
59 1.950093 0x0800 IP
60 2.016704 0x0800 IP
61 2.017366 0x0800 IP
62 2.017396 0x0800 IP
63 2.018132 7 0x0800 IP
64 2.018599 Thomson_: 123 0x0800 IP
65 2.022087 D-Link, 0x0800 IP
66 2.022864 D-Link, 0x0800 IP
67 2.022893 Thomsol 3 0x0800 IP
68 2.023547 D-Link_7 7 0x0800 IP
69 2.047763 D-Link_7 th7 Thomson_. 123 0x0800 1P -

% Frame 49: 623 bytes on wire (4984 bits), 623 bytes captured (4984 bits)
= Ethernet II, 5rc: D-Link_7d:67:b7 (00:21:91:7d:67:b7), Dst: Thomson_7e:4e:23 (00:24:d1:7e:4e:23)
= pestination: Thomson_7e:4e:23 (00:24:d1 H

Address: Thomson_7e:4e:23 (00:24:dl:7e:de:
....... 0 .... «svv veve .... = IG bit: Individual address (unicast)

1 = LG bit: Globally unique address (factory default)
= source: D-Link_7d (00:21:91:7d: 7
Address: D-Link 67:b7 (00:21:91: 7:b7)

: Individual address (unicast)
. = LG bit: Globally unique address (factory default)

....... 0 ..o vvvr vvvn o, = IG bit
Type: IP (0x0800)
= pata (609 bytes)

Data: 45000261050640008006ee7bc0a8000ac8457c1dc2cc0050. ..
[Length: &09]

0020 7c 1d c2 cc 00 50 89 00 cO ez Of a9 &f 5b 50 18 |. e P.

0030 40 31 d9 8c 00 00 47 45 54 20 2f 70 &f 72 74 61 @l....GE T /porta E
0040 6c 2f 70 61 67 65 2f 70 1/page/p ortal/uN

0050 41 42 20 48 54 54 50 2 AB HTTP/ 1.1..Hos

0060 74 3a 20 77 77 77 2e 75

T: www.u nab.edu.

co..Conn ection:

keep-ali ve..Rrefe

rer: htt p://wew.

unab. edu .co/..Us

7 7 er-agent : Mozill

00c0 &1 2f 35 2e 30 20 28 57 77 a/5.0 (W indows;

00d0 55 3b 20 57 69 6e 64 &f 77 73 20 4de 54 36 2e u; windo ws NT_6. <

@ | Ethernet (eth), 14 bytes Packets: 806 Displayed: 806 Marked: 0 Dropped: 0 Profile: Defautt

In order to answer the following questions, you'll need to look into the packet details and packet
contents windows (the middle and lower display windows in Wireshark). Select the Ethernet frame
containing the HTTP GET message. Expand the Ethernet Il information in the packet details window.
Note that the contents of the Ethernet frame (header as well as payload) are displayed in the packet
contents window. Answer the following questions, based on the contents of the Ethernet frame
containing the HTTP GET message. Whenever possible, when answering a question you should hand in a
printout of the packet(s) within the trace that you used to answer the question asked. Annotate the
printout to explain your answer. To print a packet, use File->Print, choose Selected packet only, choose
Packet summary line, and select the minimum amount of packet detail that you need to answer the
question.

1. What is the 48-bit Ethernet address of your computer?




2. What is the 48-bit destination address in the Ethernet frame? Is this the Ethernet address of
www.unab.edu.co? (Hint: the answer is no). What device has this as its Ethernet address?

3. Give the hexadecimal value for the two-byte Frame type field. What do the bit(s) whose value is
1 mean within the flag field?

4. How many bytes from the very start of the Ethernet frame does the ASCII “G” in “GET” appear in
the Ethernet frame?

5. What is the hexadecimal value of the CRC field in this Ethernet frame?

Next, answer the following questions, based on the contents of the Ethernet frame containing the first
byte of the HTTP response message.

6. What is the value of the Ethernet source address? s this the address of your computer, or of
www.unab.edu.co (Hint: the answer is no). What device has this as its Ethernet address?

7. What is the destination address in the Ethernet frame? Is this the Ethernet address of your
computer?

8. Give the hexadecimal value for the two-byte Frame type field. What do the bit(s) whose value is
1 mean within the flag field?

9. How many bytes from the very start of the Ethernet frame does the ASCII “O” in “OK” (i.e., the
HTTP response code) appear in the Ethernet frame?

10. What is the hexadecimal value of the CRC field in this Ethernet frame?

2. The Address Resolution Protocol

In this section, we’ll observe the ARP protocol in action.
ARP Caching

Recall that the ARP protocol typically maintains a cache of IP-to-Ethernet address translation pairs on
your computer. The arp command (in both MSDQOS and Linux/Unix) is used to view and manipulate the
contents of this cache. Since the arp command and the ARP protocol have the same name, it’s
understandably easy to confuse them. But keep in mind that they are different - the arp command is
used to view and manipulate the ARP cache contents, while the ARP protocol defines the format and
meaning of the messages sent and received, and defines the actions taken on message transmission and
receipt.

Let’s take a look at the contents of the ARP cache on your computer:

e MS-DOS. The arp command is in c:\windows\system32, so type either “arp” or
“c:\windows\system32\arp” in the MS-DOS command line (without quotation marks).

e Linux/Unix. The executable for the arp command can be in various places. Popular locations are
/sbin/arp (for linux) and /usr/etc/arp (for some Unix variants).



The arp command with no arguments will display the contents of the ARP cache on your computer. Run
the arp command.

11. Write down the contents of your computer’s ARP cache. What is the meaning of each column
value?

In order to observe your computer sending and receiving ARP messages, we’ll need to clear the ARP
cache, since otherwise your computer is likely to find a needed IP-Ethernet address translation pair in its
cache and consequently not need to send out an ARP message.

e MS-DOS. The MS-DOS arp —d * command will clear your ARP cache. The —d flag indicates a
deletion operation, and the * is the wildcard that says to delete all table entries. You will need
to run it as administrator.

e Linux/Unix. The arp —d * will clear your ARP cache. In order to run this command you’ll need
root privileges.

Observing ARP in action
Do the following

e Clear your ARP cache, as described above.

o Next, make sure your browser’s cache is empty.

e Start up the Wireshark packet sniffer

e Enter the following URL into your browser: www.unab.edu.co

e Stop Wireshark packet capture. Again, we're not interested in IP or higher-layer protocols, so
change Wireshark’s “listing of captured packets” window so that it shows information only
about protocols below IP. To have Wireshark do this, select Analyze->Enabled Protocols. Then
uncheck the IP box and select OK.

You should now see a Wireshark window that looks like:
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No. Time Source Destination Protacol Info

2 2.551142 fe80::f435:d1a5:295Ff02 55DP M-SEARCH * HTTP/1.1

D-Link_ 0 1P
fe80::f435:d M-S5EARCH * HTTP/1.1

- 551697

45 5:295fFf02::c
5 6.552956 b Broadcast who has 192.168.0.17 Tell 192.168.0.10
6 6.556344 192.168.0.1 is at 00:24:d1:7e:4e:23
7 6.556374 P
886 standard gquery A 1ifbcibllhkdhoafpjfnihfpfgnpldfl

Ir

0x0800 IP

0x0800 IP

0x0800 IP

0x0800 IP

0x0800 IP

0x0800 IP

0x0800 IP

18 6.563495 0x0800 IP

19 6.563985 0x0800 IP

20 6.614323 0x0800 IP

21 6.614905 0x0800 IP

22 6.615260 0x0800 IP

23 6.615477 0x0800 IP
24 6.616342 0x0800 IP o

# Frame 5: 42 bytes o bit: aptured (336 bits)

% Ethernet II, src: D-Link_7d:67:b7 (00:21:91:7d:67:b7), Dst: Broadcast (ff:ff:ff:ff:ff:fF)
= Address Resolution Protocol (request)
Hardware type: Ethernet (0x0001)
Protocol type: IP (0x0800)
Hardware size: 6
Protocol size: 4
opcode: request (0x0001)
[1s gratuitous: False]
sender MAC address: D-Link_7d:67:b7 (00:21:91:7d:67:b7)
sender IP address: 192.168.0.10 (192.168.0.10)
Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)
Target IP address: 192.168.0.1 (192.168.0.1)

0000 ff £ff ff ff ff ff 00 21 91 7d 67 b7 08 06 00 01
0010 08 00 06 [F] 00 O1 00 21 91 7d 67 b7 <O a8 00 Oa
0020 00 00 00 OO0 00 00 cO a8 00 01

@ | Protocol size (arp proto.size), 1 byte Packets: 806 Displayed: 806 Marked: 0 Dropped: 0 Profile: Default

In the example above, frames 5 and 6 in the trace contain ARP messages.
Answer the following questions:

12. Locate the ARP request message.
a. What are the hexadecimal values for the source and destination addresses in the
Ethernet frame containing the ARP request message?
b. Give the hexadecimal value for the two-byte Ethernet Frame type field. What do the
bit(s) whose value is 1 mean within the flag field?
c. How many bytes from the very beginning of the Ethernet frame does the ARP opcode
field begin?
d. What is the value of the opcode field within the ARP-payload part of the Ethernet frame
in which an ARP request is made?
e. Does the ARP message contain the IP address of the sender?
f.  Where in the ARP request does the “question” appear — the Ethernet address of the
machine whose corresponding IP address is being queried?
13. Now find the ARP reply that was sent in response to the ARP request.



How many bytes from the very beginning of the Ethernet frame does the ARP opcode
field begin?

What is the value of the opcode field within the ARP-payload part of the Ethernet frame
in which an ARP response is made?

Where in the ARP message does the “answer” to the earlier ARP request appear — the IP
address of the machine having the Ethernet address whose corresponding IP address is
being queried?

What are the hexadecimal values for the source and destination addresses in the
Ethernet frame containing the ARP reply message?



