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CIS551 Topics 
•  Computer Security 

– Software/Languages, Computer Arch. 
– Access Control, Operating Systems 
– Threats: Vulnerabilities, Viruses 

•  Computer Networks 
– Physical layers, Internet, WWW, Applications 
– Cryptography in several forms 
– Threats: Confidentiality, Integrity, Availability 

•  Systems Viewpoint 
– Users, social engineering, insider threats 



Sincoskie NIS model 

W.D. Sincoskie, et al. “Layer Dissonance and Closure in Networked 
Information Security” (white paper) 

You are here 

 and here 
 and here 

 and here 
 and here 



System Administration 

•  SysAdmin is a key part of security 
•  Automated systems amplify effects 
•  But there is no substitute for “eyeballs” 

– Automation is not yet capable enough 
•  Two major goals 

– Correct configuration 
– Maintenance (and “firefighting”) 



Correct configuration 

•  Varies, of course, by user 
•  Two primary contexts 

– Personal machine (e.g., laptop) 
– Shared servers (e.g., speclab, eniac) 

•  Use access control, user authorizations 
to control confidentiality and integrity 
– E.g., access to home directory, e-mail 

folders, personal programs 



Things to consider (server) 
•  User accounts and privileges 

– E.g., administrator/administrative group 
•  Default “umask” on UNIX 
•  Initial user setups 
•  Setuid programs 
•  Insulating against insider threats 
•  Logging 
•  System configuration (firewalls, network 

interfaces up such as WiFi, Bluetooth) 



Things to consider (personal) 

•  Permissions on files 
•  Browser configurations 
•  System configuration (services, network 

interfaces, etc.) 
•  Visibility / responsiveness to entities 

– Which ports are open? (use nmap tool) 
•  Logging and Monitoring 



Configuration tool examples 

•  nmap 127.0.0.1 – check your ports 
•  ifconfig or netstat –i  
•  Various configuration UIs (e.g., “System 

Preferences” or application 
“Preferences” on Mac) 

•  “ps” or “Activity Monitor” 



Security preferences 1 



Security preferences 2 



Security preferences 3 



netstat -i 



nmap 



Activity monitor  



ps 



SysAdmin: logs 

•  Often neglected 
•  On *nixes usually in /var/log 
•  Applications, services, hardware, topical 
•  Best used to detect anomalies 

– To create “that’s funny….” reaction 
•  Malware tries not to get logged 
•  Crackers will delete or edit logs 



/var/log 



Printer logs (Mac) 



grep “Stealth” Appfirewall.log 



install.log 



Secure.log 


