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IKNP Protocol

INPUT OF SENDER &: m pairs (z,0,2;1) of £-bit strings for 1 < 57 < m.
INPUT OF RECEIVER R: m selection bits r = (ry, ..., 7).

CoMMON INPUT: a security parameter k.

ORACLE: a random oracle H: [m] x {0,1}* — {0,1}¢.

1. S initializes a random vector s € {0,1}* and R a random m x k bit matrix 7. We have the
following T
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2. The parties invoke OTE primitive:

e R sends (mi,o,mi,l) = (ti,l‘ @ti), 1 <1 <k.

o S receives with input s, i.e. S receives m; g, for every i. (Note that m;; = br @ ti.)



IKNP Protocol (2)

3. Let Q denote the m x k£ matrix of values received by & where

Q = [(ml,sl)T (m2,82)T (mk,sk)T]
= [(sir@th?  (sor o t?)? (sgr & tk)T]
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S sends (y;0,5,1), for 1 < j < m, where y;0 = ;0 H(j,q;) and yj1 = x;1 & H(j,q; & s).
(Note that y;, = x5, ® H(j,q; © bs))



IKNP Protocol (3)

4. R receives (y;,0,¥;,1) and recovers x; ., the messages he intends to receive, from the following
steps:

Zjri = Yir; D H(j, tj)
= |z, ® H(j,q; ®1;8)] ® H(j, t;)
= Zjr; D H(], (TjS D tj) S5, Tjs) P, H(j, tj)
= Tjr; D H(]? tj)? @H(ja tj)
= Ljr;
For the messages R did not choose, they appear to be uniformly random bits because of the
fact that R possesses no knowledge of s:

Zji—r; = Yji—r; © H(],t;)
= [2j1-r; ® H(j,q; © (1 = 15)s)] © H(j, t))
= zj1—r; D H(j, (rjs @ tj) © (1 — 1)) & H(j, t;)
=zj1-; ® H(j,sDt;), DH(j, ;)
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KK Protocol

R forms m x k ‘matrices To,T1 in the following way:
— Choose tjo,t;1 < {0,1}" at random such that t;o®t;1 = c,, .
Let ty,th denote the i-th column of matrices Ty, T respectively.

S forms mx k matriz Q such that the i-th column of Q) is the vector q*. (Note
q' =t .) Let q; denote the j-th row of Q. (Note q; = ((t;,0®t,1)©s)St, 0.
Simplifying, q;®t;o0 = c,, ©s.)

For j € [m] and for every 0 <r <n, § sends y; » = x; »SH(j,q;5(c, ©8)).
For j € Im], R recovers z; = y; ., DH(j, t;0).



Comparison

Protocol | Efficiency Security Model Assumptions
; O (n - poly(k)) semi-honest or malicious; .

SR (for semi-honest) static or adaptive BiEvRy; fuchions

, , correlation-robust
IKNP O(n) + O(k) static semi-honest hash function

: 5 random oracle,
NNOB O(n) + O(k) static malicious KNP

: .. homomorphic hash
ZDE O(n) + O(k) static malicious function, IKNP
KK O(n/log(k)) + O(k) | static semi-honest random oracle




Conclusion: Assumptions

» Assumptions
Information-theoretic extension is impossible
One-way function is the weakest possible assumption

Random oracle is most efficient assumption



Conclusion: Security Models

» Semi-honest vs Malicious
Semi-honest is highly efficient
Malicious is practical

» Static vs Adaptive
Static is highly efficient

Adaptive is impractical



Conclusion: Length

» Message Length

Possible to send shorter messages with improved efficiency

» Number of underlying Ots

Impossible to base extension on log(k) OTs



