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Quiz:	  What	  is	  the	  Internet?	  

A.  A	  protocol	  to	  connect	  computers	  
	  
B.  A	  standard	  for	  computer	  to	  connect	  to	  a	  network	  

C.  World	  Wide	  Web	  

D.  Computers	  that	  are	  all	  linked	  together	  in	  a	  network	  

E.  All	  of	  the	  above	  



What’s the Internet: “nuts and bolts” view 
•  millions of connected computing 

devices:  
–  hosts = end systems  
–  running network apps 

v  communication links 
§  fiber, copper, radio, 

satellite 
§  transmission rate: 

bandwidth 

v  Packet switches: forward packets 
(chunks of data) 

§  routers and switches 
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“Fun” internet appliances 

IP picture frame 
http://www.ceiva.com/ 

Web-enabled toaster + 
weather forecaster 

Internet phones 
Internet  
refrigerator 

Slingbox: watch, 
control cable TV remotely 

Tweet-a-watt:  
monitor energy use 



•  Internet: “network of networks” 
–  Interconnected ISPs 

•  protocols control sending, receiving 
of msgs 
–  e.g., TCP, IP, HTTP, Skype,  802.11 

•  Internet  standards 
–  RFC: Request for comments 
–  IETF: Internet Engineering Task Force 

What’s the Internet: “nuts and bolts” view 
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What’s the Internet: a service view 

•  Infrastructure that provides 
services to applications: 
–  Web, VoIP, email, games, e-

commerce, social nets, … 
•  provides programming 

interface to apps 
–  hooks that allow sending 

and receiving  app programs 
to “connect” to Internet 

–  provides service options, 
analogous to postal service 
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network 
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What’s a protocol? 

human protocols: 
•  “what’s the time?” 
•  “I have a question” 
•  introductions 

… specific msgs sent 
… specific actions taken 

when msgs received, or 
other events 

network protocols: 
•  machines rather than 

humans 
•  all communication activity 

in Internet governed by 
protocols 

protocols define format, order 
of msgs sent and received 
among network entities, 

and actions taken on msg 
transmission, receipt	  	  



a human protocol and a computer network protocol: 
 

Hi 

Hi 

Got the 
time? 
2:00 

TCP connection 
response 

Get http://www.awl.com/kurose-ross 

<file> 
time 

TCP connection 
request 

What’s a protocol? 

Protocol:	  agreed	  message	  format	  and	  transfer	  
procedure	  between	  sender	  and	  receiver	  



Protocol “layers” 
Networks are complex, 
with many “pieces”: 

–  hosts 
–  routers 
–  links of various 

media 
–  applications 
–  protocols 
–  hardware, software 

Question:  
is there any hope of organizing 

structure of network? 
 

…. or at least our discussion 
of networks? 



Organization of air travel 

•  a series of steps 

ticket (purchase) 
 
baggage (check) 
 
gates (load) 
 
runway takeoff 
 
airplane routing 

ticket (complain) 
 
baggage (claim) 
 
gates (unload) 
 
runway landing 
 
airplane routing 

airplane routing 
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Layering of airline functionality 

layers: each layer implements a service 
– via its own internal-layer actions 
– relying on services provided by layer below 

 



Why layering? 
dealing with complex systems: 
•  explicit structure allows identification, 

relationship of complex system’s pieces 
–  layered reference model for discussion 

•  modularization eases maintenance, updating of 
system 
–  change of implementation of layer’s service 

transparent to rest of system 
–  e.g., change in gate procedure doesn’t affect rest 

of system 



Internet protocol stack 
•  application: supporting network 

applications 
–  FTP, SMTP, HTTP 

•  transport: process-process data 
transfer 
– TCP, UDP 

•  network: routing of datagrams 
from source to destination 
–  IP, routing protocols 

•  link: data transfer between 
neighboring  network elements 
–  Ethernet, 802.111 (WiFi), PPP 

•  physical: bits “on the wire” 
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ISO/OSI reference model 

•  presentation: allow applications to 
interpret meaning of data, e.g., 
encryption, compression, 
machine-specific conventions 

•  session: synchronization, 
checkpointing, recovery of data 
exchange 

•  Internet stack “missing” these 
layers! 
–  these services, if needed, must be 

implemented in application 
–  needed? 
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OSI reference model vs TCP/IP model 
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Which	  Layer	  in	  Internet	  model	  
implemen0ng	  the	  format	  of	  data	  e.g.,	  

encryp0on,	  compression…?	  
A.  Applica0on	  

B.  Presenta0on	  

C.  Session	  

D.  Network	  

E.  All	  layers	  



Which	  Layers	  Do	  Routers	  Need?	  
A.  Applica0on,	  Transport	  

B.  Network,	  Link	  and	  Physical	  

C.  Link	  and	  Physical	  

D.  Applica0on	  through	  Network	  

E.  All	  layers	  



Socket programming  

goal: learn how to build client/server applications that 
communicate using sockets 

socket: door between application process and end-end-
transport protocol  

Internet 

controlled 
by OS 
 

controlled by 
app developer 

transport 

application 

physical 

link 

network 

process	  

transport 

application 

physical 

link 

network 

process	  
socket 



Socket programming  

Two socket types for two transport services: 
–  UDP: unreliable datagram 
–  TCP: reliable, byte stream-oriented  
 Application Example (Assignment 1): 

1.  Client connects and sends the HTTP request to 
the server. 

2.  The server receives the HTTP request and get the 
resource to construct HTTP response. 

3.  The server sends the HTTP response to the 
client. 

4.  The client receives the data and handles the data. 



Socket programming with TCP 
client must contact server 
•  server process must first be 

running 
•  server must have created 

socket (door) that welcomes 
client’s contact 

client contacts server by: 
•  Creating TCP socket, 

specifying IP address, port 
number of server process 

•  when client creates socket: 
client TCP establishes 
connection to server TCP 

•  when contacted by client, server 
TCP creates new socket for server 
process to communicate with 
that particular client 
–  allows server to talk with 

multiple clients 
–  source port numbers used to 

distinguish clients (more in 
Chap 3) 

TCP provides reliable, in-order 
byte-stream transfer (“pipe”)  
between client and server 

application viewpoint: 



Client/server socket interaction: TCP 

wait for incoming 
connection request 
connectionSocket = 
serverSocket.accept() 

create socket, 
port=x, for incoming 
request: 
serverSocket = socket() 

create socket, 
connect to hostid, port=x 
clientSocket = socket(…) 
connect(clientSocket,…) 

server (running on hostid) client 

send request using 
send(clientSocket, …) read request from 

connectionSocket 
write reply to 
connectionSocket 

TCP  
connection setup 

close 
connectionSocket 

read reply from 
recv(clientSocket,…) 
close 
close(clientSocket) 

Beej's	  Guide	  to	  Network	  Programming	  
hGp://beej.us/guide/bgnet/output/html/singlepage/bgnet.html	  	  



Next	  lecture	  (Wed	  Jan	  21)	  

•  Applica0on	  layer	  and	  HTTP	  protocol	  
– Required	  readings	  2.2.0	  -‐	  2.2.4	  


