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Informa0on	  

•  Website:	  
hIps://www.wireshark.org/	  	  

•  Labs	  from	  Textbook	  
hIp://www-‐net.cs.umass.edu/wireshark-‐labs/	  	  
	  



What	  is	  Wireshark?	  

•  Wireshark	  is	  a	  network	  packet/protocol	  
analyzer.	  	  
– A	  network	  packet	  analyzer	  will	  try	  to	  capture	  
network	  packets	  and	  tries	  to	  display	  that	  packet	  
data	  as	  detailed	  as	  possible.	  

•  “The	  World's	  Most	  Popular	  Network	  Protocol	  
Analyzer”	  



Wireshark System Overview	  



Install	  under	  Windows	  

•  Download	  
•  Install	  
	  



Install	  under	  Debian/	  Ubuntu	  

•  #	  apt-‐get	  install	  wireshark	  	  



Configura0on	  

This	  checkbox	  allows	  you	  
to	  specify	  that	  Wireshark	  
should	  put	  the	  interface	  in	  
promiscuous	  mode	  when	  
capturing.	  If	  you	  do	  not	  
specify	  this,	  Wireshark	  will	  
only	  capture	  the	  packets	  
going	  to	  or	  from	  your	  
computer	  (not	  all	  packets	  
on	  your	  LAN	  segment).	  



Wireshark Interface	  



Wireshark	  on	  VirtualBox	  

•  Only	  work	  with	  Ethernet	  interface	  
– Bridge	  Adapter	  	  
– Run	  with	  root	  permission:	  
$sudo	  wireshark	  



Wireshark	  on	  VirtualBox	  



Wireshark	  on	  VirtualBox	  



Display Filters (Post-Filters) 

•  Display filters (also called post-filters) only 
filter the view of what you are seeing.  All 
packets in the capture still exist in the 
trace 

•  Display filters use their own format and are 
much more powerful then capture filters 
 



Display Filter 



Display Filter Examples 
ip.src==10.1.11.24 
  
  
ip.addr==192.168.1.10 && ip.addr==192.168.1.20 
  
  
tcp.port==80 || tcp.port==3389 
  
  
!(ip.addr==192.168.1.10 && ip.addr==192.168.1.20)  
  
  
(ip.addr==192.168.1.10 && ip.addr==192.168.1.20) && (tcp.port==445 || tcp.port==139) 
  
 
(ip.addr==192.168.1.10 && ip.addr==192.168.1.20) && (udp.port==67 || udp.port==68) 
  

 



Protocol Hierarchy 



Protocol Hierarchy 



Follow TCP Stream 



Follow TCP Stream 
red - stuff you sent                                    blue - stuff you get 

 



Conversations 



Conversations 



Flow Graphs 



Flow Graphs 



Flow Graphs 



Assignment	  3	  –	  
	  Understanding	  Network	  Traffic	  using	  

Wireshark	  	  
	  •  Deadline	  Sunday	  Feb	  22,	  11:59	  PM	  

–  1	  bonus	  point	  for	  submission	  24	  hours	  before	  
deadline	  

– Firm	  deadline	  -‐>	  Start	  early	  



Understanding	  Network	  Traffic	  using	  
Wireshark	  	  

•  Download	  the	  trace	  files,	  open	  with	  Wireshark	  
and	  answer	  Q1-‐12	  accordingly	  	  

•  Q13	  requires	  a	  real	  capture	  
–  Install	  Wireshark	  on	  your	  own	  machine	  



Next	  lecture	  

•  TCP	  
– Readings	  3.5	  

•  Guest	  lecture	  on	  Monday	  Feb	  23rd	  	  
– DNS	  Security	  

•  Midterm	  exam	  in	  4	  weeks	  
–  In	  class:	  1	  PM	  Friday,	  March	  6th	  	  


