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Assignment	  4	  	  

•  Recursive	  DNS	  resolver	  
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recursive query: 
v  puts burden of name 

resolution on 
contacted name 
server 

v  heavy load at upper 
levels of hierarchy? 

requesting host 
cis.poly.edu 

gaia.cs.umass.edu 

root DNS server 

local DNS server 
dns.poly.edu 

1 

2 
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authoritative DNS server 
dns.cs.umass.edu 

8 

DNS name  
resolution example 

TLD DNS  
server 



DNS protocol, messages 
•  query and reply messages, both with same message format 

msg header 
v  identification: 16 bit # for query, 

reply to query uses same # 
v  flags: 

§  query or reply 
§  recursion desired  
§  recursion available 
§  reply is authoritative 

identification flags 

# questions 

questions (variable # of questions) 

# additional RRs # authority RRs 

# answer RRs 

answers (variable # of RRs) 

authority (variable # of RRs) 

additional info (variable # of RRs) 

2 bytes 2 bytes 



name, type fields 
 for a query 

RRs in response 
to query 

records for 
authoritative servers 

additional “helpful” 
info that may be used 

identification flags 

# questions 

questions (variable # of questions) 

# additional RRs # authority RRs 

# answer RRs 

answers (variable # of RRs) 

authority (variable # of RRs) 

additional info (variable # of RRs) 

DNS protocol, messages 

2 bytes 2 bytes 



DNS	  query	  sample	  



DNS	  response	  sample	  



Demo	  
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Assignment	  4	  progress	  

A.  Almost done/submitted 

B.  >=75% 

C.  >=50% 

D.  >=25% 

E.  Something else 
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