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Homomorphic Enc. (2)



Last Time

• Homomorphic Enc : encryption over (publically encrypted) data

• Some basic applications

• Why called Homomorphic (term coming from group theory)

• A construction based on code obfuscation + any public-key encryption

• (Basic deterministic) RSA encryption is already (weakly) homomorphic



Today

• Another (weakly) homomorphic encryption:

• It is based on “hardness” of “discrete logarithm”

• It is also a secure encryption (without homomorphism)



Exponentiation:
Homomorphism from (+) to (.)



Diffie and Hellman’s Breakthrough



𝑍𝑝
∗ : The group to implement DH:



Security of DH :
the hardness assumption behind DH



ElGamal: Public-Key Encryption from DDH



ElGamal is (weakly) Homomorphic



Next Time:

• Gentry and friends’ ideas to get fully homomorphic enc.


