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Homomorphic Enc. (2)



Last Time
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* Homomorphic Enc : ereryption over (publically encrypted) data

* Some basic applications
* Why called Homomorphic (term coming from group theory)
* A construction based on code obfuscation + any public-key encryption

* (Basic deterministic) RSA encryption is already (weakly) homomorphic



Today

* Another (weakly) homomorphic encryption:
* It is based on “hardness” of “discrete logarithm”
* It is also a secure encryption (without homomorphism)



Exponentiation:
Homomorphism from (+)to (.) 6o
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Security of DH :
the hardness assumption behind DH
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ElGamal: Public-Key Encryption from DDH
bl je ’lebz
'ﬂL( _ - > \gb (3
Alee g 5

> 9:1,\>
To o, '
‘ Uyr* m . It <bm) A\fta Cam §tY
D wd T €CUV'€L3
Ty
> (4 m
Ux) 57

CO.,V),,/r( (5 y) «\-nms/\* ,Q\g ™



ElGamal is (weakly) Homomorphic
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Next Time:

* Gentry and friends’ ideas to get fully homomorphic enc.
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