
Topics in Cryptography
Mohammad Mahmoody

26 Jan 2014

Homomorphic Enc. (2)



Last time

• Diffie Hellman Key Exchange

• DDH assumption

• ElGamal: Public key based on DDH

• ElGamal is multiplicatively homomorphic



Today

• Formal Def of fully homomorphic enc

• FHE vs CCA security

• FHE: from private-key to public-key

• Intro to “learning with error” problem



Formal def. of FHE

• 𝐾𝑒𝑦𝐺𝑒𝑛(1𝑛) (𝑒𝑘, 𝑑𝑘)

• 𝐷𝑒𝑐𝑑𝑘(𝐸𝑛𝑐𝑒𝑘 𝑚 = 𝑚

• Single message Eval: for any “given function” 𝑓 it holds that: 
𝐷𝑒𝑐𝑑𝑘(𝐸𝑣𝑎𝑙𝑒𝑘 𝑓, 𝐸𝑛𝑐𝑒𝑘 𝑚 = 𝑚

• Semantic security: for any poly-time adversary 𝐴𝑑𝑣 and any two messages 
𝑚0, 𝑚1it holds that:
Pr[𝐴𝑑𝑣 𝑒𝑘, 𝐸𝑛𝑐𝑒𝑘 𝑚0 = 1 − Pr[𝐴𝑑𝑣 𝑒𝑘, 𝐸𝑛𝑐𝑒𝑘 𝑚0 = 1 ≤ 𝑛𝑒𝑔(𝑛)



Multi-message Eval:

• For any “given function” 𝑓 and 𝑐1, … , 𝑐𝑘 where 𝑐𝑖 = 𝐸𝑛𝑐𝑒𝑘(𝑚𝑖) :
𝐷𝑒𝑐𝑑𝑘(𝐸𝑣𝑎𝑙𝑒𝑘 𝑓, 𝑐1, … , 𝑐𝑘 = 𝑓(𝑐1, … , 𝑐𝑘)

• Multi-message Eval implies single message Eval:



Trivial FHE?

• How about 𝐸𝑣𝑎𝑙 𝑐, 𝑓 = (𝑐, 𝑓) and change decryption as:
𝐷𝑒𝑐 𝑐, 𝑓1, 𝑓2, … , 𝑓𝑘 = 𝑓𝑘(…𝑓1(𝐷𝑒𝑐 𝑐 )… )

• Compactness requirement:



Final definition 

• 𝐾𝑒𝑦𝐺𝑒𝑛(1𝑛) (𝑒𝑘, 𝑑𝑘)

• 𝐷𝑒𝑐𝑑𝑘(𝐸𝑛𝑐𝑒𝑘 𝑚 = 𝑚

• For any “given function” 𝑓 and 𝑐1, … , 𝑐𝑘 where 𝑐𝑖 = 𝐸𝑛𝑐𝑒𝑘(𝑚𝑖) :
𝐷𝑒𝑐𝑑𝑘(𝐸𝑣𝑎𝑙𝑒𝑘 𝑓, 𝑐1, … , 𝑐𝑘 = 𝑓(𝑐1, … , 𝑐𝑘)

• Compactness: |𝐸𝑣𝑎𝑙𝑒𝑘 𝑓, 𝑐1, … , 𝑐𝑘 | ≤ 𝑝𝑜𝑙𝑦(𝑛) indep. of 𝑘

• Semantic security: for any poly-time adversary 𝐴𝑑𝑣 and any two messages 
𝑚0, 𝑚1it holds that:
Pr[𝐴𝑑𝑣 𝑒𝑘, 𝐸𝑛𝑐𝑒𝑘 𝑚0 = 1 − Pr[𝐴𝑑𝑣 𝑒𝑘, 𝐸𝑛𝑐𝑒𝑘 𝑚0 = 1 ≤ 𝑛𝑒𝑔(𝑛)



No CCA security



From private-key to public key 
homomorphic encryption.






