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Last time

* Diffie Hellman Key Exchange
* DDH assumption

* ElGamal: Public key based on DDH

e EIGamal is multiplicatively homomorphic



Today

* Formal Def of fully homomorphic enc
* FHE vs CCA security
* FHE: from private-key to public-key

* Intro to “learning with error” problem



Formal def. of FHE

* KeyGen(1™) = (ek, dk) Mé%

. Decdk(Encek(m)>= m

* Single message Eval: for any “given function” f it holds that:
Decy;, (Eval,y (f, Enc,, (m)) = én)

* Semantic security: for any poly-time adversary Adv and any two messages

mg, myit holds that:
Pr[Adv(ek, Encek(mo)}z 1] — Pr[Adv(ek, Encek(mq))= 1] < neg(n)
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Multi-message Eval: £ )

* For any “given function” f and cq, ..., ¢, where ¢; = Enc,,(m;) :
Decgx(Evale (f, c1,-hci) = f (&, ) &)
m,
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Trivial FHE?
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e How about Eval(c, f) = (c, f) and change decryption as: C”((-/(X)
Dec(c, f1, f2) s fi) = fi (. fi(Dec(c)) ...)
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Final definition

 KeyGen(1™) = (ek, dk)
* Decy, (Enc,,(m) =m

* For any “given function” f and ¢4, ..., ¢, where ¢; = Enc,;,(m;) :
Decyy (Eval,, (f,cq, .., ) = f(Cq)oor, Cx)
* Compactness: |Eval,, (f,cq, ..., cx)| < poly(n) indep. of k

* Semantic security: for any poly-time adversary Adv and any two messages

mgy, myit holds that:
Pr[Adv(ek, Enc,,(my) = 1] — Pr[Adv(ek, Enc,,(my) = 1] < neg(n)



No CCA security %/
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-rom private-key to public key /ég'g

nomomorphic encryption.
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