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Refresher:
FE vs. FHE

Functional Encryption

Fully Homomorphic Encryption

(PK,MSK) « Setup(1%)

(PK,SK) < Setup(1%)

SK; < Keygen(MSK, f)

¢ < Enc(MPK, x)

¢ < Enc(MPK, x)

¢’ « Eval(PK, g,cq, ..., Cp)

f(x) « Dec(SKy,c)

g(xq, ..., x,) < Dec(SK, c")




15t Try: Using FE + FHE

C1 C2
c = (FE. Enc(x), FHE. Enc(x))
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FE.Dec(SKs, ¢')
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¢’ = (FE.Enc(x), FHE. Eval(g, c,))




2" Try: Using FE(FHE)

¢ = FHE. Enc(x)
SKf,/’ “\\\
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. ¢’ = FHE.Eval(g, ¢)
KE. DeC(SKf’C ) Store ¢’ = FE.Enc(c’)

v
FE.Dec(SKf,c”) = f(c") # f(g(x))
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39 Try: Using FE(FHE)

x' = FHE. Dec(sk, ¢')
fx) =f(g())

—> f(g(x))

U

¢ = FHE. Enc(x)
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FE. Dec (SKUf,c”) = Ur(c) = f(g(x))
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¢’ = FHE.Eval(g, ¢)
Store ¢’ = FE.Enc(c’)
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Next Step?

, x' = FHE. Dec(sk, c¢")
fx") = f(g(x))

C —>

—> f(g(x))

¢ = FHE. Enc(x)

N
- N—_

~ Remote

s Storage
Server

e

¢’ = FHE.Eval(g, ¢)
Store ¢’ = FE.Enc(c’)




Can we even achieve Functional
Encryption that is also fully
homomorphic?



Functional Encryption Security Game

Adv Chall

PK

<€ SK; = Keygen(MSK, f)
SK;

x°,x

f(x®) = &) >

Enc(PK, x?)

<€

>
Output b’

Secure if
Pr(b’ = b] < % + negl(k)




Func. Fully HE Security Game

Adv Chall
PK
<€
f
>
<€ SK; = Keygen(MSK, f)
SK¢
x9, x1
fGx®) = fxh) >
/ Enc(PK xb) What happens when we allow
P ' Adv to use FHE. Eval(g, ¢)?
There exists g such that
flg(x®) = f(g(xh)
>
Output b’
Secure if

Pr(b’ = b] < % + negl(k)




Motivation (Revisited)
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Overview of Techniques

Indistinguishability
Obfuscation

[GKP13+] [DIPV14]
Functional Functional
Encryption Encryption

I

Reusable Garbled
Circuits

\ 4 \ 4
Token-based
Obfuscation

Controlled HE

I(Weak”
Functional
Controllable HE

Functional
Controllable HE



[GKP13+]

Token-based
Obfuscation

Func. Cont. HE

Functional
Controllable HE

[DIPV14]

Controlled HE




What is Token-based Obfuscation?

C C
Token-
Obf\tstfator X based
l{ Obfuscator
k
l Encode <OS
\
x —f ¢ > C(x) L , ,
x'=—> € — ((x)
Impossible Possible

[BGI+01] [GKP+13]




What is Controlled Homomorphic
Encryption?

Fully Homomorphic Encryption

Controlled Homomorphic Encryption

(PK,SK) « Setup(1™)

(MSK, PK) < Setup(1™)

¢ < Enc(PK, x)

¢ < Enc(PK, x)

EvalK, < EvalKeygen(MSK, g)

¢’ « Eval(PK, g, ¢)

¢ « HEval(PK, EvalK,, c)

g(x) « Dec(SK,c")

g(x) « Dec(MSK, c")




Controlled HE Security Game

Adv Chall

PK

>

EvalK,; = EvalKeygen(MSK, g)

E vall(g

0,1

Enc(PK, x?)
<

>
Output b’

Secure if

1
Pr(b’ = b] < ol negl(x)




Constructing Func. Cont. HE

[GKP13+] [DIPV14]

Token-based

Obfuscation Controlled HE

Functional
Controllable HE



Funct. Cont. HE Syntax

Controlled HE

Functional Encryption

Funct. Cont. HE

(PK,MSK) « Setup(1™)

(PK, MSK) « Setup(1™)

(PK,MSK) « Setup(1™)

¢ « Enc(PK, x)

¢ < Enc(PK, x)

¢ < Enc(PK, x)

EvalKg «— EV&]KGGD(MSK,Q)

EvalKg «— EvalKGen(MSK, g)

SKr < Keygen(MSK, f)

SKr < Keygen(MSK, f)

¢’ « HEval(PK, EK,, ¢)

¢’ « HEval(PK, EvalKy, c)

g(x) « Dec(MSK,c")

f(x) < Dec(SKy, c)

f(g(x)) « Dec(SKy, )




Functional Encryption Security Game

Adv Chall
PK
<€
f
< o SKr = Keygen(MSK, f)
SK;
x0 x1
>
f(x®) =f(xh) Enc(PK, x?)
<€
f
: _________________ _): Adaptive only
SK;
Secure if
>

Prib" = b] < %+ negl(x) Output b’




Func. Cont. HE Security Game

Adv Chall

PK

<€ SK; = Keygen(MSK, f)
SK;

EvalK, = EvalKeygen(MSK, g)

EK,

0,1
fg(x®) = fg(xh) >
Enc(PK, x?)

Secure if

1
I = < — >
Pr[b’ = b] < -+ negl(k) Output b’




Weak Func. Cont. HE Security Game

Adv Chall

PK

< SK; = Keygen(MSK, f)

> EvalK, = EvalKeygen(MSK, g)

fgx®) = fgxh) >

Enc(PK, x?)

C

>

Secure if <
Pr(b’ = b] < %+ negl(x)

Encode(MSK, ¢)
>

Output b’



Controllable HE and Token-based Obfuscation =2
Func. Cont. HE

C Uf X
—>{ x' = f(CHE.Dec(MSK,c")) [—>

/ \ ¢ = CHE. Enc(x)

!

SK,. = tO(Uf) . EvalK, = CHE. EvalKGen(MSK, g)
f ” ~
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¢’ = CHE. Eval(EvalKg, c)
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SKy (') 777



Controllable HE and Token-based Obfuscation =2
Func. Cont. HE

Uy ,

X

—>{ x' = f(CHE.Dec(MSK,c")) [—>

4 .

SKy, = t0(Uy) .
- 7
el
~ ¢ = Encode(c")

-
-

¢ = CHE. Enc(x)
EvalK, = CHE. EvalKGen(MSK, g)
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¢’ = CHE. Eval(EvalKg, c)




H
Adv 0 Chall
PK
<€
f
>
<€
SK; = t0(Uy)
g
>
<€
EK,
x0, x1
>
Enc(PK, x?)
<€
C
>
<€

Encode(MSK, c)
>

Output b’

Sketch of Proof

Using security of

Token-based Obfuscation

and
Controllable HE

H
Adv 3 Chall
PK
<€
f
>
<€
SK; = t0(Uy)
g
>
<€
EK,
XO, xl
>
Enc(PK, x")
<€
C
>
<€

Encode(MSK, ¢)
>

Output b’



Related Problems to
Func. Cont. HE

* Multi-hop Homomorphism

— Evaluated ciphertexts can be re-evaluated

- £(9(9(a0))

* Functional Composability
— Compose multiple functions

- f(93(g2(g1(x))))

 Multi-input Homomorphism

— f(g(xl' ey xn))



Next: Controlled Homomorphism

[GKP13+] [DIPV14]

Functional
Encryption

A 4

Token-based

Obfuscation Controlled HE

Functional
Controllable HE



Controlled Homomorphic Syntax

Controlled Homomorphic
Encryption

Fully Homomorphic Encryption

(MSK, PK) < Setup(1™)

(PK,SK) < Setup(1™)

EvalK, < EvalKeygen(MSK, g)

¢ < Enc(PK, x)

¢ < Enc(PK, x)

¢’ « HEval(PK, EK,,c)

¢’ « Eval(PK, g, c)

g(x) « Dec(MSK, c")

g(x) « Dec(SK,c")




Controlled HE Security Game

Adv Chall

PK

o EvalK,; = EvalKeygen(MSK, g)

E vall(g

0,1

Enc(PK, x?)
<

f (x0) # f(x1) >
fxp) # g(xp) Output (C, f)

Secure if

Pr[C = Enc(f(xp))] < % + negl(x)



Trivial construction
PKE + Sign = CHE

CHE.Setup = Pk = ek, MSK = (dk, sk)
CHE.KeyGen(MSK, C) — EvalK; = (f, Sign(sk,f))

CHE.Enc(Pk,M) - C = Enc,, (M)
CHE.HEval(Ct, EK.) - (C, EvalK;) = (C, (f, Sign(sk, f)))

CHE.Dec(dk, Ct) - PKE.Decg, (C)



FE + PRF - CHE

* Two components:

— Functional Encryption

FE = (FE.Setup, FE.Enc, FE.KeyGen, FE. Eval)

— Pseudorandom Function

F={F(.,.))



High-level Idea

CHE. Setup(1™) — (Pk, MSK)

CHE.Enc(Pk,M) - C
CHE. KeyGen(MSK, f) — EvalK;
CHE.HEval(Pk, f,EK¢) - C’

CHE.Dec(MSK,C') —» f(M)

FE.Setup

FE.Enc

FE.Keygen

FE.Dec



High-level Idea

« CHE.Setup(1™) - (Pk, MSK)

 CHE.Enc(Pk,M) - C

/ f'(M) = FE.EnCpk(f(M))

* CHE.KeyGen(MSK, f) - EvalKy

- CHE.HEval(Pk, f,EK;) — C"

T (' = FE.Enc(f(M))

 CHE.Dec(MSK,C'") —» f(M)



Actual Construction

Pk = FE.PK

* CHE.Enc(M) = FE.Enc(M, r)

* CHE.KeyGen(MSK, f)

f’(M, T') = FE. Enc (FE- Pk, (C(M))' F(T, f))
EvalK; = FE.KeyGen(f")

» CHE.HEval(C, EvalK;) = FE.Dec(C, EvalKy)

 CHE.Dec(MSK,C) = FE.Dec(C, EvalK;,)



Thank you!

Questions?
Suggestions?



Garbling Mechanisms

— Sender:
C C(x) (C’, sk) « GC(0)
X < GI(sk,x)

Eivaluator: i
C(X¥) « GE(C, %)

™




Reusable Garbled Circuit

— Sender:
C C(x) (C’, Sk) « GC(0)
X; < GI(sk, x;)

X%

Y

v v Vv

Ezvaluator: i
C(X¥) « GE(C, %)

™




FE = Reusable Garbled Circuits

Ug(k,x)

) GC(C) C <« Sym.Dec(k,E)
— (MSK, PK) « FE.Setup Output C (x)

— k < Sym. Setup
— C « FE.Keygen(MSK, Ug)
— Output (C, k)

* GI(k,x): ¥ « FE.Enc(PK, (k,x))

» GE(C,%): FE.Dec(C, %) = C(k,x) = Ug(k,x) = C(x)



H
Adv 0 Chall
MPK
<€
f
>
<€
SK; = t0(Uy)
g
>
<€
EK,
x0, x1
>
Enc(PK,x°)
<€
C
>
<€

Encode(MSK, c)
>

Output b’

Sketch of Proof

ade M Chan
MPK
<€
f
>
<€
SKy = Sim,o(11Vs1)
g
>
<€
EK,
x0, x1
>
Enc(PK,x°)
<€
C
>

<€
SimEncode (1|C|)

Output b’

>

H
Adv 2 Chall
MPK
<€
f
>
<€
SKy = Sim,o(11Us1)
g
>
<€
EK,
x0 x1
>
Enc(PK,x1)
<€
C
>
<€
SlmEncode(llcl)
>

Output b’



