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Motivation 

A 

B 

C 

Remote 
Storage 
Server 

TTP 

𝑔          

𝑆𝐾𝑓1  𝑓1𝑔          

𝑆𝐾𝑓2  

𝑓2𝑔          

ID Income 

A $50 

B $60 

C $30 
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Refresher: 
FE vs. FHE 

Functional Encryption Fully Homomorphic Encryption 

𝑃𝐾,𝑀𝑆𝐾 ← Setup(1𝜅) 𝑃𝐾, 𝑆𝐾 ← Setup(1𝜅) 

𝑆𝐾𝑓 ← Keygen(𝑀𝑆𝐾, 𝑓) 

𝑐 ← Enc(𝑀𝑃𝐾, 𝑥) 𝑐 ← Enc(𝑀𝑃𝐾, 𝑥) 

𝑐′ ← Eval(𝑃𝐾, 𝑔, 𝑐1, … , 𝑐𝑛) 

𝑓(𝑥) ← Dec(𝑆𝐾𝑓 , 𝑐) 𝑔(𝑥1, … , 𝑥𝑛) ← Dec(𝑆𝐾, 𝑐′) 



1st Try: Using FE + FHE 

A 
Remote 
Storage 
Server 

TTP 
𝑐 = FE. Enc 𝑥 , FHE. Enc 𝑥  

= 𝑥 

𝑐′ = FE. Enc 𝑥 , FHE. Eval 𝑔, 𝑐2  

𝑆𝐾𝑓  

𝑓 𝑥  

𝑐1 𝑐2 

FE. Dec 𝑆𝐾𝑓 , 𝑐
′
1  



2nd Try: Using FE(FHE) 

A 
Remote 
Storage 
Server 

TTP 
𝑐 = FHE. Enc 𝑥  

𝑐′ = FHE. Eval 𝑔, 𝑐  
Store 𝑐′′ = FE. Enc 𝑐′  

𝑆𝐾𝑓  

FE. Dec 𝑆𝐾𝑓 , 𝑐
′′ = 𝑓 𝑐′ ≠ 𝑓 𝑔 𝑥  

FE. Dec 𝑆𝐾𝑓 , 𝑐
′′  



3rd Try: Using FE(FHE) 

A 
Remote 
Storage 
Server 

TTP 𝑐 = FHE. Enc 𝑥  

𝑐′ = FHE. Eval 𝑔, 𝑐  
Store 𝑐′′ = FE. Enc 𝑐′  

𝑆𝐾𝑈𝑓
 

FE. Dec 𝑆𝐾𝑈𝑓
, 𝑐′′ = 𝑈𝑓 𝑐′ = 𝑓 𝑔 𝑥  

𝑥′ = FHE. Dec 𝑠𝑘, 𝑐′  
𝑓 𝑥′ = 𝑓 𝑔 𝑥  

𝑈𝑓 

𝑐′ 𝑓 𝑔 𝑥  



Next Step? 

A 
Remote 
Storage 
Server 

TTP 
𝑐 = FHE. Enc 𝑥  

𝑐′ = FHE. Eval 𝑔, 𝑐  
Store 𝑐′′ = FE. Enc 𝑐′  

𝑆𝐾𝑈𝑓
 

𝑓 𝑔 𝑥  

𝑥′ = FHE. Dec 𝑠𝑘, 𝑐′  
𝑓 𝑥′ = 𝑓 𝑔 𝑥  

𝑈𝑓 

𝑐′ 𝑓 𝑔 𝑥  



Can we even achieve Functional 
Encryption that is also fully 

homomorphic? 



Functional Encryption Security Game 
𝐴𝑑𝑣 𝐶ℎ𝑎𝑙𝑙 

𝑥0, 𝑥1 

𝑃𝐾 

𝑓 

𝑆𝐾𝑓  

Enc 𝑃𝐾, 𝑥𝑏  

Output 𝑏′ 

Secure if  

 Pr 𝑏′ = 𝑏 ≤
1

2
+ 𝑛𝑒𝑔𝑙(𝜅) 

𝑓 𝑥0 = 𝑓 𝑥1  

𝑆𝐾𝑓 = Keygen 𝑀𝑆𝐾, 𝑓   



Func. Fully HE Security Game 
𝐴𝑑𝑣 𝐶ℎ𝑎𝑙𝑙 

𝑥0, 𝑥1 

𝑃𝐾 

𝑓 

𝑆𝐾𝑓  

Enc 𝑃𝐾, 𝑥𝑏  

Output 𝑏′ 

Secure if  

 Pr 𝑏′ = 𝑏 ≤
1

2
+ 𝑛𝑒𝑔𝑙(𝜅) 

𝑓 𝑥0 = 𝑓 𝑥1  

𝑆𝐾𝑓 = Keygen 𝑀𝑆𝐾, 𝑓   

What happens when we allow 
𝐴𝑑𝑣 to use FHE. Eval(𝑔, 𝑐)? 

There exists 𝑔 such that 

𝑓 𝑔 𝑥0 ≠ 𝑓 𝑔 𝑥1  



Motivation (Revisited) 

A 

B 

C 

Remote 
Storage 
Server 

TTP 

𝑬𝒗𝒂𝒍𝑲𝒈 

𝑔          
𝑬𝒗𝒂𝒍𝑲𝒈 

𝑆𝐾𝑓1  𝑓1𝑔          

𝑆𝐾𝑓2  

𝑓2𝑔          



Overview of Techniques 

Functional 
Encryption 

Functional 
Encryption 

Reusable Garbled 
Circuits 

Token-based 
Obfuscation 

Controlled HE 

[GKP13+] [DIPV14] 

“Weak” 
Functional 

Controllable HE 

Indistinguishability 
Obfuscation 

Functional 
Controllable HE 



Func. Cont. HE 

Functional 
Encryption 

Functional 
Encryption 

Reusable Garbled 
Circuits 

Token-based 
Obfuscation 

Controlled HE 

[GKP13+] [DIPV14] 

Functional 
Controllable HE 



What is Token-based Obfuscation? 

𝐶 

𝐶′ 

VBB 
Obfuscator 

𝐶 

𝐶′ 

Token-
based 

Obfuscator 

𝑥 𝐶(𝑥) 

Impossible 
[BGI+01] 

Possible 
[GKP+13] 

𝑥′ 

Encode 
𝑜𝑠𝑘 

𝑥 

𝐶(𝑥) 



What is Controlled Homomorphic 
Encryption? 

Fully Homomorphic Encryption Controlled Homomorphic Encryption 

𝑃𝐾, 𝑆𝐾 ← Setup(1𝑛) (𝑀𝑆𝐾, 𝑃𝐾) ← Setup(1𝑛) 

𝑐 ← Enc(𝑃𝐾, 𝑥) 
 

𝑐 ← Enc(𝑃𝐾, 𝑥) 
 

𝐸𝑣𝑎𝑙𝐾𝑔 ← EvalKeygen(𝑀𝑆𝐾, 𝑔) 

 

𝑐′ ← Eval(𝑃𝐾, 𝑔, 𝑐) 𝑐′ ← HEval(𝑃𝐾, 𝐸𝑣𝑎𝑙𝐾𝑔 , 𝑐) 

𝑔(𝑥) ← Dec(𝑆𝐾, 𝑐′) 𝑔(𝑥) ← Dec(𝑀𝑆𝐾, 𝑐′) 



Controlled HE Security Game 
𝐴𝑑𝑣 𝐶ℎ𝑎𝑙𝑙 

𝑥0, 𝑥1 

𝑃𝐾 

𝑔 

𝐸𝑣𝑎𝑙𝐾𝑔 

Enc 𝑃𝐾, 𝑥𝑏  

Output 𝑏′ 

Secure if   

Pr 𝑏′ = 𝑏 ≤
1

2
+ 𝑛𝑒𝑔𝑙(𝜅) 

𝐸𝑣𝑎𝑙𝐾𝑔 = EvalKeygen 𝑀𝑆𝐾, 𝑔   



Constructing Func. Cont. HE 

Functional 
Encryption 

Functional 
Encryption 

Reusable Garbled 
Circuits 

Token-based 
Obfuscation 

Controlled HE 

[GKP13+] [DIPV14] 

Functional 
Controllable HE 



Funct. Cont. HE Syntax 

Controlled HE Functional Encryption Funct. Cont. HE 

𝑆𝐾𝑓 ← Keygen(𝑀𝑆𝐾, 𝑓) 𝑆𝐾𝑓 ← Keygen(𝑀𝑆𝐾, 𝑓) 

(𝑃𝐾,𝑀𝑆𝐾) ← Setup(1𝑛) 𝑃𝐾,𝑀𝑆𝐾 ← Setup(1𝑛) 𝑃𝐾,𝑀𝑆𝐾 ← Setup(1𝑛) 

𝐸𝑣𝑎𝑙𝐾𝑔 ← EvalKGen(𝑀𝑆𝐾, 𝑔) 𝐸𝑣𝑎𝑙𝐾𝑔 ← EvalKGen(𝑀𝑆𝐾, 𝑔) 

𝑐 ← Enc(𝑃𝐾, 𝑥) 𝑐 ← Enc(𝑃𝐾, 𝑥) 𝑐 ← Enc(𝑃𝐾, 𝑥) 

𝑐′ ← HEval(𝑃𝐾, 𝐸𝐾𝑔, 𝑐) 𝑐′ ← HEval(𝑃𝐾, 𝐸𝑣𝑎𝑙𝐾𝑔, 𝑐) 

𝒈 𝒙 ← Dec(𝑀𝑆𝐾, 𝑐′) 𝒇(𝒙) ← Dec(𝑆𝐾𝑓 , 𝑐) 𝒇 𝒈 𝒙 ← Dec(𝑆𝐾𝑓 , 𝑐′) 



Functional Encryption Security Game 
𝐴𝑑𝑣 𝐶ℎ𝑎𝑙𝑙 

𝑥0, 𝑥1 

𝑃𝐾 

𝑓 

𝑆𝐾𝑓  

Enc 𝑃𝐾, 𝑥𝑏  

Output 𝑏′ 

Secure if  

Pr 𝑏′ = 𝑏 ≤
1

2
+ 𝑛𝑒𝑔𝑙(𝜅) 

𝑓 𝑥0 = 𝑓 𝑥1  

Adaptive only 

𝑓 

𝑆𝐾𝑓  

𝑆𝐾𝑓 = Keygen 𝑀𝑆𝐾, 𝑓   



Func. Cont. HE Security Game 
𝐴𝑑𝑣 𝐶ℎ𝑎𝑙𝑙 

𝑥0, 𝑥1 

𝑃𝐾 

𝑓 

𝑆𝐾𝑓  

Enc 𝑃𝐾, 𝑥𝑏  

Output 𝑏′ 

Secure if  

Pr 𝑏′ = 𝑏 ≤
1

2
+ 𝑛𝑒𝑔𝑙(𝜅) 

𝑓𝑔 𝑥0 = 𝑓𝑔 𝑥1  

𝑔 

𝐸𝐾𝑔 

𝑆𝐾𝑓 = Keygen 𝑀𝑆𝐾, 𝑓   

𝐸𝑣𝑎𝑙𝐾𝑔 = EvalKeygen 𝑀𝑆𝐾, 𝑔   



Weak Func. Cont. HE Security Game 

𝐴𝑑𝑣 𝐶ℎ𝑎𝑙𝑙 

𝑥0, 𝑥1 

𝑃𝐾 

𝑓 

𝑆𝐾𝑓  

Enc 𝑃𝐾, 𝑥𝑏  

Output 𝑏′ 

𝑓𝑔 𝑥0 = 𝑓𝑔 𝑥1  

𝑔 

𝐸𝐾𝑔 

𝑐 

Encode(𝑀𝑆𝐾, 𝑐) 

𝑆𝐾𝑓 = Keygen 𝑀𝑆𝐾, 𝑓   

𝐸𝑣𝑎𝑙𝐾𝑔 = EvalKeygen 𝑀𝑆𝐾, 𝑔   

Secure if  

Pr 𝑏′ = 𝑏 ≤
1

2
+ 𝑛𝑒𝑔𝑙(𝜅) 



Controllable HE and Token-based Obfuscation  
Func. Cont. HE 

A 
Remote 
Storage 
Server 

TTP 

𝑐 = CHE. Enc 𝑥  

𝐸𝑣𝑎𝑙𝐾𝑔 = CHE. EvalKGen(𝑀𝑆𝐾, 𝑔) 

𝑐′ = CHE. Eval 𝐸𝑣𝑎𝑙𝐾𝑔, 𝑐  

𝑆𝐾𝑈𝑓
= 𝑡𝑂 𝑈𝑓  

𝑆𝐾𝑈𝑓
𝑐′   ? ? ? 

𝑥′ = 𝑓(CHE. Dec 𝑀𝑆𝐾, 𝑐′ ) 

𝑈𝑓 
𝑐′ 𝑥′ 



Controllable HE and Token-based Obfuscation  
Func. Cont. HE 

A 
Remote 
Storage 
Server 

TTP 

𝑐 = CHE. Enc 𝑥  

𝐸𝑣𝑎𝑙𝐾𝑔 = CHE. EvalKGen(𝑀𝑆𝐾, 𝑔) 

𝑐′ = CHE. Eval 𝐸𝑣𝑎𝑙𝐾𝑔, 𝑐  

𝑆𝐾𝑈𝑓
= 𝑡𝑂 𝑈𝑓  

𝑆𝐾𝑈𝑓
𝑐′ = 𝑈𝑓 𝑐′ = 𝑓 𝑔 𝑥  

𝑥′ = 𝑓(CHE. Dec 𝑀𝑆𝐾, 𝑐′ ) 

𝑈𝑓 
𝑐′ 𝑥′ 

𝑐′ = Encode 𝑐′  



Sketch of Proof 
𝐴𝑑𝑣 𝐶ℎ𝑎𝑙𝑙 

𝑥0, 𝑥1 

𝑃𝐾 

𝑓 

𝑆𝐾𝑓 = 𝑡𝑂 𝑈𝑓  

Enc 𝑃𝐾, 𝑥0  

Output 𝑏′ 

𝑔 

𝐸𝐾𝑔 

𝑐 

Encode(𝑀𝑆𝐾, 𝑐) 

𝑯𝟎 
𝐴𝑑𝑣 𝐶ℎ𝑎𝑙𝑙 

𝑥0, 𝑥1 

𝑃𝐾 

𝑓 

𝑆𝐾𝑓 = 𝑡𝑂 𝑈𝑓  

Enc 𝑃𝐾, 𝑥1  

Output 𝑏′ 

𝑔 

𝐸𝐾𝑔 

𝑐 

Encode(𝑀𝑆𝐾, 𝑐) 

𝑯𝟑 

……… 

Using security of  
Token-based Obfuscation 

and  
Controllable HE 



Related Problems to 
Func. Cont. HE 

• Multi-hop Homomorphism 

– Evaluated ciphertexts can be re-evaluated 

– 𝑓 𝑔 𝑔 𝑔 𝑥  

• Functional Composability 

– Compose multiple functions 

– 𝑓 𝑔3 𝑔2 𝑔1 𝑥  

• Multi-input Homomorphism 

– 𝑓 𝑔 𝑥1, … , 𝑥𝑛  



Next: Controlled Homomorphism 

Functional 
Encryption 

Functional 
Encryption 

Reusable Garbled 
Circuits 

Token-based 
Obfuscation 

Controlled HE 

[GKP13+] [DIPV14] 

Functional 
Controllable HE 



Controlled Homomorphic Syntax 

Controlled Homomorphic 
Encryption 

Fully Homomorphic Encryption 

(𝑀𝑆𝐾, 𝑃𝐾) ← Setup(1𝑛) 𝑃𝐾, 𝑆𝐾 ← Setup(1𝑛) 
 

𝐸𝑣𝑎𝑙𝐾𝑔 ← EvalKeygen(𝑀𝑆𝐾, 𝑔) 

 

𝑐 ← Enc(𝑃𝐾, 𝑥) 
 

𝑐 ← Enc(𝑃𝐾, 𝑥) 
 

𝑐′ ← HEval(𝑃𝐾, 𝐸𝐾𝑔, 𝑐) 

 

𝑐′ ← Eval(𝑃𝐾, 𝑔, 𝑐) 
 

𝑔(𝑥) ← Dec(𝑀𝑆𝐾, 𝑐′) 
 

𝑔(𝑥) ← Dec(𝑆𝐾, 𝑐′) 
 



Controlled HE Security Game 
𝐴𝑑𝑣 𝐶ℎ𝑎𝑙𝑙 

𝑥0, 𝑥1 

𝑃𝐾 

𝑔 

𝐸𝑣𝑎𝑙𝐾𝑔 

Enc 𝑃𝐾, 𝑥𝑏  

Output (𝐶, 𝑓) 

Secure if   

Pr 𝐶 = Enc 𝑓 𝑥𝑏 ≤
1

2
+ 𝑛𝑒𝑔𝑙(𝜅) 

𝐸𝑣𝑎𝑙𝐾𝑔 = EvalKeygen 𝑀𝑆𝐾, 𝑔   

𝑓 (𝑥0) ≠ 𝑓(𝑥1)
𝑓(𝑥𝑏) ≠ 𝑔(𝑥𝑏)

 



Trivial construction 
PKE + Sign  CHE 

𝐶𝐻𝐸. Setup → 𝑃𝑘 = 𝑒𝑘, 𝑀𝑆𝐾 = (𝑑𝑘, 𝑠𝑘) 
 

𝐶𝐻𝐸. KeyGen 𝑀𝑆𝐾, 𝐶 → 𝐸𝑣𝑎𝑙𝐾𝑓 = 𝑓, Sign 𝑠𝑘, 𝑓  

 
𝐶𝐻𝐸. Enc 𝑃𝑘,𝑀 → 𝐶 = Enc𝑒𝑘 𝑀  
 

𝐶𝐻𝐸. HEval 𝐶𝑡, 𝐸𝐾𝑐 → 𝐶, 𝐸𝑣𝑎𝑙𝐾𝑓 = 𝐶, 𝑓, Sign 𝑠𝑘, 𝑓  

 
𝐶𝐻𝐸. Dec 𝑑𝑘, 𝐶𝑡 → 𝑃𝐾𝐸. Dec𝑑𝑘(𝐶) 
 
 
 
 



𝐹𝐸 + 𝑃𝑅𝐹 → 𝐶𝐻𝐸 

• Two components: 
 

– Functional Encryption 

𝐹𝐸 = (𝐹𝐸. Setup, 𝐹𝐸. Enc, 𝐹𝐸. KeyGen, 𝐹𝐸. Eval) 

 

– Pseudorandom Function 

ℱ = 𝐹 . , .  



• CHE. Setup 1𝑛 → 𝑃𝑘,𝑀𝑆𝐾  
 

• CHE. Enc 𝑃𝑘,𝑀 → 𝐶 

 

• CHE. KeyGen MSK, f → EvalKf 

 

• CHE. HEval 𝑃𝑘, 𝑓, 𝐸𝐾𝑓 → 𝐶′ 

 

• CHE. Dec 𝑀𝑆𝐾, 𝐶′ → 𝑓(𝑀) 

High-level Idea 

FE.Setup 
 

FE.Enc 

 

FE.Keygen 

 

FE.Dec 



• CHE. Setup 1𝑛 → 𝑃𝑘,𝑀𝑆𝐾  
 

• CHE. Enc 𝑃𝑘,𝑀 → 𝐶 

 

• 𝐂𝐇𝐄. 𝐊𝐞𝐲𝐆𝐞𝐧 𝑴𝑺𝑲, 𝒇 → 𝑬𝒗𝒂𝒍𝑲𝒇 

 

• CHE. HEval 𝑃𝑘, 𝑓, 𝐸𝐾𝑓 → 𝐶′ 

 

• CHE. Dec 𝑀𝑆𝐾, 𝐶′ → 𝑓(𝑀) 

High-level Idea 

𝑓′ 𝑀 = FE. Enc𝑝𝑘(𝑓(𝑀)) 

𝐶′ = FE. Enc(𝑓(𝑀)) 



• CHE. Setup  
𝑃𝑘 = 𝐹𝐸. 𝑃𝐾

𝑀𝑆𝐾 = 𝐹𝐸.𝑀𝑆𝐾 
 

 

• CHE. Enc 𝑀 = FE. Enc 𝑀, 𝑟  

• CHE.KeyGen 𝑀𝑆𝐾, 𝑓  
𝑓′(𝑀, 𝑟) =  FE. Enc 𝐹𝐸. 𝑃𝑘, 𝑪 𝑴 ;𝑭 𝒓, 𝒇  

𝐸𝑣𝑎𝑙𝐾𝑓 = FE. KeyGen(𝑓′)
 

 

• CHE.HEval 𝐶, 𝐸𝑣𝑎𝑙𝐾𝑓 = FE. Dec 𝐶, 𝐸𝑣𝑎𝑙𝐾𝑓  

 

• CHE.Dec 𝑀𝑆𝐾, 𝐶 = FE.Dec 𝐶, 𝐸𝑣𝑎𝑙𝐾𝐼𝑑  
 
 

Actual Construction 



Thank you! 
 

Questions? 
Suggestions? 



Garbling Mechanisms 

𝐶 𝑥 𝐶(𝑥) 

𝐶 , 𝑥  

Sender: 

𝐶 , 𝑠𝑘 ← 𝑮𝑪(𝐶) 

𝑥 ← 𝑮𝑰(𝑠𝑘, 𝑥) 

𝐶  𝑥  
Evaluator: 
𝐶 𝑥 ← 𝑮𝑬(𝐶 , 𝑥 ) 



Reusable Garbled Circuit 

𝐶 𝑥 𝐶(𝑥) 

𝐶  

Sender: 

𝐶 , 𝑠𝑘 ← 𝑮𝑪(𝐶) 

𝑥𝑖 ← 𝑮𝑰(𝑠𝑘, 𝑥𝑖) 

𝐶  𝑥  
Evaluator: 
𝐶 𝑥 ← 𝑮𝑬(𝐶 , 𝑥 ) 

𝑥1  𝑥2  𝑥𝑚  

… 



FE  Reusable Garbled Circuits 

• 𝑮𝑪(𝐶): 

– 𝑀𝑆𝐾, 𝑃𝐾 ← FE. Setup 

– 𝑘 ← Sym. Setup 

– 𝐶 ← FE. Keygen 𝑀𝑆𝐾,𝑈𝐸  

– Output 𝐶 , 𝑘   

 

• 𝑮𝑰(𝑘, 𝑥): 𝑥 ← FE. Enc 𝑃𝐾, 𝑘, 𝑥  

 

• 𝑮𝑬(𝐶 , 𝑥 ): FE. Dec 𝐶 , 𝑥 = 𝐶 𝑘, 𝑥 = 𝑈𝐸 𝑘, 𝑥 = 𝐶(𝑥) 

 

𝐶 ← Sym. Dec 𝑘, 𝐸  
Output 𝐶(𝑥) 

𝑈𝐸(𝑘, 𝑥) 



Sketch of Proof 
𝐴𝑑𝑣 𝐶ℎ𝑎𝑙𝑙 

𝑥0, 𝑥1 

𝑀𝑃𝐾 

𝑓 

𝑆𝐾𝑓 = 𝑡𝑂 𝑈𝑓  

𝐸𝑛𝑐 𝑃𝐾, 𝑥0  

Output 𝑏′ 

𝑔 

𝐸𝐾𝑔 

𝑐 

𝐸𝑛𝑐𝑜𝑑𝑒(𝑀𝑆𝐾, 𝑐) 

𝐴𝑑𝑣 𝐶ℎ𝑎𝑙𝑙 

𝑥0, 𝑥1 

𝑀𝑃𝐾 

𝑓 

𝑆𝐾𝑓 = 𝑆𝑖𝑚𝑡𝑂(1
|𝑈𝑓|) 

𝐸𝑛𝑐 𝑃𝐾, 𝑥0  

Output 𝑏′ 

𝑔 

𝐸𝐾𝑔 

𝑐 

𝑆𝑖𝑚𝐸𝑛𝑐𝑜𝑑𝑒 1 𝑐  

𝐴𝑑𝑣 𝐶ℎ𝑎𝑙𝑙 

𝑥0, 𝑥1 

𝑀𝑃𝐾 

𝑓 

𝐸𝑛𝑐 𝑃𝐾, 𝑥1  

Output 𝑏′ 

𝑔 

𝐸𝐾𝑔 

𝑐 

𝑯𝟎 𝑯𝟏 𝑯𝟐 

𝑆𝐾𝑓 = 𝑆𝑖𝑚𝑡𝑂(1
|𝑈𝑓|) 

𝑆𝑖𝑚𝐸𝑛𝑐𝑜𝑑𝑒 1 𝑐  


