
85 

Excep&onal	
  Control	
  Flow,	
  Cont:	
  Signals	
  
	
  
B&O	
  Readings:	
  	
  Chap	
  8	
  
CSE	
  361:	
  Introduc=on	
  to	
  Systems	
  So@ware	
  
	
  
Instructor:	
  	
  
I-­‐Ting	
  Angelina	
  Lee	
  
	
  
Note:	
  these	
  slides	
  were	
  originally	
  created	
  in	
  parts	
  by	
  Markus	
  Püschel	
  at	
  
Carnegie	
  Mellon	
  University	
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Recap:	
  Signal	
  Handling	
  

¢  The	
  kernel	
  can	
  send	
  a	
  signal	
  to	
  a	
  process;	
  	
  
e.g.:	
  SIGCHLD, SIGINT, SIGSEGV 

¢  A	
  process	
  can	
  send	
  a	
  signal	
  to	
  another	
  process	
  using	
  the	
  
func&on	
  kill.	
  

¢  A	
  program	
  can	
  use	
  the	
  func&on	
  signal	
  to	
  install	
  a	
  user-­‐
defined	
  signal	
  handler.	
  
	
  

¢  Proceed	
  with	
  cau&on:	
  signal-­‐handling	
  is	
  a	
  tricky	
  business	
  
§  The	
  handler	
  executes	
  concurrently	
  with	
  the	
  main	
  program.	
  
§  Can	
  have	
  nested	
  signal	
  handlers.	
  
§  Keep	
  user-­‐defined	
  signal	
  handler	
  simple.	
  
§  Invoke	
  only	
  async-­‐signal	
  safe	
  func=ons	
  within	
  a	
  signal	
  handler.	
  



87 

Guidelines	
  for	
  Wri&ng	
  Safe	
  Handlers 	
  	
  
¢  G0:	
  Keep	
  your	
  handlers	
  as	
  simple	
  as	
  possible	
  

§  e.g.,	
  Set	
  a	
  global	
  flag	
  and	
  return	
  
¢  G1:	
  Call	
  only	
  async-­‐signal-­‐safe	
  func&ons	
  in	
  your	
  handlers	
  

§  printf, sprintf,	
  	
  malloc,	
  and	
  exit	
  are	
  not	
  safe!	
  
¢  G2:	
  Save	
  and	
  restore	
  errno	
  on	
  entry	
  and	
  exit	
  

§  So	
  that	
  other	
  handlers	
  don’t	
  overwrite	
  your	
  value	
  of	
  errno 	
  	
  
¢  G3:	
  Protect	
  accesses	
  to	
  shared	
  data	
  structures	
  by	
  temporarily	
  

blocking	
  all	
  signals.	
  	
  
§  To	
  prevent	
  possible	
  corrup=on	
  

¢  G4:	
  Declare	
  global	
  variables	
  as	
  volatile 
§  To prevent compiler from storing them in a register 

¢  G5: Declare global flags as volatile sig_atomic_t 
§  flag: variable that is only read or written (e.g. flag = 1, not flag++) 
§  Flag declared this way does not need to be protected  like other globals 
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Async-­‐Signal-­‐Safety 	
  	
  

¢  Func&on	
  is	
  async-­‐signal-­‐safe	
  if	
  either	
  reentrant	
  (e.g.,	
  all	
  
variables	
  stored	
  on	
  stack	
  frame,	
  CS:APP3e	
  12.7.2)	
  or	
  non-­‐
interrup&ble	
  by	
  signals.	
  

¢  Posix	
  guarantees	
  117	
  func&ons	
  to	
  be	
  async-­‐signal-­‐safe	
  	
  
§  Source:	
  “man 7 signal”	
  
§  Popular functions on the list: 

§  _exit, write, wait, waitpid, sleep, kill 
§  Popular functions that are not on the list: 

§  printf,  sprintf, malloc, exit  
§  Unfortunate	
  fact:	
  write	
  is	
  the	
  only	
  async-­‐signal-­‐safe	
  output	
  func=on	
  



89 

Safely	
  Genera&ng	
  FormaVed	
  Output	
  
¢  Use	
  the	
  reentrant	
  SIO	
  (Safe	
  I/O	
  library)	
  from	
  csapp.c	
  in	
  

your	
  handlers.	
  
§  ssize_t sio_puts(char s[]) /* Put string */ 
§  ssize_t sio_putl(long v)   /* Put long */ 
§  void sio_error(char s[])   /* Put msg & exit */ 

void sigint_handler(int sig) /* Safe SIGINT handler */!
{ !
    Sio_puts("So you think you can stop the bomb with ctrl-
c, do you?\n"); !
    sleep(2); !
    Sio_puts("Well..."); !
    sleep(1); !
    Sio_puts("OK. :-)\n"); !
    _exit(0); !
} !
 

sigintsafe.c	
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int ccount = 0; !
void child_handler(int sig) { !
    int olderrno = errno; !
    pid_t pid; !
    if ((pid = wait(NULL)) < 0) !
        Sio_error("wait error"); !
    ccount--; !
    Sio_puts("Handler reaped child "); !
    Sio_putl((long)pid); !
    Sio_puts(" \n"); !
    sleep(1); !
    errno = olderrno; !
} !
!
void fork14() { !
    pid_t pid[N]; !
    int i; !
    ccount = N; !
    Signal(SIGCHLD, child_handler); !
!
    for (i = 0; i < N; i++) { !
        if ((pid[i] = Fork()) == 0) { !
            Sleep(1); !
            exit(0);  /* Child exits */!
        } !
    } !
    while (ccount > 0) ; /* Parent spins */!
} ! forks.c	
  

linux> ./forks 14!
Handler reaped child 23240 !
Handler reaped child 23241 !
(hang) 

Why	
  Does	
  the	
  
Execu&on	
  Hang?	
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Correct	
  Signal	
  Handling	
  
¢  Must	
  wait	
  for	
  all	
  terminated	
  child	
  processes	
  

§  Put	
  	
  wait in a loop to reap all terminated children 

void child_handler2(int sig) !
{ !
    int olderrno = errno; !
    pid_t pid; !
    while ((pid = wait(NULL)) > 0) { !
        ccount--; !
        Sio_puts("Handler reaped child "); !
        Sio_putl((long)pid); !
        Sio_puts(" \n"); !
    } !
    if (errno != ECHILD) !
        Sio_error("wait error"); !
    errno = olderrno; !
} !
!

linux> ./forks 15!
Handler reaped child 23246 !
Handler reaped child 23247 !
Handler reaped child 23248 !
Handler reaped child 23249 !
Handler reaped child 23250 !
linux> 
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Blocking	
  and	
  Unblocking	
  Signals 	
  	
  

¢  Why	
  might	
  we	
  want	
  to	
  block	
  /	
  unblock	
  signals?	
  
¢  Implicit	
  blocking	
  mechanism 	
  	
  

§  Kernel	
  blocks	
  any	
  pending	
  signals	
  of	
  type	
  currently	
  being	
  handled.	
  	
  
§  E.g.,	
  A	
  SIGINT	
  handler	
  can’t	
  be	
  interrupted	
  by	
  another	
  SIGINT	
  

	
  
¢  Explicit	
  blocking	
  and	
  unblocking	
  mechanism	
  

§  sigprocmask(int how, const sigset_t *set,  
            sigset_t *oldset);	
  

¢  Suppor&ng	
  func&ons	
  
§  sigemptyset	
  –	
  Create	
  empty	
  set	
  
§  sigfillset –	
  Add	
  every	
  signal	
  number	
  to	
  set	
  
§  sigaddset	
  –	
  Add	
  signal	
  number	
  to	
  set	
  
§  sigdelset	
  –	
  Delete	
  signal	
  number	
  from	
  set	
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Temporarily	
  Blocking	
  Signals	
  

    sigset_t mask, prev_mask; !
!
    Sigemptyset(&mask); !
    Sigaddset(&mask, SIGINT); !
!
    /* Block SIGINT and save previous blocked set */!
    Sigprocmask(SIG_BLOCK, &mask, &prev_mask); !
!
        /* Code region that will not be interrupted by SIGINT */ !
!
    /* Restore previous blocked set, unblocking SIGINT */!
    Sigprocmask(SIG_SETMASK, &prev_mask, NULL); !
 

…
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Example	
  of	
  a	
  Simple	
  Shell	
  (Buggy)	
  
int main(int argc, char **argv) !
{ !
    int pid; !
    sigset_t mask_all, prev_all; !
    char cmdline[MAXLINE]; !
!
    Sigfillset(&mask_all); !
    Signal(SIGCHLD, handler); /* Install SIGCHLD handler */!
    initjobs(); /* Initialize the job list */!
!
    while (1) { !

"get_cmd(cmdline, MAXLINE, stdin); !
        if ((pid = Fork()) == 0) { /* Child */!
            Execve(cmdline, argv, NULL); !
        } !
        Sigprocmask(SIG_BLOCK, &mask_all, &prev_all); /* In parent */!
        addjob(pid);  /* Add the child to the job list */!
        Sigprocmask(SIG_SETMASK, &prev_all, NULL); /* Restore */ !
    } !
} !

procmask1.c	
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Example	
  of	
  a	
  Simple	
  Shell	
  (Cont.)	
  
void handler(int sig) {  /* SIGCHLD handler */ !
    int olderrno = errno; !
    sigset_t mask_all, prev_all; !
    pid_t pid; !
!
    Sigfillset(&mask_all); !
    while ((pid = waitpid(-1, NULL, 0)) > 0) { /* Reap child */!
        Sigprocmask(SIG_BLOCK, &mask_all, &prev_all); !
        deletejob(pid); /* Delete the child from the job list */!
        Sigprocmask(SIG_SETMASK, &prev_all, NULL); !
    } !
    if (errno != ECHILD) !
        Sio_error("waitpid error"); !
    errno = olderrno; !
} ! procmask1.c	
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Example	
  of	
  a	
  Simple	
  Shell	
  (Buggy)	
  
int main(int argc, char **argv) !
{ !
    int pid; !
    sigset_t mask_all, prev_all; !
    char cmdline[MAXLINE]; !
!
    Sigfillset(&mask_all); !
    Signal(SIGCHLD, handler); /* Install SIGCHLD handler */!
    initjobs(); /* Initialize the job list */!
!
    while (1) { !

"get_cmd(cmdline, MAXLINE, stdin); !
        if ((pid = Fork()) == 0) { /* Child */!
            Execve(cmdline, argv, NULL); !
        } !
        Sigprocmask(SIG_BLOCK, &mask_all, &prev_all); /* In parent */!
        addjob(pid);  /* Add the child to the job list */!
        Sigprocmask(SIG_SETMASK, &prev_all, NULL); /* Restore */ !
    } !
} !

procmask1.c	
  

¢  Where	
  is	
  the	
  bug?	
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int main(int argc, char **argv) !
{ !
    int pid; !
    sigset_t mask_all, mask_one, prev_one; !
!
    Sigfillset(&mask_all); !
    Sigemptyset(&mask_one); !
    Sigaddset(&mask_one, SIGCHLD); !
    Signal(SIGCHLD, handler); !
    initjobs(); /* Initialize the job list */!
!
    while (1) { !
        Sigprocmask(SIG_BLOCK, &mask_one, &prev_one); /* Block SIGCHLD */!
        if ((pid = Fork()) == 0) { /* Child process */!
            Sigprocmask(SIG_SETMASK, &prev_one, NULL); /* Unblock SIGCHLD */!
            Execve("/bin/date", argv, NULL); !
        } !
        Sigprocmask(SIG_BLOCK, &mask_all, NULL); /* In parent */!

"addjob(pid);  /* Add the child to the job list */!
        Sigprocmask(SIG_SETMASK, &prev_one, NULL);  /* Unblock SIGCHLD */!
    } !
} !

procmask2.c	
  

Block	
  signals	
  	
  
before	
  fork!	
  

Remember	
  to	
  unblock	
  
signals	
  in	
  child.	
  

Corrected	
  Shell	
  Program	
  without	
  Race	
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Explicitly	
  Wai&ng	
  for	
  Signals	
  
int main(int argc, char **argv) { !
    sigset_t mask, prev; !
    Signal(SIGCHLD, sigchld_handler); !
    Signal(SIGINT, sigint_handler); !
    Sigemptyset(&mask); !
    Sigaddset(&mask, SIGCHLD); !
!
    while (1) { !

"Sigprocmask(SIG_BLOCK, &mask, &prev); /* Block SIGCHLD */!
"if (Fork() == 0) /* Child */!

            exit(0); !
"/* Parent */!
"pid = 0; !
"Sigprocmask(SIG_SETMASK, &prev, NULL); /* Unblock SIGCHLD */!

!
"/* Wait for SIGCHLD to be received (wasteful!) */!
"while (!pid) !

            ; !
"/* Do some work after receiving SIGCHLD */!

        printf("."); !
    } !
    exit(0); !
} ! wai_orsignal.c	
  

Similar	
  to	
  a	
  shell	
  wai&ng	
  
for	
  a	
  foreground	
  job	
  to	
  	
  
terminate.	
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Explicitly	
  Wai&ng	
  for	
  Signals	
  

volatile sig_atomic_t pid; !
!
void sigchld_handler(int s) !
{ !
    int olderrno = errno; !
    pid = Waitpid(-1, NULL, 0); /* Main is waiting for nonzero pid */ !
    errno = olderrno; !
} !
!
void sigint_handler(int s) !
{ !
} !
!
!

¢  Handlers	
  for	
  program	
  explicitly	
  wai&ng	
  for	
  SIGCHLD	
  to	
  arrive.	
  

wai_orsignal.c	
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Explicitly	
  Wai&ng	
  for	
  Signals	
  
int main(int argc, char **argv) { !
    sigset_t mask, prev; !
    Signal(SIGCHLD, sigchld_handler); !
    Signal(SIGINT, sigint_handler); !
    Sigemptyset(&mask); !
    Sigaddset(&mask, SIGCHLD); !
!
    while (1) { !

"Sigprocmask(SIG_BLOCK, &mask, &prev); /* Block SIGCHLD */!
"if (Fork() == 0) /* Child */!

            exit(0); !
"/* Parent */!
"pid = 0; !
"Sigprocmask(SIG_SETMASK, &prev, NULL); /* Unblock SIGCHLD */!

!
"/* Wait for SIGCHLD to be received (wasteful!) */!
"while (!pid) !

            ; !
"/* Do some work after receiving SIGCHLD */!

        printf("."); !
    } !
    exit(0); !
} ! wai_orsignal.c	
  

Similar	
  to	
  a	
  shell	
  wai&ng	
  
for	
  a	
  foreground	
  job	
  to	
  	
  
terminate.	
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Explicitly	
  Wai&ng	
  for	
  Signals	
  

while (!pid)  /* Race! */ 
    pause(); 

¢  Program	
  is	
  correct,	
  but	
  very	
  wasteful	
  
¢  Other	
  op&ons:	
  

¢  Solu&on:	
  sigsuspend 

while (!pid) /* Too slow! */!
    sleep(1);!
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Wai&ng	
  for	
  Signals	
  with	
  sigsuspend 

sigprocmask(SIG_BLOCK, &mask, &prev); 
pause(); 
sigprocmask(SIG_SETMASK, &prev, NULL); 

¢  int sigsuspend(const sigset_t *mask) 

¢  Equivalent	
  to	
  atomic	
  (uninterruptable)	
  version	
  of:	
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Wai&ng	
  for	
  Signals	
  with	
  sigsuspend 
int main(int argc, char **argv) { 
    sigset_t mask, prev; 
    Signal(SIGCHLD, sigchld_handler); 
    Signal(SIGINT, sigint_handler); 
    Sigemptyset(&mask); 
    Sigaddset(&mask, SIGCHLD); 
 
    while (1) { 
        Sigprocmask(SIG_BLOCK, &mask, &prev); /* Block SIGCHLD */ 
        if (Fork() == 0) /* Child */ 
            exit(0); 
  
       /* Wait for SIGCHLD to be received */ 
        pid = 0; 
        while (!pid) 
            Sigsuspend(&prev); 
  
       /* Optionally unblock SIGCHLD */ 
        Sigprocmask(SIG_SETMASK, &prev, NULL); 

 /* Do some work after receiving SIGCHLD */ 
        printf("."); 
    } 
    exit(0); 
} sigsuspend.c	
  

Unblock	
  SIGCHLD,	
  
pause,	
  and	
  blocks	
  
SIGCHLD	
  again.	
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Portable	
  Signal	
  Handling	
  
¢  Ugh!	
  Different	
  versions	
  of	
  Unix	
  can	
  have	
  different	
  signal	
  

handling	
  seman&cs	
  
§  Some	
  older	
  systems	
  restore	
  ac=on	
  to	
  default	
  a@er	
  catching	
  signal	
  
§  Some	
  interrupted	
  system	
  calls	
  can	
  return	
  with	
  errno	
  ==	
  EINTR	
  
§  Some	
  systems	
  don’t	
  block	
  signals	
  of	
  the	
  type	
  being	
  handled	
  	
  

¢  Solu&on:	
  sigaction 

handler_t *Signal(int signum, handler_t *handler) !
{ !
    struct sigaction action, old_action; !
!
    action.sa_handler = handler; !
    sigemptyset(&action.sa_mask); /* Block sigs of type being handled */!
    action.sa_flags = SA_RESTART; /* Restart syscalls if possible */!
!
    if (sigaction(signum, &action, &old_action) < 0) !
        unix_error("Signal error"); !
    return (old_action.sa_handler); !
} ! csapp.c	
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Today	
  

¢  Process	
  
¢  Shells	
  
¢  Signals	
  
¢  Nonlocal	
  jumps	
  

§  Consult	
  your	
  textbook	
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What's	
  the	
  Output	
  of	
  This	
  Program?	
  
pid_t pid; 
int counter = 2; 
void handler1(int sig) { 
    counter = counter - 1; 
    printf("%d", counter); 
    fflush(stdout); 
    exit(0); 
} 
int main() { 
    signal(SIGUSR1, handler1); 
    printf("%d", counter); 
    fflush(stdout); 
    if ((pid = fork()) == 0) { 
        while(1) {}; 
    } 
    kill(pid, SIGUSR1); 
    waitpid(-1, NULL, 0); 
    counter = counter + 1; 
    printf("%d", counter); 
    exit(0); 
} 
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Summary	
  
¢  Processes	
  

§  At	
  any	
  given	
  =me,	
  system	
  has	
  mul=ple	
  ac=ve	
  processes	
  
§  Only	
  one	
  can	
  execute	
  at	
  a	
  =me	
  on	
  a	
  single	
  core,	
  though	
  
§  Each	
  process	
  appears	
  to	
  have	
  total	
  control	
  of	
  	
  

processor	
  +	
  private	
  memory	
  space	
  

¢  Spawning	
  processes	
  
§  Call	
  fork (one	
  call,	
  two	
  returns)	
  

¢  Process	
  comple&on	
  
§  Call	
  exit (one	
  call,	
  no	
  return)	
  

¢  Reaping	
  and	
  wai&ng	
  for	
  processes	
  
§  Call	
  wait	
  or	
  waitpid 

¢  Loading	
  and	
  running	
  programs	
  
§  Call	
  execve	
  (or	
  variant;	
  normally	
  one	
  call	
  NO	
  return)	
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Summary	
  
¢  Signals	
  provide	
  process-­‐level	
  excep&on	
  handling	
  

§  Can	
  generate	
  from	
  user	
  programs 
§  Can	
  define	
  effect	
  by	
  declaring	
  signal	
  handler	
  
§  Be	
  very	
  careful	
  when	
  wri=ng	
  signal	
  handlers	
  

	
  


