MpwTtokoAAo HTTP

Hypertext Transport Protocol (HTTP)

= the set of commands understood by a web server and sent
from a browser

= some HTTP commands (your browser sends these
internally):
= GET filename : download
= POST filename : send a web form response
= PUT filename : upload

= simulating a browser with a terminal window:

$ telnet www.cs.washington.edu 80

Trying 128.208.3.88...

Connected to 128.208.3.88 (128.208.3.88).

Escape character is 'A]'.

GET /index.html

<!DOCTYPE HTML PUBLIC “-//W3C//DTD HTML 4.0 ...">
<html>
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Internet media (" ") types

= sometimes when including resources in a page (style sheet,
icon, multimedia object), we specify their type of data

MIME type file extension
text/html .html
text/plain Ltxt
image/gif .gif
image/jpeg -Jjpg
video/quicktime .mov
application/octet-stream | .exe

= Lists of MIME types: ,
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AvaTopia aAAnAenidpaong HTTP

GET /document.html
Client Fep Serve

cache

s e

cache
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Ti eival To HTTP;

= HyperText Transfer Protocol:
= MpwTOKOANO aAITAHATOG-andvTnong (request-reply).
= MpwTtdKOAAO edpappoy®V (6rwg Ta ftp Kat telnet).
= EruAnopov (stateless) - o avtiBeon pe ta ftp kat telnet.
= EVTOAEG:
= GET filename : download
= POST filename : send a web form response
= PUT filename : upload

= Mwg xpnotporoteital to HTTP;
= Metadépel eVTOAEG amd Tov TAONYO OTOV EEUTMNPETNTY
= Metadépel mAnpodopieg o€ MOAAATAOUG HOPDOTUTIOUG, YAWOOEG
Kal oupBoAOCELPEG.
= O HopPOTUTIOG TWV OVTOTATWY ToU peTadpépel To HTTP dev
adopd To MPWTOKOANO. H meptypadn Tou poppodTunou Baciletal
oto npoéTuno MIME.
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Baoikég 1810TNTEG Tou HTTP

BaoiCetal otov pnxaviopod dleuduvolodotnong mnpodoplak®V mopwv
Universal Resource Identifier

AvTaAAayn alTAUATOG-amavInong: Ta AlTARATA anooTEANOVTAL aTd
OUOTAHKATA MEAAT®V KAl TPOKAAOUV amavThoelg and Toug eEUTMPETNTEG.
AocoAnyieg HTTP dev evepyorololvTal and Toug eEUTMPETNTEG.

EruAfiopov (statelessness):
= MeAdteq Kal eEurmpeTnTéG dev dlatnpolv oTolxeia yia Tnv aAAnAemnidpao)
TOUG HETAEU SLadOXIKOV aVTAAAAY®OV AlTpaTwv-anavtioewy (Adyot
emnidoong).
= SNV Mpd&n diatnpouv Minpodopieg katdotaong, ahAd autod dev apopd 1o
TPWTOKOANO.

MeTadedopuéva MNPopopLaKOY TOPWV:
= MIAnpodopieg OXETIKEG e Toug MOpoug Tou WWW cupreptAapBavovtat
ota pnvipata tou HTTP.
= M.X. To péyeBog evog apxeiou, 0 LOPPOTUTIOG TOU TIEPLEXOHUEVOU TOU, 1
nUepounvia TeAeutaiag EVNUEPWONG TOU KOK.
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HTTP: loTopikn avadpopn

3/1990 To CERN mrporeivel To Web

1/1992 Mpodiaypaer HTTP/0.9

1211992 | MNpdraon yia Tpoécdeon Tou MIME oto HTTP

3/1993 MpwTto Tpoayxédio HTTP/1.0

6/1993 HTML (trpodiaypa@r) 1.0)

10/1993 | Mpodiaypaery URL

1171993 | AgUtepo TTpooxédio HTTP/1.0

3/1994 Yio6émon URI oto WWW

5/1996 HTTP/1.0 RFC 1945

111997 Eiofiynon HTTP/1.1, RFC 2068

6/1999 Mpoox£dio podiaypaerg HTTP/1.1, RFC 2616
| 2001 HTTP/1.1 emmionun podiaypagn

Opoloyia HTTP

* HTTP Mrjvupata (messages)
* OvTOTNTEG (entities)
* Mopol (resources)

* AlekmepatwTng XpNnotn (user agent)
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Aitnpa neAatn HTTP (mapadsiypa)

GET /motd HTTP/1.0

Date: Wed, 22 Mar 2000 08:09:01 GMT
Pragma: No-cache

From: mddQucy.ac.cy

User-Agent: Mozilla/4.03

CRLF

* MPAuu” AlTHHATOG

* Mevikég emukedaAideg: propolv va unap&ouv oe
Unvipata altiuatog Kat andvrnong.

* ErukedpaAideg artnuatog
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HTTP/2

= HTTP/2 is the first new version of HTTP since HTTP 1.1

= Working Group presented HTTP/2 to IETF’s Internet
Engineering Steering Group for consideration as a Proposed
Standard in December 2014.

= The standardization effort was supported by Chrome, Opera,
Firefox, Internet Explorer 11, Safari, Amazon Silk and Edge
browsers.

= |[ESG approved it to publish as Proposed Standard: Feb.
2015

= HTTP/2 specification published as RFC 7540: May 2015.
= Most major browsers added HTTP/2 support by end of 2015.
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MnviOpaTa HTTP

o Zelpd oKTadIK®V Yndiwv mou otéAvovtal péow TCP/IP.

» AwakpivovTal o€ althpata (requests) kal anavtnoelg (replies).
o MnvUpata artnpdtwy apxifouv pe ypauun atthuatog.

« MnvUuata anavtioewyv apxifouv He YPA KATaotaong.

e KdBe punvupa oto HTTP nepthauBavel undév 1) neplocodTEPES
emukepaAideg, oL omoieg dlaxwpifovtal amnod To MPOAIPETIKO
owpa Tou unvupatog pe CR 1 LF.

o SUVTOKTIKY doun altnudaTwyv:
Request-Line
General/Request/Entity Header (s)
CRLF
Optional Message Body
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Aitnpa eAatn HTTP (mapadeiypa)

POST /motd HTTP/1.0

Date: Wed, 22 Mar 2000 08:09:01 GMT
Pragma: No-cache

From: mddQucy.ac.cy

User-Agent: Mozilla/4.03
Content-Length: 23

Allow: GET, HEAD, PUT

CRLF

Welcome to Comer’s VAX

* Emukedalideg ovtoOTNTAG
— Content-Length: kaBopilel To PKog TNG ovTOTNTAG TOU
METAPEPEL TO UNVU Q.
— Allow: kaBopilel TIG eVTOAEG TIOU pMopoUV va eKTEAETBOUV
otov Topo motd
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Anavtnoeig HTTP

* SJUVTOKTIKN dopn| aravinoewy HTTP:
Status-Line
General/Request/Entity Header (s)
CRLF
Optional Message Body

* Mx.:
HTTP/1.0 200 OK
Date: Tue, 4 Jul, 1996, 19:57:05 GMT
Server: Netscape-Enterprise/3.5.1
Content-length: 23
CRLF
Welcome to Comer’s VAX
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HTTP Traffic Capture

= LiveHTTPHeaders - plugin Tou FireFox

= EyKataoteioTe TO Kat GUAAEETE TNV dlakivnon HTTP Ttou
m\onyou oag.

GET / HTTP/LL

Host: www.google.com.cy

User-Agent: Mozilla/s.0 (Macintosh; Intel Mac OS X 10.7; v:10.0) Gecko/20100101 Firefox/10.0

Accept: text/html,application/xhtml+xmapplication/xmlq=0.9,*/*1a=0.8

Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip, deflate

ONT: 1

Connection: keep-alive

Cookie: PREF=ID=f3{9641312333 1b4:U=d 1e366221815268:FF =0.TM=1328257040-LM=1328257040:5=26NwoXRCkghl-FhB; NID=56=u01Ici2GMX BKXXAFMIAIOVZyIAGUbhENU7ht

HTTP/1.1 200 0K
Date: Sun, 05 Feb 2012 21:53:15 GMT
Expires: -1

Cache-Control: private, max-age=0
Content-Type: text/html; charset=UTF-8
Content-Encoding: gzip

Server: gws

c 15584
n: 1; mode=block
s SAMEORIGIN
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M£Bodo1 HTTP/1.0

* OLpéBodol artnuatwy tou HTTP mpoodiopifouv T dpaon
TIOU TIPETIEL VA eKTeAeBel OTOV MANPOPOPLAKS TIOPO O
oroiog kabopiZetal and to URI g ypapung artmuatog.

» To HTTP/1.0 kaBopilel povo Tpelg pebddoug:
— GET
— HEAD
— POST

+ Oplopéveg ekdOOEIG MEAATWOV KAl EEUTMPETNTAOV
uAomoloUv Kal dAAeg peboddoug, 6TwG PUT, DELETE,
LINK kat UNLINK.

+ O eEurmpetnTNG ToU déXeTAL TO AiTNHA, EKTEAEL TNV
neptypadousvn dpdon.
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Ovrotnteg HTTP

= KaBopifovtal wg oL mdpol mou MeplkAgiovTal oe
punvipata artnuatwy f arnokpioswv HTTP.

= AnoteloUvTal amno:
= Erikepalideg ovtoOTNTAG
= MpoalpeTikd MEPLEXOUEVO OVTOTNTAG (entity body)

= AroTteAoUV TO TILO ONUAVTIKO TUAMA EVOG UNVULATOG
HTTP, adpoU peTapEpPouV TO TEPLEXOUEVO TOU
pnvipartog.
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AisknepaiwTng Xpnortn (User Agent)

= Arotelel To oUoTnua neAatn (client) To omoio apxikorolel
£va altnua mpog Kamolov eEurmpeTnT.

= Mropel va eivatl:
= dUANOMETPNTNG
= Apdxvn (crawler)
= AA\O oUOTNHA (TPOOWTIKOL SIEKTEPALWTEG,
AMOPVNUOVEUTEG loTOU KAT)

= Mapadeiypata UA:
= Mozilla/3.01 (X11; SunOS 5.5 sun4m)
= Mozillas/2.0 (MSIE 2.1; AOL 3.0; Mac)
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M£Bodo1 HTTP/1.0: GET

GET

= Avalntnoe Kal eniotpePe MOPO Tou kabopileTal anod
To URI

= To URI uropei va mepiAappBavel kat opiopata
(arguments) yla TNV UTIOBOAY| dedOUEVWV ELOPONG OF
mpoypappa nuAng (gateway):
GET /foo/bar.html?x=bar&bam=baz

= 'Eva aitnua GET unopei va cuvodeUeTal and

, N oroia va 1o

petaTtpérel oe conditional GET. N.x.:
GET /foo/bar.html HTTP/1.0
If-Modified-Since: Sun, 12 Nov 2000 11:12:23 GMT
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M£Bodo1 HTTP/1.0: HEAD

= Mapopola pe Tnv GET, aAA@ ntda TNV €motpodr povo
METAdEBSOMEVWY YIA KATIOLOV TIOPO. ZNTAsl and Evav
€EUTMPETNTA va oteilel TIG eTuKePaAAIdeg amavTnong yia
KArolo apxeio oto d1aB£Tn , aAAd OXL Kal Ta TEPLEXOUEVA
Tou apxelou.

= Xpnoluornoleital aroé MpoypAuaTa Ta oroid eKTeAoUV
autoparteg avalnTnoelg yla keipeva oton IoTo.

= H puéBodog autn eival évag ypnyopog Tpomog yla va
BAémel kavelg av €va apxelo 1 MpoOypaupa gateway eival
MPAyMaTL mapoév otov [oTo, yia TNV eUpeon YEVIKMOV
TANPOPOPLOV OXETIKA e TO apxeio (Tov MIME TUmo Tou,
NV NUEPOoUNVia aAAayng Tou KAT).
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MEBodo1 HTTP/1.0: POST

= e avtiBeon pe Tig GET kat HEAD, ol oroieg nTouv TNV avaktnon
TAnpodopl®yv, n POST xpnolporole{tal yla Tnv evnuépwon evog mopou 1
TNV Mapoxn £L0poNG Oe KArolo mpdypappa eneEepyaaiag otov
eEutmpeTNTA.

= To «owpa» pnvupdtwv POST nepilapBdavel Ta dedopéva rmou oTéAvovTal
and Tov MeAATn oTov eEUTMPETNTY.

= Aev eival oU0Te aopaing nEBodog, apou propei va aAAG&el ta meplexdueva
evOG MAnpogoplakol mépou, oute undevodivapun (idempotent).

POST /foo/bar.cfm HTTP/1.0
Content-Length: 143
<entity body>

-- UTTOXPEWTIKA XPHON €31

POST /search.cgi HTTP/1.0
Content-Length: 34

CRLF

Query iktinos

Db greek-architecture
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M£Bodo1 HTTP/1.1

21

= PUT: requests that the enclosed entity be stored under the
supplied Request-URI. If the Request-URI refers to an already
existing resource, the enclosed entity SHOULD be considered as
a modified version of the one residing on the origin server

= DELETE: requests that the origin server delete the resource
identified by the Request-URI. This method MAY be overridden
by human intervention (or other means) on the origin server.

= TRACE: used to invoke a remote, application-layer loop- back of
the request message. The final recipient of the request SHOULD
reflect the message received back to the client as the entity-body
of a 200 (OK) response.

= CONNECT: reserved for use with a proxy that can dynamically
switch to being a tunnel

23

Napadeiypa arrquarog HEAD

HEAD /foo.html HTTP/1.0

HTTP/1.0 200 OK

Content-Length: 3219

Last-Modified: Sun, 12 Nov 2000 11:12:23 GMT
Content-Type: text/html
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M£6odolI HTTP/1.1
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OPTIONS: a request for information about the communication options
available on the request/response chain identified by the Request-URI.
This method allows the client to determine the options and/or
requirements associated with a resource, or the capabilities of a server,
without implying a resource action or initiating a resource retrieval

GET: retrieve whatever information (in the form of an entity) is identified
by the Request-URI. If the Request-URI refers to a data-producing
process, it is the produced data which shall be returned as the entity in the
response and not the source text of the process, unless that text happens
to be the output of the process.

HEAD: identical to GET except that the server MUST NOT return a
message-body in the response

POST: used to request that the origin server accept the entity enclosed in
the request as a new subordinate of the resource identified by the
Request-URI in the Request-Line.

M. Awadxog, EIA425

Emkedalideg HTTP
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= AnoteloUvTal and xapaktnpeg ASCII, mephapBavovrtag
KAmolo 6voud Kal ouviBwg Wia TIUR, Tou avaTibetal oTo
ovopa.

= Maifouv onuavTtikd poAo oto HTTP, kabwg amnoteAouv ToO
Baolkd unxaviouod yla Tpomnotoinon g dlaxeipiong Twv
aAlTNUATWV Tou. EmTpéneTtal n eloaywyn véwv
emKkepalidwyv, aubaipeTou peyéboug.

= Xpnoelq:
= Mapoxn LETAdESOUEVWV YIA KATIOLO TIOPO.
= MapapeTpomMoinon AITNUATWY N ATAVIOEWV.
= KaBoplopodg av pia andvtnaon Propei va anopvnuoveudei,
N WG Uropei va anokwdikoTon0ei.
= ETMéKTAON TOU MPWTOKOAANOU

<. EI14425
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Xpnon emkepalidwv oto HTTP

= ‘Eva pfvupa HTTP pnopei va €xel auBaipeTo aplduod
emkepaAidwv — kaBeuld ano TIg omoieg akoAoubeital and
CR kal LF xapakThpeg yia Slaxwplopo TnG HE TIG ETIOUEVEG.

= O1 MeploooTEPEG eTUKEPANIDEG eival TIPOALPETIKAG XPHONG.
AopooTtolxeia Tou lotoU prmopouUv va ayvoouv TIg
TPOALPETIKEG ETUKEDANIDEG.

= Oplopéveg eTukePalideg ival UTIOXPEWTIKEG Yia KAToOLld
pnvOpaTa altuatog-anoékplong.

" SUVTAKTIKO eTKEPAADWV:
<OVoua>: <TIUA> (,<TIUA>)*
M.x. Date: Thu, 23 Dec 1999 08:12:31 GMT
Accept-Language: de-CH, en-US
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Fevikég EmKedalideg
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= ApopoUV oTo ufivupa HTTP kat 6xL oTo TepleXxouevo Tou
(dnA. TNV ovTOTNTA TIOU PETADEPEL).

= To HTTP/1.0 kaBopilel 300 HOVO YEVIKES eTIKEDANIDEG:

= Date: mpoadlopilel TNV nuepounvia dnuloupyiag tou
uNnvUpaTog.

= Pragma: eTUTPEMEL TNV ATIOCTOAR 03NYLOV TIPOG TOV
MAPAAATIN TOU Unvupatog. Ot 0dnyieg auTtég anoteAouv
éva Tpo™o Yia va {nteital anod dopootolxeia Tou loTol va
OUUMEPLPEPOVTAL HE OUYKEKPIPEVO TPOTIO, EVQ
dlaxelpiCovtal éva aitnua n pla anokplon.

= To MpwTOKOANO dev eMBANNEL TNV UTIAKOY| OTIG 0dnYieq
auTEG, AAAG arm\wg anattel Tnv HeTAdoon Toug.

= To HTTP/1.0 kaBopilel poévo €va pragma: no-cache
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Emkedalideg AITnpaTwyv (CuveExela)
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- If-Modified-Since: mapddetypa erukedaiidag ouvOnikng, n
omnoia etmpedlel Tov TPOTO e ToV onoio Ba TUxeL
ene&epyaoiag éva aitnua.

— M.
GET /foo.html HTTP/1.0
If-Modified-Since: Sun, 21 May 2000 07:00:25 GMT

» Referer: etutpénel oTov MEAATN va ouuneplAdBel os Eva
aitnua to URI Tou mdpou and Tov oroio eA$6n to
attoUpevo URI Tou ouykekplpévou unvUupatog.

— M.
GET /Disasters/worldglance.html HTTP/1.0
Referer: http://www.cnn.com
— JUVETELEG: KivOUVOL Yla TNV aroKAAUYN ISLWTIKOV dESOUEVWV.
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lepapyia emkedparidwv HTTP

= [eVIKEQ: XPHON OE AITANATA KAl AMAvVTAOELG

= Altnpatwv:
= XPNOLUOTOLoUVTAL O AITAHATA Yia EKSHAWON MPOTIUNOoNG oTn Hopdn Tng
anavnong, yla napoxn emnpocbeTng Mnpodopiag Ue To aitnua i yia
KaBopLopo6 KAMoLoU TEEPLOPLOpHOU aToV eEUTMPETNTY TOU Ba eKTEAETEL TO
aitnua.

AmavThoewv:
= XpNon og unvUpaTa anokpioewy yla mapoxn MEPALTEPW TANPOGOPLOY T
HETATANPOPOPLOV TIPOG TOV TEAATN, ) Yia £YEPON AITAUATOG YA
MeplocOTeEPeG TMANPodopieg and Tov meAdT.

OvTOTNTAG: TIAPEXOUV TANPOPOPIES YIa TNV OVTOTNTA TNV oroia adpopd
TO ufvuua.

H oelpd pe v oroia xpnotyormoloUvTat ot eTukedalideq oe kamolo
pAvVUpa 3ev eival ONPAVTIKA — CUVABWG UMaivouv mp@Ta oL YEVIKEG
emkepalideg, akoAouBoUv ol eTuKePAAIdEG AITNUATWY 1) ATIAVTHOEWV

Kal 0TO TENOG £TOVTAL Ol ETUKEPAAIDEG OVTOTHTWV.
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Emkepalidec AITnpaTwv
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* Authorization: Xpnoluoroteitat ané tov
SLEKTEPALWTA-TIEAATN YA TNV UTIOBOAYN TWV
dlarnoteutnpiwyv (credentials) ou
XpnolgonolouvTal yla tTnv mpoéofaocn og KAToLo

nopo. MN.x.:
Authorization: Basic YXZpYZRpS29IDizMINA==

= H AéEn Basic avapépeTtal oe BaoikG OXAA TAUTOTIOMNONG HE
TauTtoTNTA XPNHOoTn (userid) kat kwdiko (password),
KwdlKoTolnuéva ae Baseb4 popdn.

* From: etutpémel otov XpNOoTn va TapEXEL TO NAE/T
TOU, Yla TNV TauToToinon Tou (Kupiwg yia

XPNOTEG-APAXVEG).
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H xpnon tng Tomkng cache
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* TNV Mepimrwon mou 1o {nToUuevo apxeio dev €xel
TporomnoinBel ueTd TNV nUepounvia rMou kabopilel o
MeAATNG, 0 eEUTMNPETNTNG ETUOTPEPEL TO AKOAOUBO:

HTTP/1.0 304 Not Modified
Date: Thu, 03 Aug 1996 16:04:09 GMT
Server: NCSA/1..3

MIME-version: 1.0

* TéTe 0 TAONYOG-MEAATNG UIOPE( va Xpnaoluorolioel
™V “KPUUMEVN” £€KSOOT TOU apxeiou Tou avalitnoe.




Emkedalideg AITnpaTtwv (ouvexeia)

» User-Agent: mapéxel MAnpogopieg yia tnv £kdoon Tou
m\onyoU Tou Xpnoluorolel To cUotnua MeAATn, o€ TL
AelTOUpPYIKO oUOTNUA TPEXEL KOK.

=[x
User-Agent: Mozilla/4.03 (Macintosh; I; 68K, Nav)
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Emkedalideg AmavTnoswv (ouveyeia)
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= XpnolgomolouvTtal, Xwpig va opifovrtal oto
TIPWTOKOAAO:

— Retry-After: (date) or (seconds)

— [Set-]Cookie: Part_Number="Rocket_Launcher_0001";
Version="1"; Path="/acme”

— Title: (title)

M. Awadnog, EITA425

Emkepalideg OvroTATWV (OUVEXEIQ)

« Content-Encoding: poodlopilel g £€Xel KwdLKoToINOel TO
TMEPLEXOUEVO TNG OVTOTNTAG Kal WG Ba TPETEL va
anokwdikomonOe( yla va mapoupe TNV ovioéTNTA OTO
pHopdoTUTIO TIoU KaBopiZeTal amod To Content-Type. M.x.:
Content-Encoding: x-gzip

* Content-Length:
— MpoodlopiCel To HEyeBOG TNG LETAPEPOHUEVNG OVTOTNTAG OE
XOPAKTAPEG.

— Xpnoldoroleital yia va EMKUPOVOULE AV Ula ovToTNTa €Xel $pOATEL
otnv oAOTNTA TNG, Kal oav eMUKUPWON OTL JiA ATIOPVNLOVEUNEVN
ovtoTNnTa dev dladépel and TNV ovidHTNTA OTNV TPEXOUCA LOPPN
me.

— AnogelyeTtal n XpHon g He TNV petadopd duvauikol
mepLleXopévou, yia Aoyoug emidoong.

M. dixaixos, ENA425
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Emkedalideg AavTnoswv

= | ocation: yla mapanopr) evog attipatog oe dAlo URI.

= Server: kaBopifel Tov TUTIO TOU XPNOLUOTIOLOUEVOU
eEurmpetnT.

= WWW-Authenticate: xpnotyornoleital yia tTnv £ygpon anod
ToV €EUTMPETN TN AMAiTNONG TMPOG ToV TMeEAATN yia
AnooTOAN SLATIOTEUTNPIWV e OKOTIO TNV MAPOXN
MpooRaoNng oe eAeyxopevo NMOPo. Xpnotuoroleital padi
pe andvtnon 404 Unauthorized. M.x.:
= WWW-Authenticate: Basic realm="ChaseChem”
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Emkedalideg OvroTATWV

+ Allow: xpnoluoroleital yla va rmpoadlopioel TIG £YKUPEG
HeBOBoUG oy prnopolv va epappocBolv og KAToLoV OPO.

— M.x. av kamnolog rmyaiog eEUTMPeTNTNG AABEL £va aitnua yia pn
eEoualodotnuévn HéEB0do, UMopel va anavtioeL EVNUEPDOVOVTAG
TOV MEAATN Yia TIG peBOdOUG Tou eival anodeKTEG yia TO
OUYKEKPLUEVO aiTnua.

— & pRvupa atthpatog PUT, pe to Allow o meAdtng propei va
kaBopioel TL HEBOBOUG ETUTPEMEL VA EKTEAOUVTAL OTOV TIOPO TIOU
dnuloupyei:

PUT /foo.html HTTP/1.0
Allow: HEAD, GET, PUT

+ Content-Type: mpoaodlopifel TOV HOpPOTUTIO TIEPLEXOUEVOU
(media type) Tng ovtétnTag. MN.x.:
POST /chat/chatroom.cgi HTTP/1.0
User-Agent: Mozilla/3.0C
Content-Type: application/x-www-form-urlencoded

M. Awadxog, EIA425

Emkepalideg OvroTATWV (OUVEXEIQ)

« Expires: xpnoldoToleiTal yia ToV TPOadLopLoUS NG
XPOVIKNG OTIYMNG HETA Ao TNV oroia évag Topog propel
va BewpnBel wg An&ag. MN.x.:

HTTP/1.0 200 OK

Server: Microsoft-11S/4.0

Date: Mon, 04 Dec 2000 18:16:45 GMT
Expires: Tue, 05 Dec 2000 16:00:00 GMT

« Last-Modified: kaBopilel Tn XpOVIKA OTIYUN TNG
TeleuTaiag evnuépwaong Tou PeTadEPOUEVOU TTIOPOU.

M. diaiwos, EI1A425




KAdoesig Amavtnoswv HTTP/1.0

Olkoyévela KwOIKWV UE TIEVTE «TUTIOUG»:
— 1xx: informational
— 2xx: successful, e.g. 200 OK
— 3xx: redirection
* 301 Moved Permanently
* 304 Not Modified
— 4xx: Client Error
* 400 Bad Request
* 401 Unauthorized
* 403 Forbidden
* 404 Not Found
— 5xx: Server Error
* 501 Not Implemented
* 503 Service Unavailable

M. Aixaixos, EIA425

H 1oTopia evog KAIK

= YrioBéoarte:

= Ei{ote oT0: www.yahoo.com/index.html

= EruAéyeTe TO: www.grippy.org/mattmarg/
= O m\onyog xpnotporolel To DNS => IP addr yia www.grippy.org
= Avoiyel oUvdeon TCP pe v IP dieuBuvon Tou www.grippy.org
= STtéAvel To akbdAouBo aitnua:

get /mattmarg/ HTTP/1.0 Request

User-Agent: Mozilla/2.0 (Macintosh; I; PPC)—

Accept: text/html; */* R

Cookie: name = value equest
Headers

Referer: http://www.yahoo.com/index.html
Host: www.grippy.org

Expires: ...

If-modified-since: ...

M. Awadnog, EITA425

20vdeon HTTP 1.0

* Mia ouvdeon HTTP amoteAeital arnod ta
akOAouba Téooepa oTadla:

1. ‘Evapé&n Tng ouvdeong: o MeAATNG ETUKOVWVEL UE TOV
eEurmpenTh oe €va URL kat og aptBud muAng (port number),
Ta omoia kaBopiZovtal and to URL (katd ouvOnkn Tiur Tou
aplBpuou TUAng to 80).

2. MpayuaTomoinon TnG oUvdsong: o MEAATNG OTEAVEL Eva
UAVUHQ oTov eEUTMPETNTH, {NTOVTAG EEUTMPETNON Kal
kabopifovtag v HTTP-péBodo tng docoAnyiag (cuvhnbwg
GET 1 POST).

3. AnooToAn andvrnong: erukepalida (mepypadn
katdotaong g docoAnwiag, meplypadn dedoUEVWV) Kal
dedopéva.

4. KAegioigo Tng ouvdsong.

M. dixaixos, ENA425
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HTTP error codes

= when something goes wrong, the web server returns a
special "error code" number to the browser, possibly followed
by an HTML document

= common error codes:

Number Meaning

200 OK
page has moved (permanently or
you are forbidden to access this page
page not found

500 internal server error

M. Awasdocog, EI1A425

Anokpion HTTP

* One click => several responses
* HTTP1.0: new TCP connection for each page element

« HTTP1.1: KeepAlive - several requests/connection

/ Status
HTTP/1.0 200 Found Response
Date: Mon, 10 Feb 1997 23:48:22 GMT 1st header
Server: Apache/1.1.1 HotWired/1.0 )
Content-type: text/html Image/jpeg, ...

Last-Modified: Tues, 11 Feb 1999 22:45:55 GMT

M. Awadxog, EIA425

Evowpatwon Eikovwv
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» ‘Eva unepkeipevo otov loTo anobnkeletal ouvnbwg oe
MePLOoOTEPA TOU eVOG apxeia (lowg kalt KOUPBoOUG): To Keievo
oe €va apxeio kal kaBe elkdva oe dladpopeTikO apxeio.

» Qot600, 6Tav emAéEoule va avoi&oupue éva apxeio, oTo
napadbupo Tou Monyou pag epdavifetal oAGKANpPN n
MAnpogopia pali, HoppomoinNuévn He TOV KATAAANAO TPOTIO.

» H avalntnon kat ehpavion oAGKAnpng TG Mnpogopiag
yivetat urr euBlvn Tou meAdtn-Monyo (nwg;). O
eEutMpPeTNTNG «BAEMEL» AMAA Ui oelpd anod alThaTa, mpmTa
yla to apxeio HTML kat atn ouvéxela yia Kdbe evowuaTwpévn
elKOVA.

* Hautopatn avalhnon TwV EVOWHATWOUEVWV EIKOVWY,
wOTO00, £XEL GUVETIELEG YIA TOV €EUTMNPETNTY (UTiEpdOpTWON).

M. diasdocog, EI1A425
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TauTtoxpovn EEurmpeTnon NoAAwv AITRpATWV

= OL eEurmpeTnTEG loTOU ival oxedlaopévol woTe va
MTIopoUV va eEUTNPETHOOUV TAUTOXPOVA, TIOAAEG
Tautoxpoveg atthoelg HTTP.

= AuTO emutuyxdaveTal pe dldpopoug TPOToUG:

= Me KAwvoroinon evog véou avtlypadou tou httpd
TPOYPAUMATOG Yia KABe véa aitnon. Kabe kAwvog Tou httpd
dlaxelpiCetal akpBmg wid aitnon.
Me xpnon moAuvnuatikng ektéAeong (mutlithreading): To
npoypappa httpd €xet MOAANG vhpata ektéleong. Kdbe vipa
dlaxelpifetal pa aitnon. To mpoypappa divel Tov EAeyxo oe
AANO VAHA OTAV TO EKTEAOUMEVO VAUA TIPETIEL VA TIEPLUEVEL
Karola e§urmpétnon anod 1o Aeltoupyilkd SUoTnua.
Me katavoun tg epyaciag og MoAAG uroBonBnTikd
mpoypaupata: To httpd am\da déxetal alToeLg Kat Tig
Katavépel o AAAQ MPOYPAUMUATA YId TIEPAITEPW EEUTNPETNON.

M. Aixaixos, EIA425

Ta pelovekTpara Tou HTTP 1.0
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= AMAG pHOVTEAO aAlTNUATWV/AMAVTAOEWY, To oroio odnyel oe
MpoBAARuaTA:

= Enidoong kat Anddoong (performance & efficiency)

= YAoroinong epappoy®V mou anattouv SladoxIKEG
aAANAemudpaocelg MeEAATN-eEUTMPETNTY.

= oAU dTwXA HOVTEAA OUVETELAG KPUPNG UVING (cache
consistency)

= AuokoAia ouvUTIapENG EEUTMNPETNTAOV LE dlaPOPETIKA ovouaTa
nediou, Mavw otnyv idla dleBuvon IP. AuTd Tou eival duvatov,
elvat n xpnron virtual hosts — dnAadn n UMAPEN MEPLOCOTEPWV
eEurmpeTnT@®v WWW otnyv dla unxavn, 6mou o kabe
eEUTMPETNTAG £XEL DladopeTIkO dvoua mediou kat IP address.

= AUOKOA{Q UTIOAOYLOpHOU peYEBOUG Teplexopévou (content-lengths)

= AlOKOTI OUVOd0U Llooduvapel e anwAela dES0UEVWV — deV
UTIAPXEL 1 dUVATOTNTA TEPAXIOMOU TNG AVAKTOUMEVNG
TAnpogopiag (chunking)

M. Awadnog, EITA425
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HTTP/2 s
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According to W3Techs, as of December 2015 5.6% of the top 10 million
websites supported HTTP/2

Negotiation mechanism allows clients and servers to elect to use HTTP 1.1,
2.0, or potentially other non-HTTP protocols.

Maintain high-level compatibility with HTTP 1.1 (for example with methods,
status codes, and URIs, and most header fields)

Decrease latency to improve page load speed in web browsers by considering:
= Data compression of HTTP headers
= Server push technologies
= Pipelining of requests
= Fixing the head-of-line blocking problem in HTTP 1
= Multiplexing multiple requests over a single TCP connection

Support common existing use cases of HTTP, such as desktop web browsers,
mobile web browsers, web APIls, web servers at various scales, proxy servers,
reverse proxy servers, firewalls, and content delivery networks

M. dixaixos, ENA425
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MoAAamAoi EEunnpeTnTEG O £vav KOMBO

Se évav KOUPOo Tou AladIKTUOU UMopoUV va TPEXOUV MEPLOCOTEPOL
Tou gv6g eEurmpeTNTEG loTOU, EpHOOV XPNOLUOTIOIOUV SlapOoPETIKA
UAN erukolvwviag (port).
H katd ouvenkn MUAn erukovwviag péow HTTP eivaln 80, evd
UAeg Sl1aB€aieg OTOUG XPNoTeG aptBuolv and 1025 kat mavw. M.x.:

http://www.server.org/inter.html

http://www.server.org:8080/inter.html

http://www.server.org:8081/inter.html|
Oplopéveg popég eival emBuUUNTO va TPEXOUV TIEPLOTOTEPOL TOU
evOG eEUTMNPETNTEG O €vav KOUBO, aANG kKABe BlaBETNG va £XeL
dladpopeTikd 6Gvoua K6uBou (host name).
AuUTO yiveTal e TNV unooTnpLEn Tou AelToupyilkoU ZUCTHHATOG
otV napoxn Virtual Host Support (UNMooTAPLEN €lkOVIKOU KOUBOU) Kal
TNV AVTIOTOlXLlON MEPLOCOTEPWY TNG Miag dleuBUvoewy IP oto dlo
pnxavnpua.

M. Awasdocog, EI1A425

Enipovo HTTP (Persistent HTTP)
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Oplopéva and ta nmpoBAfpata tou HTTP/1.0 ClVTl|J€Tu)T[l09nKClV ue TV
utoesmon TOoU Emuovou HTTP — Persistent HTTP (P HTTP), clpdwva
UE TO oroio, HeTA amod Ja éooomwla HTTP, n avnorotxn TCP
ouvdeon dev dLAKOTTETAL , OUTWG WOTE TUXOVTA ALTHHATA TIOU
£movTal and Tov MeAATN Mpog Tov dlabéTn va eEurmpetnBolv péoa
and auTn.

510 HTTP/1.0 pe xpnon erukedpaiidag: Connection: Keep-Alive

Timetuyaivel To P-HTTP mpoodépel BEATIOOELG:
— Kupiwg otnv enidoon tou eEurmpetnThH Mapd oTo diKTuo.
— Emutpénet v dlacwAfvwon (pipelining) MOAAGV altnpatwy oty da
olvodo TCP

AuokoAieg:
— how does a client know when document is returned?
— when does the connection get dropped?
* idle timeouts on server side
« client drops connections
* server needs to reclaim resources

M. Awadxog, EIA425
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