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The UNIX File System

 File Systems and Directories

 Accessing directories

 UNIX inodes

 Understanding links in directories

 File protection/access control

CSCE-313 Spring 2017

3



Typical File System Organization
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 create subdirectories

 new concepts:
 current directory

 path names: complete vs. relative

 search paths

xtermxmhxmanxinit

...includedemobin

openwnetscmailbin

pubbinuser

cplscountfind

xmtgdbgcc

...user3user2user1

Tree-Structured Directories
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Generalized Tree Structures

• Links: File name that, when referred, affects file to which it was 
linked. (hard links, symbolic links)

 share directories and files

 keep them easily accessible

xtermxmhxmanxinit

...incldemobin

netscopwinmailbin

pubbinuser

cplscountfind

xmtgdbgcc

...user3user2user1 xman

xinit
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UNIX Directory Navigation: Current 
Directory

#include <unistd.h>

char * getcwd(char * buf, size_t size);

/* get current working directory */

Example:

void main(void) {

char mycwd[PATH_MAX];

if (getcwd(mycwd, PATH_MAX) == NULL) {

perror (“Failed to get current working directory”);
return 1;

}

printf(“Current working directory: %s\n”, mycwd);
return 0;

}
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UNIX Directory Navigation – Open, 
Read, Close
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#include <dirent.h>

int main(int argc, char * argv[]) {

struct dirent * direntp;

DIR           * dirp;

if (argc != 2) {

fprintf(stderr, “Usage: %s directory_name\n”, 
argv[0]);

return 1;

}

if ((dirp = opendir(argv[1])) == NULL) {

perror(“Failed to open directory”);
return 1;

}

while ((direntp = readdir(dirp)) != NULL)

printf(%s\n”, direntp->d_name);
while((closedir(dirp) == -1) && (errno == EINTR));

return 0;

}



UNIX Directory Navigation – Traversal
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#include <dirent.h>

DIR           * opendir(const char * dirname);

/* returns pointer to directory object          */

struct dirent * readdir(DIR * dirp);

/* read successive entries in directory ‘dirp’ */

int             closedir(DIR *dirp);

/* close directory stream                       */

void            rewinddir(DIR * dirp);

/* reposition pointer to beginning of directory */



Directory Traversal – Example 1
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mkdir: creates a directory with the name supplied in the argument

rmdir: removes a directory with the name supplied in the argument

mv: moves a file or directory to new location (or name)

cd: change directory



Internal Structure of a File System
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Sections of a File System
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Creating a File
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Steps to Create a File
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How does “cat userlist” work
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Characteristics of Files

 Most files are small

 Most of the space is occupied by the rare big ones
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So what about a “real” file system

file_number
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Unix Fast File System

 File or iNode Number is index into inode arrays

 Multi-level index structure
 Great for little to large

 Asymmetric tree with fixed sized blocks

 Metadata associated with the file
 Rather than in the directory that points to it

 Locality Heuristics
 Block group placement

 Reserve space

 Scalable directory structure
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FFS: File Attributes

 Inode metadata

User

Group

9 basic access control bits 

- UGO x RWX

Setuid bit

- execute at owner permissions

- rather than user

Getgid bit

- execute at group’s permissions
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Disk Inode
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Ref: Ucla, cs111 sp 14 lec 12b



FFS: Data Storage

 Small files: 12 pointers direct to data blocks

Direct pointers

With 4kB blocks, sufficient

For files up to 48KB
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FFS: Data Storage

 Large files: 1,2,3 level indirect pointers

Indirect pointers

- point to a disk block 

containing only pointers

- eg. 4 KB blocks => 1024 pointers

=> 4 MB @ level 2

=> 4 GB @ level 3

=> 4 TB @ level 4

48 KB

+4 MB

+4 GB

+4 TB
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Device Files and iNodes
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Links

 Hard link

 Sets another directory entry to contain the file number 
for the file

 Creates another name (path) for the file

 Each is “first class”

 Soft link or Symbolic Link

 Directory entry contains the name of the file

 Map one name to another name
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Hard Links

shell command
ln /dirA/name1 /dirB/name2

is typically implemented using the link system call:

#include <stdio.h>

#include<unistd.h>

if (link(“/dirA/name1”, “/dirB/name2”) == -1)

perror(“failed to make new link in /dirB”);

name112345

nameinode

…

23567

…

1

…

inode 
12345

block 23567

“some text in the 
file…”

directory entry in /dirA

name212345

nameinode

directory entry in /dirB

2
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Hard Links: unlink

#include <stdio.h>

#include<unistd.h>

if (unlink(“/dirA/name1”) == -1)

perror(“failed to delete link in /dirA”);

…

23567

…

2

…

inode 
12345

block 23567

“some text in the 
file…”

name112345

nameinode

directory entry in /dirA

name212345

nameinode

directory entry in /dirB

1

if (unlink(“/dirB/name2”) == -1)

perror(“failed to delete link in /dirB”);

0
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Symbolic (Soft) Links

shell command
ln -s /dirA/name1 /dirB/name2

is typically implemented using the link system call:

#include <stdio.h>

#include<unistd.h>

if (symlink(“/dirA/name1”, “/dirB/name2”) == -1)

perror(“failed to create symbolic link in /dirB”);

name112345

nameinode

…

23567

…

1

…

inode 
12345

block 23567

“some
text in 
the file…”

directory entry in /dirA

name213579

nameinode

directory entry in /dirB

…

3546

…

1

…

inode 
13579

block 3546

“/dirA/na
me1”

Only count 
hard links!
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Directory Traversal – Example 2
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cp: copies file or directory 

cat: list the contents of a file

ln: hard link

ls: list the contents of directory  



Protection

 File owner/creator should be able to control:
 what can be done

 by whom

 Types of access
 Read

 Write

 Execute

 Append

 Delete

 List
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Access Lists and Groups

 Mode of access:  read, write, execute
 Three classes of users

RWX
a) owner access 7  1 1 1

RWX
b) group access 6  1 1 0

RWX
c) public access 1  0 0 1

 Ask manager to create a group (unique name), say G, and add some 
users to the group.

 For a particular file (say game) or subdirectory, define an appropriate 
access.

owner group public

chmod 761 game

Attach a group to a file

chgrp G    game
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A Sample UNIX Directory Listing
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Recap: File Connections
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Big Picture tying User Space, Kernel 
Space, and Disk File

CSCE-313 Spring 2017

33


