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Theme of Today’s Lecture

0 Unix File Systems

Bock 1/O

userl user2 user3 user4

Exceptions

Applications > System calls,

Operating System

[ Processor ]4=> Memory

Privileged
Operations
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The UNIX File System
N

0 File Systems and Directories

0 Accessing directories

0 UNIX inodes

0 Understanding links in directories

0 File protection/access control
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Typical File System Organization

partition A <

partition B <

Y4

directory

files

directory

files

> disk 1
partition C <
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Tree-Structured Directories

use'r/bin pub
userlfuser2fuser3| ... find |count] Is | cp bin | mail | netsc Jopenw
Voo o4y Voo

| SO0 o
bin |demo|ncludg ...
Voo

gcc | gdb | xmt
0 create subdirectories | ] ] Lxinitjxmanj xmh |xterm
O O O 4 4 4

O new concepts:

o current directory

o path names: complete vs. relative

o search paths
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Generalized Tree Structures
e

o share directories and files _
user | bin | pub

0 keep them easily accessible

A 4 A 4 A 4

userlfuser2user3| ... find |count| s cp pxman! bin | mail jopwin| netsc

IR
O O O

Links: File name that, when referred, affects file to which it was
linked. (hard links, symbolic links)
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UNIX Directory Navigation: Current

Directory
I

#include <unistd.h>

char * getcwd(char * buf, size t size);
/* get current working directory */

Example:

void main (void) {
char mycwd[PATH MAX];

if (getcwd(mycwd, PATH MAX) == NULL) {
perror (“Failed to get current working directory’);
return 1;
}
printf (“Current working directory: %$s\n”, mycwd) ;
return 0O;
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UNIX Directory Navigation — Open,

Read, Close
I

#include <dirent.h>

int main(int argc, char * argvl[]) {
struct dirent * direntp;
DIR * dirp;
if (argc !'= 2) {
fprintf (stderr, “Usage: %s directory name\n’,
argv[0]);
return 1;
}
if ((dirp = opendir (argv[1l])) == NULL) {
perror (“Failed to open directory’);
return 1;

}

while ((direntp = readdir(dirp)) != NULL)
printf ($s\n”, direntp->d name) ;
while ((closedir (dirp) == -1) && (errno == EINTR));

return 0;
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UNIX Directory Navigation — Traversal
I

#include <dirent.h>

DIR * opendir (const char * dirname) ;

/* returns pointer to directory object */
struct dirent * readdir (DIR * dirp);

/* read successive entries in directory ‘dirp = */
int closedir (DIR *dirp);

/* close directory stream * /
void rewinddir (DIR * dirp);

/* reposition pointer to beginning of directory */
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Directory Traversal — Example 1
I T

mkdir: creates a directory with the name supplied in the argument
rmdir: removes a directory with the name supplied in the argument
mv: moves a file or directory to new location (or name)

cd: change directory

%:_l UVser Vierw # G F/'ltgﬂr-\%‘_ B Worbc‘rd' eka/wf/CL

% mRdiv  demodiv <space sﬁ.;f:c;l\rf:;“i dn'vecibvn

7. cd. demodiv
/. mRd/ir b cops
7 my b <

/o vmolcr sops

S e @
Z mRdry dl d2
S ed cofoo

7 mRds, O/emod;'y/a.
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Internal Structure of a File System

A5 Inteynal Shuchune Gf aF:Iestfm

Abstactiony :  Frome disk plattew to partihons o

Ma/vm{j gf block ' | Three /Qldu'ona
o«

Lol [2allefsle[T---TTT11]
block Assigning numbewn o duk blocks

S A
e — dat aa
[ B

]
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Sections of a File System

e

4 Su()e,\,- Block : dontans m.{iovmo.ﬁoh abouk e Ovaamzaiiay\'

e _@\e s&am. Size ‘4"('(«\2 Super block & Unix Veru
e pendent .

> inode_ +able ¢ Stuct cov\-’minc.\a onpwﬁex,\ a;f :ﬁl\% w an M

Size, owner/d , time of mod et -
Al nodea qve the sanwe size

Inode table w an aniy af Ihode Shuch
Cach inode hao a posifion ;d in Tha ihode Tabk

For example, node. 2 bte 3"t on
fhe inode tabile. {4 He ﬁle STEW-
P Datn amea :  Contming e fle content . A file can be
» | block
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Creating a File

An exwvw,a,l.r_ d cyecd:l'r?j afi/e on disk

+—\node numbens

47

L 2
é ﬂ 3\ )A ¢l |e= dusk

‘ A 200 627 992

‘ \ ’ //

lock humbesn

Store fife m{—)mm«xh‘oq

m INodo

Storve SW o‘tdah b‘OCka ])i»ccbna
627200997 123 | feo 4

Lis+ datn blotka

us b y

ed Y He -ﬁle 47 | usevlst
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Steps to Create a File
T

Fou, M aln o)awn:b'om Ef(:rewllﬂ A f”e

I) Stove :pvopen-’(\e/.x . Kewnel looka 1%r O“P""Q inode
Herew it —Frnds inode 47  The Reynel ecorda ﬁ/e
In#ovmod]On. Un This moc(o.

VD) Stove datn : Tis e reguives 3 blocks of stovage.
The kevnel findo 3 disk blocks fomits hit o Free
blocks : # 627,200,992 7ha Contert v Stoved un
that order .

3> Recovel. AllocaZin @ The keynal vecovda the Sepuence

‘<rrp block numbess 4, tha dik allocalin secton of
He /node. .

4') Add Filengme to the D'W'Cdv‘g . Kevrel adds the
nnam.a_ ard  hode # Asou'abion
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How does “cat userlist” work

1) Search the bfv*ec:tbva :po«r The -ﬁ/enam/\&
2) Locate awnd Reaol [node
3) Go 1o the datn blocks ome 6a e n Sequerite

gAY userlis €

[ 12.2

47

Fvom gluam'&) Qale content

- Seavth 1he di'rect

= Find the a.ssoa‘a.@?/’nurn,

- Use the Jnum o locate 'nodae.

= reagd rnode 1o Qliern datn block
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A Five-Year Study of File-System Metadata

NITIN AGRAWAL
University of Wisconsin, Madison

CharacteristiCs Of FilesS mm s

Microsoft Research

I
0 Most files are small

0 Most of the space is occupied by the rare big ones

A Five-Year Study of File-System Metadata  ° 9:9

12000 1800 : : |
A { 2000 ——
1600 o 2001 :
10000 @) P : 2002
b ) : 2003 - i
£ ‘g’ 1400 e a 2004 -----
g 8000 £ 1200 /
) @ !'l “\".
P o 1000 o i
= 6000 = R
g g 800
8 4000 R
T g
”§ 400
2000 2
200
0 0 it .
0 8 128 2K 32K 512K 8M 128 512 4K 32K 256K 2M 16M  128M 1G 8G 64G
File size (bytes, log scale, power-of-2 bins) Containing file size (bytes, log scale, power-of-2 bins)
Fig. 2. Histograms of files by size. Fig. 4. Histograms of bytes by containing file size.
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|Il

So what about a “real” file system
A T

Inode Array Triple  Double
Indirect Indirect Indirect Data
/ Inode  Blocks Blocks Blocks Blocks

_ File'
file_number Metadata %

—— . Direct \D

Pointers

Indirect Pointer /\D—D
Dbl. Indirect Ptr. N . ‘l:l
Tripl. Indrect Ptr: ——D\D\_':%\D
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Unix Fast File System

I
0 File or iINode Number is index into inode arrays
0 Multi-level index structure

o Great for little to large
o Asymmetric tree with fixed sized blocks

0 Metadata associated with the file

o Rather than in the directory that points to it
0 Locality Heuristics

o Block group placement

0 Reserve space

0 Scalable directory structure
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FFS: File Attributes

T
0 Inode metadata

Inode Array Triple  Double
Indirect Indirect Indirect Data
/ lnode— Blocks Blocks Blocks Blocks

File”
Metadata
User -1
Group : —
@ basic access control bits s []

- UGO x RWX N

Setuid bit 3

- execute at owner permissions ..,

- rather than user A ] D\D
Getgid bit u\D

- execute at group’s permissions —D\D—
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Disk Inode
20
Disk Inode

Common to all File Systems Specific to this File System

AL A
- [
; : Actual | Gener- |
Node | % | pin | By | Sie [ASFS Moy (Coate | 13 | pig | afion |
Count Date Date Date |Pointer i
Count (Number | =
0 127
Data Block Pointers
Level of
0[0(0 O010[O]| 1(2] 3] Indirection
l I l | (not implemented)
Data Indirection || Indirection || Indirection
Block Block Block Block
| I I S I | I I I | Data Indirection | | Indirection
; s|s Block Block Block
File type t] User | Group | Other
UG i * *
1|1
D{D| Data Indirection
9 Block Block
Data
Block
Ref: Ucla, cs111 sp 14 lec 12b >
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FFS: Data Storage
0 Small files: 12 pointers direct to data blocks

Inode Array Triple  Double

Indirect Indirect Indirect Data
Inode  Blocks Blocks Blocks Blocks
Fil,e’/
adata
12000 ! T ! ! r 2000 ——
| | 2001 -------
Direct 10000 |- | e
Pointers € TS SN | )
. : g S0 S : i
Direct pointers H ' '
E 6000 fpo
18
With 4kB blocks, sufficient L g 4000
. Indirect Pointer ~
For files up to 48KB Dbl. Indirect Ptr. 2000 I
Tripl. Indrect Ptr: ‘ |
OG ) BN 12IS 2IK 32K 512K 8IIVI 128M
File size (bytes, log scale, power-of-2 bins)
Fig. 2. Histograms nLﬁ.lg;.I::I'ze.
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FFS: Data Storage
IEHIIlllllllq!FIIIIIIIIIIFIIIIFllllllllllllllllllllllllllllllllllll
Large lles: 1,2,3 leve |nd|rectepomters

Inode Array Tripl ouble
_ _ - Indirect Indirect Indirect Data
el Eh Peliniieie Inode  Blocks Blocks Blocks Blocks
- point to a disk block
containing only pointers File”

- eg. 4 KB blocks => 1024 pointers etadata
=>4 MB @ level 2

48 KB
=>4 GB @ level 3
=>4TB @ level 4 -1 4 MB
Direct \
ointers D
A Five-Year Study of File-System Metadata ¢ 9:9
- : E— ] " +4 GB

1600 ey 2001 - p
1400 2003 -

]
1200 A | ‘L\“‘ N _ t Po intef l:’
[]

1000 fof A lirect Ptf. = R R _
80 drect Ptf. \_'\D

400

L e e H——g 78

\

¥

Used space per file system (MB)

512 4K 32K 256K 2M  16M  128M  1G 8G  64G
Containing file size (bytes, log scale, power-of-2 bins)

Fig. 4. Histograms of bytes by containing file size.
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Device Files and iNodes

23 [

DRWER

e

(hode -Fov o

de\/\‘ce -F\‘Q.
8.3 AN Contains a poirter
‘ 10 a dewee dviver n the Keavel

inodq -gov o disk Pes
?ﬂe contains 2 list | -
of pownkens to blocks I e
in ¥he dadn veaion ttyoz

— u-tmp

blvec:hyv

8 The distnetion be*wew\-kai)e o Piles occuns ot mode lwel
O An mede can be o.jask file mode ov a deuce file inode

f

pPoints 4o He block, Contains e pomtes
On Hhe disk ho‘d"t’f data_ 1o a +akle
Kevnel subvoutines
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Links

T
0 Hard link

o Sets another directory entry to contain the file number
for the file

o Creates another name (path) for the file
o Each is “first class”

0 Soft link or Symbolic Link
o Directory entry contains the name of the file
0 Map one name to another name
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Hard Links

directory entry in /dira  directory entry in /dirB
] o name inode ame |0
12345 namel 12345 name?2
inode
, B block 23567
- ] “some text in the
2 file...”
23567
shell command
In /dirA/namel /dirB/name?2

is typically implemented using the link system call:

#include <stdio.h>
#include<unistd.h>

if (link (“/dirA/namel”, “/dirB/name2”) == -1)
perror (“failed to make new link in /dirB”);
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Hard Links: unlink

o directory entry in /dira  directory entry in /dirB B

inode name inode nhame
5 namel 1 name?2
inode
, 12345 block
= | “some text int
= (0] | file..” B
23567

#include <stdio.h>
#include<unistd.h>

if (unlink(“/dirA/namel”) == -1)
perror (“failed to delete link in /dirA”);

if (unlink(“/dirB/name2”) == -1)
perror (“failed to delete link in /dirB”);
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Symbolic (Soft) Links

directory entry in /dira directory entry in /dirB
inode name inode hame
12345 namel 13579 name?2
Only count
hard links! inode {/Gnode
| besn block 23567 |4 13979 block 3546
“some e “/dirA/na
:::§§~\ 1 text in 1 mel”
‘ the file...”
23567 3546
shell command
ln -s /dirA/namel /dirB/name?2
is typically implemented using the link system call:
#include <stdio.h>
#include<unistd.h>
if (symlink(“/dirA/namel”, “/dirB/name2”) == -1)

perror (“failed to create symbolic link in /dirB”);
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Directory Traversal — Example 2
I T

L :
File_Commands - Wovking exansple cp: copies file or directory

h ed demodir dpace for wovking 4o  COf: list the contents of a file
/- ce /e"!c'/ﬁ“’“f X d“‘ec\m\a Sthuchun In: hard link

/- cat x

voot .4, O !

bin :: 1: b, daemon
Usens :: 200,

7 CP x COPy.o,f.x g;mple shell code.

Is: list the contents of directory

(1% Cop‘y.qﬁ.x y while Hua,
me x a do
cd ¢

Cp .)a/x d2 [xcopy

th ., /a/x  di/xlink

Ls > dl/xlink

<p dl/)(lmk z

Vi ../../demodiv-/c/dz/--/z
ed w i

Cat  demodiv/a/X

uwhai dppears hm.?)ﬂt

mKRdav deef-weu
cd dap—weé(
done

WM’ WMdﬂ%/’W@

o B - R N R W
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Protection

o
0 File owner/creator should be able to control:
o what can be done
0 by whom

0 Types of access
0 Read
o Write
o Execute
o Append
o Delete
o List
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Access Lists and Groups

0 Mode of access: read, write, execute
0 Three classes of users

RWX
a) owner access 7 = 111
RWX
b) group access 6 = 110
RWX
c) public access 1 = 001

0 Ask manager to create a group (unique name), say G, and add some
users to the group.

o Fora particular file (say game) or subdirectory, define an appropriate

access.
ownRer gro‘uyblic

chmod 761 game
Attach a group to a file
chgrp G game
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A Sample UNIX Directory Listing

[tyagi]@linux2 ~/csce313/fald> (17:01:25 02/13/15)
is —1&t

total 14

drwxr—-xr-x tyagli games Nov 5 18:17 pipes

drwxr-xr-x tyagi games Nov 12 14:59 shmem

drwxr-xr-x tyagi games Nov 18 09:28 demodir

drwxr-xr-x tyagi games Dec 3 17:48 network

drwxr-xr-x tyagi games Dec 10 16:20 fifo

drwxr-xr-x tyagi games Dec 11 18:28 signals

drwxr-xr-x tyagi games Dec 12 15:56 unixio

[tyagi]@linux2 ~/csce313/fal4d> (17:01:28 02/13/15)
:: 1ln -s unixio/f3/foo

[tyagi]@linux2 ~/csce313/fal4d> (17: 3 02/13/15)
1ls —1¥Et
total 15
drwxr-xr-x
drwxr-xr-x
drwxr—-xr—-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr—-xr-x
lrwxrwxrwx

tyagi games
tyagi games
tyagli games
tyagi games
tyagi games
tyagi games
tyagli games
tyagi games

Nov 5 : pipes

Nov 12 : shmem

Nov 18 4 demodir

Dec 3 : network

Dec 10 : fifo

Dec 11 : signals

Dec 12 g unixio

Feb 13 - foo -> unixio/f3/foo

P ONNOBNN
WoNWOo bk O

=

[tyagi]@linux2 ~/csce313/fal4d> (17: 3 02/13/15)




Recap: File Connections

e

5 Each open connection i vepve sented bv o Firle Besav-lp't'ov

. Two o‘be_n connecons 4o the same —Pv\e mauo exist ak

o di%&w«t locadiai, tn +the Lile

Each pwoeerr has i cwn File besc viptoyv tuble VY.PYesm‘hLS
‘b " 77
o) O'S_\ chen :?n\e. Connecthions

File desw"?‘h’" toble estublishea connection +o +he.
Open File Table Ao sthucbue inside e kevnel .

€ acin entyy mside H< Open fle 4able veprenesta a

Connecdhiovi t0 o0 :?(,(g_ , #d fle cesevipton pom:h'aoi‘b

H:,Msd—ponrdbr—éom Vhode table thet Codaena detnil,
Entwm#X File A

'gir File Pos File acs
end = File Size
2 E1l)
4

{,,43‘? #y File

P

P

File pas__|
=]

Frle desoptor  Frle Tuble V-node table



Big Picture tying User Space, Kernel

SEace, and Disk File
-

= R
Kevnd Space) ( Phégqibriw.
' Proceas Open wle vhode !
Rrocers 142) : Table Tokle ¢ Table | | . :
Ly | S G | e 1] | %ﬂem
; i e
" [ews| [ | ffset > hao (1| ! -
| | FoTable Vnodgpbrg/ Fog pl i l )
| E/ ft 01 | fiwae 3| __|
Procesn 1215 ‘ ; '2'9"'*@ ;
fd [41 pd 142) Shabus
: Fo Ta.b\e//? W |
‘ . Viods =z —* 4
S 3 I 2. Rff"‘f G:l Jyp‘@ i
Cenaip 5 1 e Atew [
) STOW of Process 142 7 sise 7
W vec‘i\ireckeo(*b(,ow_ St [&] Refent (11 |
otxt” Mae & )| [ | ‘
2 : ' Vnodepy
) PRu% lﬁls\‘m ny e %
”‘w‘_w\\f fm\, foo.-htt 1 '
m e fl'/e_ dCSM/)fD("' } :
’ 1




