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Encryption and the Law



Today – Encryption research and the law

•Anticircumvention law 
•The Computer Fraud and Abuse Act 
•Contracts 
•Code, speech, and the First Amendment

Wednesday – Encryption law and policy

•Limits on encryption of communications 
•Lawful surveillance 
•“Going dark” and the obligation to decrypt 
•Export control and encryption



“Anticircumvention Law” 
(the law that governs DRM)



“Anticircumvention Law” 
(the law that governs DRM)

1. Governs access to the underling content, instead of 
access to the computer itself. 

2. Almost nothing to do with copyright law.



“Normal” copyright



“Normal” copyright

[Congress shall have the power] To 
promote the Progress of Science and 
useful Arts, by securing for limited Times 
to Authors and Inventors the exclusive 
Right to their respective Writings and 
Discoveries
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“Normal” copyright
[Congress shall have the power] To promote the Progress of Science and 
useful Arts, by securing for limited Times to Authors and Inventors the 
exclusive Right to their respective Writings and Discoveries

•Literary works 

•Musical works 

•Dramatic works 

•Choreographic works 

•Pictorial, graphic, and 
sculptural works 

•Audiovisual works 

•Sound recordings 

•Architectural works

•Reproduction 

•Distribution 

•Derivative works 

•Public performance (not 
sound recordings) 

•Public display 

•Digital audio transmission 
(sound recordings only)

•Limited (but long!) 
duration 

•Statutory carveouts and 
blanket licenses 

•Fair use 

•Judicial interventions
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“Normal” copyright



“Anticircumvention”



“No person shall circumvent a technological measure that 
effectively controls access to a work protected under this title.”



“No person shall circumvent a technological measure that 
effectively controls access to a work protected under this title.”

(encryption is this)

(software is this)



Access Protection

Rights Protection 
(e.g., disabling copying, 

eliminating outputs, 
degrading copies)

Individual 
Circumvention

prohibited, subject to some 
permanent and some 
evolving exceptions 
(§ 1201(a)(1)(A))

not addressed by DMCA 
(per legislative history, 

governed by copyright law 
itself)

Making or Offering 
Devices that 
Circumvent

prohibited if primarily 
designed to do so, or if 

marketed to do so, or if it 
has limited purpose other 

than to circumvent 
(§ 1201(a)(2))

prohibited if primarily 
designed to do so, or if 

marketed to do so, or if it 
has limited purpose other 

than to circumvent
(§ 1201(b))



“No person shall circumvent a technological measure that 
effectively controls access to a work protected under this title.”



(3) As used in this subsection—  
 
(A) to “circumvent a technological measure” means to descramble 
a scrambled work, to decrypt an encrypted work, or otherwise to 
avoid, bypass, remove, deactivate, or impair a technological 
measure, without the authority of the copyright owner; and  

(B) a technological measure “effectively controls access to a work” 
if the measure, in the ordinary course of its operation, requires the 
application of information, or a process or a treatment, with the 
authority of the copyright owner, to gain access to the work.













“No person shall circumvent a technological measure that 
effectively controls access to a work protected under this title.”





§ 1201(f) – Reverse Engineering 

§ 1201(g) – Encryption Research 

§ 1201(j) – Security Research 

Triennial Petitions to the Copyright Office

Exceptions



§ 1201(f) – Reverse Engineering


§ 1201(g) – Encryption Research 

§ 1201(j) – Security Research 

Triennial Petitions to the 
Copyright Office

Exceptions

Good news

Bad news

You may can circumvent a TPM to 
analyze a program to achieve 
interoperability with another program.

Must be your “sole purpose,” 
information must not otherwise be 
available, and only for achieving 
interoperability with “an independently 
created computer program”



§ 1201(f) – Reverse Engineering 

§ 1201(g) – Encryption Research


§ 1201(j) – Security Research 

Triennial Petitions to the 
Copyright Office

Exceptions

Good news

Bad news

Can circumvent TPM for “encryption 
research”

Must demonstrate that it is done to 
“advance the state of knowledge in the 
field of encryption technology,” must 
be necessary for research, must try and 
obtain authorization before 
circumvention. Courts adopt an 
onerous test to see if bona fide 
research.



§ 1201(f) – Reverse Engineering 

§ 1201(g) – Encryption Research


§ 1201(j) – Security Research 

Triennial Petitions to the 
Copyright Office

Exceptions

Good news

Bad news

Can circumvent TPM for “encryption 
research”

Must demonstrate that it is done to 
“advance the state of knowledge in the 
field of encryption technology,” must 
be necessary for research, must try and 
obtain authorization before 
circumvention. Courts adopt an 
onerous test to see if bona fide 
research.

In determining whether a person qualifies for the exemption under paragraph (2), the 
factors to be considered shall include—  

(A) whether the information derived from the encryption research was disseminated, 
and if so, whether it was disseminated in a manner reasonably calculated to advance 
the state of knowledge or development of encryption technology, versus whether it 
was disseminated in a manner that facilitates infringement under this title or a 
violation of applicable law other than this section, including a violation of privacy or 
breach of security;  

(B) whether the person is engaged in a legitimate course of study, is employed, or is 
appropriately trained or experienced, in the field of encryption technology; and  

(C) whether the person provides the copyright owner of the work to which the 
technological measure is applied with notice of the findings and documentation of the 
research, and the time when such notice is provided.



§ 1201(f) – Reverse Engineering 

§ 1201(g) – Encryption Research 

§ 1201(j) – Security Research


Triennial Petitions to the 
Copyright Office

Exceptions

Good news

Bad news

Can circumvent TPM for “security 
testing” of a computer system

Must have permission from owner of 
computer, must be to address a flaw in 
the “computer, computer system, or 
network.” Courts again look to how 
the information was used to see if this 
was done in good faith.



§ 1201(f) – Reverse Engineering 

§ 1201(g) – Encryption Research 

§ 1201(j) – Security Research 

Triennial Petitions to the 
Copyright Office

Exceptions

Good news

Bad news

Can be whatever you want it to be!

You have to convince the Copyright 
Office, Department of Commerce, and 
Librarian of Congress that the 
exemption should exist.



§ 1201(f) – Reverse Engineering 

§ 1201(g) – Encryption Research 

§ 1201(j) – Security Research 

Triennial Petitions to the 
Copyright Office

Exceptions

Good news

Bad news

Can be whatever you want it to be!

You have to convince the Copyright 
Office, Department of Commerce, and 
Librarian of Congress that the 
exemption should exist.



Sept. 2014
Nov. 2014

Dec. 2014



Feb. 2015 March 2015



May 2015



June 2015



June 2015



“Computer programs, where the circumvention is 
undertaken on a lawfully acquired device or machine on 
which the computer program operates solely for the 
purpose of good-faith security research […] and the 
device or machine is one of the following:”

(A)  a device or machine “designed for use by individual 
consumers” (including voting machines) 

(B)  a “motorized land vehicle” 

(C)  “A medical device designed for whole or partial implantation in 
patients or a corresponding personal monitoring system,” so long as 
the device won’t later be used in a patient



“Anticircumvention” – the law around 
accessing encrypted software / media



The CFAA – the law around 
accessing another’s computer



Roots of the CFAA

1983







Roots of the CFAA
1970s – 80s

• “trespass” 
• “fraud”  
• “property”

CC BY-ND Paul Sullivan



The CFAA Today
18 U.S.C. § 1030(a)

(1) access a computer without authorization or exceeding authorized 
access, and obtain classified or atomic energy information, with reason 
to believe that information could be used to injure the United States 

(2) access a computer without authorization or exceeding authorized 
access, and obtain “information from any protected computer” 

(3) access without authorization any nonpublic computer of an agency of 
the United States government 

(4) with intent to defraud, access a computer without authorization or 
exceeding authorized access, and by doing so further the intended 
fraud and obtain a thing of value



The CFAA Today
18 U.S.C. § 1030(a)

(5) (A) knowingly cause transmission of a program, and intentionally cause 
damage 
(B) intentionally access computer without authorization, and as a 
result, recklessly cause damage 
(C) intentionally access a computer without authorization, and as a 
result cause damage and loss 

(6) trafficking in passwords through which a computer may be accessed 
without authorization 

(7) with an intent to extort, transmit a threat to cause damage to a 
computer or obtain information from a computer without authorization



The CFAA Today
Putting them together

(1) the obtaining classified / atomic energy information one 

(2) the “obtaining information” one 

(3) the access to nonpublic fed. computers one  

(4) the “fraud, but with computers” one 

(5) the three “damage” crimes 

(6) password trafficking 

(7) the “extortion, but with computers” one



The CFAA Today
Putting them together

(1) the obtaining classified / atomic energy information one 

(2) the “obtaining information” one


(3) the access to nonpublic fed. computers one  

(4) the “fraud, but with computers” one


(5) the three “damage” crimes


(6) password trafficking 
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(2) intentionally accesses a computer without authorization or exceeds 
authorized access, and thereby obtains […] (C) information from any protected 
computer 

(4) knowingly and with intent to defraud, accesses a protected computer without 
authorization, or exceeds authorized access, and by means of such conduct 
furthers the intended fraud and obtains anything of value [not counting use of 
the computer, if that use is not worth more than $5000] 

(5)  (A) knowingly causes the transmission of a program, information, code, or 
command, and as a result of such conduct, intentionally causes damage without 
authorization, to a protected computer; 

(B) intentionally accesses a protected computer without authorization, and 
as a result of such conduct, recklessly causes damage; or 

(C) intentionally accesses a protected computer without authorization, and 
as a result of such conduct, causes damage and loss

(a) Whoever–

shall be punished as provided[.]
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CFAA Claims

§ 1030(a)(4)

Computer fraud

§ 1030(a)(2)

Unauthorized access of protected 

computer

§ 1030(a)(5)(B)

Computer damage

“exceeds authorized 
access”

“without 
authorization”

- intent to defraud 
- accessed computer to 
further 
- obtained a thing of 
value

- obtained 
“information”

- recklessly cause 
damage

§ 1030(a)(5)(A)

Computer damage

- transmit code 
- intentionally cause 
damage

§ 1030(a)(5)(C)

Computer damage

- cause damage and 
loss



CFAA Claims

§ 1030(a)(4)

Computer fraud

§ 1030(a)(2)

Unauthorized access of protected 

computer

§ 1030(a)(5)(B)

Computer damage

“exceeds authorized 
access”

“without 
authorization”

- intent to defraud 
- accessed computer to 
further 
- obtained a thing of 
value

- obtained 
“information”

- recklessly cause 
damage

§ 1030(a)(5)(A)

Computer damage

- transmit code 
- intentionally cause 
damage

§ 1030(a)(5)(C)

Computer damage

- cause damage and 
loss

the term “exceeds authorized access” means to access a 
computer with authorization and to use such access to 
obtain or alter information in the computer that the 
accesser is not entitled so to obtain or alter;
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