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Monday – Encryption research and the law

•Anticircumvention law 
•The Computer Fraud and Abuse Act

Today – Encryption law and policy

•Intro to lawful surveillance 
•Reconciling encryption with lawful surveillance 
•Regulation on sharing details of encryption – export control 
•Code, speech, and the First Amendment



Surveillance



The right of the people to be secure in their persons, 
houses, papers, and effects, against unreasonable searches 
and seizures, shall not be violated, and no Warrants shall 
issue, but upon probable cause, supported by Oath or 
affirmation, and particularly describing the place to be 
searched, and the persons or things to be seized.

The Fourth Amendment
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The Fourth Amendment
A “search” requires a “warrant,” which must be 
backed by “probable cause”

• A “warrant” must go before a neutral party (usually 
a magistrate judge) 

• A “warrant” must be accompanied by an affidavit 
demonstrating the factual basis for the search 

• A “warrant” must be for a specific search or seizure, 
and not a “general warrant”



The Fourth Amendment
A “search” requires a “warrant,” which must be 
backed by “probable cause”

• The government must demonstrate the facts and 
circumstances that would lead a person “of 
reasonable caution” to believe that the search will 
reveal evidence of criminal activity or contraband
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The Fourth Amendment
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“reasonable expectation of privacy” 
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No REP…
• Voluntarily surrendering information 

• Information disclosed to third parties (stay tuned for 
Carpenter v. United States (SCOTUS 2018)) 

• And with emails disclosed to a web host, United 
States v. Warshak (6th Cir. 2010) 

• When crossing a border into the United States (stay 
tuned for Alasaad v. Nielsen (D. Mass. ???)) 

• When being searched incident to an arrest (Except with 
respect to devices! Riley v. California (2014))



Statutory privacy protections



ECPA

Wiretap Act Pen/Trap Stored 
Communications Act

• Real-time surveillance 
of content 

• Requires “super 
warrant” – PC, plus 
serious felony, plus 
exhaustion

• Real-time surveillance 
of DRAS information 

• Requires that applicant 
“certify” that 
information is 
“relevant”

• All content and 
metadata in storage 

• Differing levels of 
process for different 
types of information:  
• basic subscriber info –

 subpoena 
• most non-content 

records – “specific facts” 
showing “grounds to 
believe” that info. is 
“relevant and material” 

• content – search warrant 
(but maybe less for 
opened/old email)
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… but what if it doesn’t work?

• Force companies to 
use worse crypto?


• Compel the 
witness/target/
suspect to unlock it? 

• Compel the 
software 
manufacturer to 
design a break?

CALEA (47 U.S.C. § 1001 et seq.)

• Requires telecommunications 
carriers to be able to isolate and 
provide LE to communications 
when they have lawful 
authorization to access them. 

• Does not regulate “information 
services” – ISPs, cable TV, etc. 

• Does not prohibit users from 
employing their own end-to-end 
encryption
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… but what if it doesn’t work?

• Force companies to 
use worse crypto? 

• Compel the 
witness/target/
suspect to unlock it?


• Compel the 
software 
manufacturer to 
design a break?

Possibly, but yet 
another 

Constitutional 
Amendment!



The Fifth Amendment

No person shall be held to answer for a capital, or otherwise 
infamous crime, unless on a presentment or indictment of a Grand 
Jury, except in cases arising in the land or naval forces, or in the 
Militia, when in actual service in time of War or public danger; nor 
shall any person be subject for the same offence to be twice put in 
jeopardy of life or limb; nor shall be compelled in any criminal case 
to be a witness against himself, nor be deprived of life, liberty, or 
property, without due process of law; nor shall private property be 
taken for public use, without just compensation.



The Fifth Amendment

No person shall be held to answer for a capital, or otherwise 
infamous crime, unless on a presentment or indictment of a Grand 
Jury, except in cases arising in the land or naval forces, or in the 
Militia, when in actual service in time of War or public danger; nor 
shall any person be subject for the same offence to be twice put in 
jeopardy of life or limb; nor shall be compelled in any criminal case 
to be a witness against himself, nor be deprived of life, liberty, or 
property, without due process of law; nor shall private property be 
taken for public use, without just compensation.



… but what if it doesn’t work?

• Force companies to 
use worse crypto? 

• Compel the 
witness/target/
suspect to unlock it?


• Compel the 
software 
manufacturer to 
design a break?

Take the Fifth?

• Has to be “testimonial” and 
“incriminating” 

• “Foregone conclusion doctrine” says 
that producing evidence alone is likely 
not enough to qualify 

• Courts applying this to locked phones 
are fracturing – defenses tend to be 
strongest when government cannot 
already show that the suspect put the 
password on the device in question
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Intro to Export Controls





What are export controls? 
Why have export controls?



Legal restrictions on technology information

1. Arms Export Control Act (AECA) 

1.1.  International Traffic in Arms Regulations (ITAR) 

2. Export Administration Act / Int’l Emergency Economic 
Powers Act 

2.1. Export Administration Regulations (EAR) 

3. Trading With the Enemy Act of 1917 and related EOs 

4. Invention Secrecy Act 

5. Atomic Energy Act 

6. Executive Order 13,526 (Classification of Information)
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Export Administration Regulations

• Controlled Items 

• Controlled Nations

• Controlled People

Cuba, Iran, Iraq, North Korea, 
Russian-controlled Crimea, Syria, 
and “Russia Industry Sector”



Export Administration Regulations

• Controlled Items


• Controlled Nations 

• Controlled People

15 C.F.R. § 734.2(c): “Items subject 
to EAR” consist of the items listed on 
the Commerce Control List (CCL) 
… and all other items which meet the 
definition of that term.

15 C.F.R. § 734.2(a)(1): “Subject to 
the EAR” is a term used in the EAR to 
describe those items and activities 
over which BIS exercises regulatory 
jurisdiction under the EAR.



Export Administration Regulations

• Controlled Items


• Controlled Nations 

• Controlled People

Excluded:
• Items where another agency takes exclusive 

authority (e.g., Dep’t of State with ITAR) 
• De minimis US contact 
• Generally available for free 
• Published material – books, pamphlets, 

newspapers, and sheet music (?) 
• Incl. “posting on the Internet on sites available 

to the public” (§ 734.7(a)(4)) 
• note: ITAR has not taken a similar position 

• Disclosed in a patent or published patent 
application 

• Fundamental research
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mathematics, the results of which ordinarily 
are published and shared broadly within the 
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researchers have not accepted restrictions for 
proprietary or national security reasons. 
(§ 734.8(c))
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Export Administration Regulations

• Controlled Items


• Controlled Nations 

• Controlled People

The Commerce Control List:
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Software and Export Control
generally speaking…

• software related to military uses or ITAR “defense articles” regulated 
by ITAR instead of EAR* 

• software that is publicly available without charge is not restricted* 

• export to Canada is not restricted, with only a few specific exceptions 
(software related to nuclear technology, firearms, and some 
wiretapping tech) 

• “Mass market software” EAR § 740.13(d) – sold from stock, 
designed for installation without further support from supplier 
(beyond help lines, etc.)* 

• Software patches for pre-cleared software ok 

• The underlying media that embody software are not restricted (CDs, 
USB sticks, etc.)

(* = encryption caveat, stay tuned)



Encryption and Export Control













2^56 combinations 
(72,057,594,037,927,936)







2^128 combinations 
(340,282,366,920,938,463,463,

374,607,431,768,211,456)





Encryption and Export Control
generally speaking…

• certain applications (e.g., use in medical applications) is regulated 
instead by those provisions – often EAR99 

• If “primary function” is not computing; networking; sending, 
receiving, or storing communications; or information security, the use 
is excluded. 

• e.g., DRM and anti-piracy, HVAC systems, certain CAD and 
visualization software 

• “Weaker” encryption (below 56-bit symmetric, 512-bit asymmetric, 
or 112-bit elliptic curve) is excluded. But check. 

• For other “Mass Market” items that don’t qualify above, OK to self-
classify and file an annual report instead of a license, though must 
subject to BIS and NSA inspection.



Encryption and Export Control
generally speaking…

• Some things need BIS notification and 30-days delay, even if “mass 
market” 
• certain electronic assemblies and field-programmable logic 

devices 
• cryptographic development kits 
• automated vulnerability analysis 
• advanced digital forensics tools  

• BIS now (reluctantly) exempts publicly available source code and 
object code for encryption, provided you notify BIS where on the 
Internet you found it
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“Deemed Export”

15 C.F.R. § 734.13(a)(2) – [“Export” includes] Releasing or 
otherwise transferring “technology” or source code (but not 
object code) to a foreign person in the United States. 

22 C.F.R. § 120.17(a)(2) – [“Export” includes] Releasing or 
otherwise transferring technical data to a foreign person in the 
United States.



Software and Free Speech












