
Lecture 21: Applications of protected computing

• Lab 11 due Wednesday 5/1 

• Online course evaluation is live at bu.campuslabs.com/courseeval 

• Thursday office hours: 12-1pm and 3-5pm 

• Final exam 

• Scope: all topics covered in lectures, recitations, and labs (except law/policy) 

• Sample final exam has been posted on Piazza 

• Final exam review session is on Saturday 5/3 at 3-5pm (location TBD)



Images: Facebook, Wikipedia

Data is toxic 
silo data → safeguard privacy

Data is valuable 
share data → new social insights
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Cryptography enables secure data analysis for social benefit
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Goal 3: Evaluating Success 

Employers agree to… contribute data 
to a report compiled by a third party 
on the Compact’s success to date. 
Employer-level data would not be 
identified in the report.



Employers

2016

2017 114

69

Employees

2016

2017 167k

113k

Image: Wikipedia
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Trust Spectrum

Trust us Trust no oneTrust anyone



Techniques for cryptographically secure computing

• Garbled circuits 

• Secret sharing

Th
ro

ug
hp

ut
 o

f A
ES

 e
nc

ip
he

rin
g 

(b
yt

es
/s

ec
)

using MPC 

in the clear



Additional applications  
of protected computing



Cloudflare: anonymous web browsing

• Goal: anonymous authentication 

• Primitive: verifiable oblivious PRF

Source: Davidson, Goldberg, Sullivan, Tankersley, and Valsorda, Privacy Pass: Bypassing Internet Challenges Anonymously

Image: Wikipedia



BU +

• Identifying information about a 
survivor and the accused can 
only be decrypted by a lawyer 
when at least 2 users name the 
same perpetrator 

• Demo available online at 
cryptography.projectcallisto.org



BU +

Bob

Carlos

Alice

Accused: Mallory 

Accused: Mallory 

Accused: Eve

Alice 
Mallory

Bob 
Mallory

Carlos 
Eve



Protecting cryptographic keys

Unbound tech

Source: Archer et al, From Keys to Databases – 
Real-World Applications of Secure MPC



Protecting cryptographic keys

Unbound tech Preveil 
“IT can still access encrypted corporate 
information and recover user keys using 
Approval Groups. They are the 
cryptographic equivalent of giving 
fragments of your house key to 
your neighbors. No single 
neighbor can access 
your house, but if you 
lose your key, your 
neighbors can get 
you back in.”

Source: www.preveil.com
Source: Archer et al, From Keys to Databases – 
Real-World Applications of Secure MPC



Google: keyboard predictions

• Train a deep neural network for 
keyboard typing predictions 

• Stochastic gradient descent 
over high-dimensional vectors

Source: Bonawitz, Ivanov, Kreuter, Marcedone, McMahan, Patel, Ramage, Segal, and Seth, Practical 
Secure Aggregation for Privacy-Preserving Machine Learning



Partisia: financial markets

• Auctions (eg sugar beets)

Source: Bogetoft, Christensen, Damgard, Geisler, Jakobsen, Krøigaard, Nielsen, Nielsen, Nielsen, Pagter, 
Schwartzbach, and Toft, Secure Multiparty Computation Goes Live



Partisia: financial markets

• Auctions (eg sugar beets) 

• Market clearinghouse 

• Match incoming orders 

• Compare with price signals 
from realized trades

Source: Archer, Bogdanov, Lindell, Kamm, Nielsen, Pagter, Smart, and Wright,  
From Keys to Databases – Real-World Applications of Secure MPC



Partisia: financial markets

• Auctions (eg sugar beets) 

• Market clearinghouse 

• Match incoming orders 

• Compare with price signals 
from realized trades 

• Credit rating 

• Uses linear programming 

• Input: farmers of all banks

Source: Damgard, Damgard, Nielsen, Nordholt, and Toft, Confidential Benchmarking based on Multiparty Computation



Sharemind: audit VAT tax revenue

• Worked with Estonian Tax and 
Customs Board 

• Test if Company A’s VAT credit == 
Company B’s VAT reported

Source: https://sharemind.cyber.ee/tax-vat-fraud/



Sharemind: education outcomes

Questions 
• Effect of work on graduation rate? 
• Diff between CS & other students? 

Data size 
• 600k education records 
• 10m tax payment records 

Performance 
• 384.5 hours during live study 
• 5 hours after optimizations

Source: Bogdanov, Kamm, Kubo, Rebane, Sokk, and Talviste, 
Students and Taxes: a Privacy-Preserving Social Study Using Secure Computation



US education outcomes: coming soon?

• College Transparency Act 

• Student Right to Know 
Before You Go

“in designing, establishing, and maintaining 
the higher education data system, … the 
Commissioner shall use secure multiparty 
computation technologies”


