
CS 568: Applied Cryptography
Prof. Mayank Varia



Syllabus

• Instructor: Mayank Varia, TA: Nicolas Alhaddad 

• Course sites: piazza.com for discussion, gradescope.com for homework 

• Exam dates: 2/20, 3/31, and 5/5 (mark on your calendar now!) 

• Weekly assignments: programming homework + textbook reading 

• Textbook: no purchase required, all reading is available online 

• Grading: 40% homework, 20% midterm1, 20% midterm2, 25% final 

• Always follow the BU academic conduct code & collaboration policy!

http://piazza.com
http://gradescope.com


What is cryptography?



–Ben Adida

“Cryptography is how people get things done when they 
need one another, don’t fully trust one another, and have 
adversaries actively trying to screw things up.” 



The Internet, 1968

Source: twitter.com/pwnallthethings/status/935395453482520576



Facebook friendship graph, 2010

Source: www.facebook.com/note.php?note_id=469716398919



–Jon Stewart
“The Internet is just the world passing notes in a classroom.” 

Source: news.bbcimg.co.uk/media/images/75643000/jpg/_75643557_passing-notes.jpg



Talking over the Internet



Client-server cryptography



End-to-end cryptography



Why does crypto matter?
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1. We use it all the time, so it must be automatic + fast Source: signal.org
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everything else 
the server does



Why does crypto matter?

1. We use it all the time, so it must be automatic + fast 

2. Bad crypto can lead to universal, covert breaches of digital security

google.com

bu.edu login page



Why does crypto matter?

1. We use it all the time, so it must be automatic + fast 

2. Bad crypto can lead to universal, covert breaches of digital security 

3. Cryptography has social, legal, and political impacts 
(& conversely, crypto is influenced by society, the law, and politicians) 



–Prof. Phillip Rogaway (UC Davis)

“Cryptography rearranges power: it configures who can do 
what, from what. This makes cryptography an inherently 
political tool, and it confers on the field an intrinsically 
moral dimension.” 

Source: web.cs.ucdavis.edu/~rogaway/papers/moral.html



Crypto meets the U.S. Bill of Rights

Amendment Crypto relevance

1. Free speech++ Bernstein v. United States established code == speech

2. Right to bear arms Crypto is regulated as a munition

3. No quartering of soldiers 1990s Clipper chip: government in all computers

4. Limits on law enforcement Crypto !-> reasonable expectation of privacy?

5. Right against self-incrimination Can government request your help to unlock phone?



Crypto Wars: early 20th century edition

World War I: Zimmerman telegram World War II: Enigma machine

Source: www.bbc.com/news/uk-38581861 Source: en.wikipedia.org/wiki/Enigma_machine



Zimmerman telegram

Source: www.bbc.com/news/uk-38581861



Zimmerman telegram

"I've got something here 
which - well, it's a rather 
astonishing message 
which might do the trick 
if we could use it.”Source: www.bbc.com/news/uk-38581861



What protections do we want 
cryptosystems to offer?



Cryptography Cryptanalysis
the art of making codes the art of breaking codes

Cryptology
kryptos = secret, hidden

Schneier’s law: Anyone, from the most clueless amateur to the best 
cryptographer, can create an algorithm that he himself can't break.



Protecting data in transit

message	M

???

key	K key	Kkey	agreement

encrypt	C	=	E(K,	M)

decrypt	M	=	D(K,	C)



Protecting data at rest

message	M

???

key	K key	K

encrypt	C	=	E(K,	M)

decrypt	M	=	D(K,	C)



Eve’s powers we can handle

• Control over the network:  
add, drop, alter, re-order 
packets 

• Intermittent control of an 
endpoint: we can still provide 
confidentiality at other times

Eve can still learn metadata

• No anonymity: 
Eve knows Alice and Bob are 
communicating 

• No hiding message length: 
Eve sees how much data is 
flowing across the wire 

• [Much more if you mess up…]



Sources: 
• www.wyden.senate.gov/imo/media/doc/

Letter%20to%20Tinder%20on%20Cybersecurity.pdf 
• www.wyden.senate.gov/imo/media/doc/

Match%20response%20to%20wyden%206-27-18%20-%20signed.pdf



Confidentiality 

Integrity 

Availability



Confidentiality 

Integrity 

Availability

Message privacy 
Entity privacy (aka anonymity) 
Deniability of transmission 
Withstand device compromise

Message authenticity 
Entity authenticity 
Message binding / non-malleability 
Message freshness



–Prof. Matthew Green, Johns Hopkins

“Confidentiality xor authenticity is not possible. If you don't 
have both, often you don't have either.” 

Nevertheless, we start by focusing on privacy without authenticity…



Objectives of this course



Crypto = Scientific field at intersection of many disciplines

Complexity theory 
Known for reductions. 
Primarily found in 
American academia.

Engineering 
Known for software dev 
and side channel attacks. 
Primarily found in industry.

Mathematics 
Known for cryptanalysis. 
Primarily found in 
government.

!

"

Algorithms 
Known for cipher design. 
Primarily found in 
European academia. A⇒B

This class



Representations of data

Quantities 

• bit ∈ {0,1} 

• byte ∈ {0,1}8 

Data types to 
encode bytes 

• Decimal integer 

• Hex character string 

• Raw bytes 
(some are ASCII printable)

Useful Python3 methods 

• from binascii import hexlify, unhexlify 

• from Crypto.Util.strxor import strxor 

• from Crypto.Util.number import 
bytes_to_long, long_to_bytes

int: 78 byte: b'N' hex: b'4e'
hexlify

unhexlify

long_to_bytes

bytes_to_long



Warnings when completing homework assignments!

• Keep track of data formats during homework! If your output length is 
double/half what you expected, then you have a format bug 

• Don't use strings with UTF-8 encoding! (contrary to the name, this 
encoding doesn't guarantee that each char is represented with 8 bits) 

• The goal of homework is to explore crypto done well/poorly, so the 
code from the homework usually should not be used in practice


