Course Announcements

* Assignments
* Project due Wednesday 4/22
* Homework 10 will be posted tomorrow, due Wednesday 4/29

* Reading: The Block Cipher Companion, Section 6.1

* Final exam
* Take-home exam with 48 hours to complete, structured to take ~2 hours
* Assigned May 5 at 12am, due May 6 at 11:59pm (using US eastern time)
* You may use your own notes, the lecture slides, and the textbook readings

* No collaboration is allowed, and the academic conduct code will be enforced!



Lecture 23: Differential cryptanalysis

1. Exploiting linearity
2. One-round cryptanalysis

3. Adding more rounds



1. Exploiting linearity
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Refresher: block ciphers

gl SRl

Design goals Formal goal: pseudorandomness

* Simple * Bk looks like truly random function,

aka Mallory cannot tell them apart
* Makes no sense

. . * Sanity check: linear functions are
* Simple to see why It makes no sense definitely not pseudorandom



Refresher: Claude Shannon’s 2 goals for block ciphers

Confusion Diffusion
* Uncertain K-> can't correlate X, Y * 1bit AX = huge AY
* |deal: Prob[correlation] so small that * |deal: each output bit depends on

attacker prefers a brute force attack all input bits (2 rounds in AES)



Refresher: block cipher design

Key alternation,  over several rounds, each w/ substitution & permutation
X
Input state
Ko
K S S S S

Linear Permutation

Output state

Aml Iml.



Question: what if S is ‘too linear’?

Key alternation,  over several rounds, each w/ substitution & permutation
X
Input state
Ko
K S S S S

Linear Permutation

Output state

Aml Iml.



Question: what if S is ‘too linear’?

Form of the S-box

1. A linear function on all N bits
2. Linear ‘most of the time’

3. The 1st bit of output is a linear
function of the 1st bit of input

4. Some subset of the output bits Is
linearly correlated with some
subset of Input bits

5. The difference in two S-box values
Is connected by a linear function

How to break the cipher

1.
2.
3.

Solve a system of linear equations
Solve linear programming problem

Same as #1 (partial breaks count
too)

Consider more correlations...

This Is the derivative of the
previous questions (in the calculus
sense)



Question: what if S is ‘too linear’?

Confusion Diffusion
* Uncertain K-> can’t correlate X, Y * 1bit AX = huge AY
* |deal: Prob[correlation] so small that * |deal: each output bit depends on

attacker prefers a brute force attack all input bits (2 rounds in AES)
Linear cryptanalysis Differential cryptanalysis (our focus)
Exploits the fact that S may behave Exploits the fact that differences in
‘similarly’ to a linear function Inputs + outputs may be correlated

X AX




2. One-round cryptanalysis




Our first differential cryptanalysis

Consider a one-time pad

K
» Claude Shannon (and others) showed
that it 1s ‘perfectly hiding’
« Concretely: If you don't know K, then X Y

It Is Impossible to correlate X and Y

What about a two-time pad?
» Suppose attacker has two X/Y pairs

AX AY

« Confusion disappears!

» Concretely: even without knowing K, X’ Y’
we can say for sure that AX = AY
-~ MX=XEX
K

- AY=YDY




The TOY cipher

TOY cipher design = an S-box Ko K4

sandwiched by one-time pads l l
Concrete sizes 5

* 4-bit Input X and outputY

x |01 2345067 89abcdef

* 8-bit total key SK][6 4c5072e1£3d8a9hb

« S-box has 2% =16 total inputs/outputs

Hope: cannot break TOY faster than
a brute-force search of 2% = 256 keys

Sadly, this hope iIs false



Differential cryptanalysis of TOY

« Consider two input/output pairs

« What do we know about differences?

« AX =Aland A =AY, indep of key

* This doesn’t directly relate AX and
... but, at least we learned that It
suffices to connect Al with

« Remember: A\l =)@ ) =9S[l] @ S[I']

* New plan: try all pairs |, I’ that differ
by Al, see which yields a difference of
on the other side of the S-box



Concrete example

» InputX=0 mapsto outputy =11 (i.e., 0xB)
» Input X' =15 maps to output Y’ =15 (i.e., OxF)

1“ {g» N ‘i ”‘
Ko = I I S[i] S[I’] Sl & SlI']

0 f 6 b d
1 e 4 9 d
2 d C a 6
3 c 5 8 d
4 b 0 d d
6 9 2 f d
7 8 S 1 f
8 7 1 e f
9 6 f 2 d KO K 1
b 4 d 0 d
C 3 3 5 d
d 2 a C © .
e 1 9 4 d Two possible keys: (5,C) and (A,8)
f 0 b 6 d




3. Adding more rounds



Differential cryptanalysis of 2TOY

Ko K4
« Main rule of cipher design: if the cipher
breaks, simply add more rounds
+ Now we don’t know all differences X 4J9' S —JB— —49—' Y
G >IHYT|?

» But If we did know AH = Al then we
would be back to TOY’s analysis AX = AG AH = Al

e Let's see If we can fake it!

— Suppose AX = OxF just as before

’ H' ’r ’
, X’ S s L-o—v
— Then Al = 0xD with prob 10/16
— Simply assume that’s the case, and |
Ko

conduct the TOY cryptanalysis attack
— Find values of K, consistent with Al = S[Y] + ST[Y’]

» If Pr[guess] is high enough, then will often get
the right answer



Differential trails through 3TOY

Two central themes of differential cryptanalysis
1. Internal variables might depend on the key, but differences between them may not!

2. Narrow key space by testing when (parts of)
the key are consistent with known As




Differential trails through 3TOY

What is the probability of this trail
occurring?



Input difference

Difference propagation table

Output difference
0 123 45678 9abcdef
o(16 - - - - - - - - - - - - - -
1l- -6 - - - -2 -2 - -2 - 4 -
21- 66 - - - - - 22 - - o o .
3/ - -6 - 2 - -2 - - -4 -2 -
4l- - -2 - 24 - - 222 - -2 -
5|- 22 - 4 - - 42 - -2 - - o .
6l- -2 - 4 - - 22 2272 - - .
71- - - - - 44 - 2222 - - - .
8l- - - - -2 - 24 - -4 -2 -2
9l - 2 - - - 222 - 42 - - - -2
al- - - - 22 - - - 4422 - -
bl- - - 22 - 222 - -4 - - 2 -
cl- 4 -2 -2 - -2 .. - . .6 -
dl- - - - - - 22 - - . .6 2~=1
el- 2 -4 2 - - - . 2" _ _ 6
f 2 2

Table is based on S-box alone

Try all inputs differing by row value, see
how often their outputs differ by column

value

I I’ S[1] S Sli] & slr]
0 f 6 b d
1 = 4 9 d
2 d C a 6
3 C 5 8 d
4 b 0 d d
5 a 7 3 4
6 9 2 f d
7 38 S 1 f
8 7 1 o f
9 6 f 2 d
a 5 3 7 4
b 4 d 0 d
C 3 8 5 d
d 2 a C 6
= 1 9 4 d
f 0 b 6 d




Difference propagation table

Input difference

Output difference
|01 23 456789 abcdef TableisbasedonS-boxalone
0116 - 6 - 2 ) 2 - 2 ) 4 - Try all inputs differing by row value, see
Li- - -0 T T - - i - how often their outputs differ by column
2|- 66 - - - - - - 272 - - - - - value
3]- - -6 -2 - -2 - - -4 - 2 -
4l- - -2 - 24 - -222 - - 2 - Computing Prltrail]
Z - 2 g ) - ;L g ) é g 2 - Look up probability of each link, and
T - - - -7 multiply them together
71- - - - -+ 4 4 - 2 2 2 2 - - - -
Ql-. - - - "2 - 24 - - 4 - 2 -9 PrlF->D > 6 > 4]
ol- 2 - - -222-42- - - -2 =pfF>D]-PrID>6] Pri6 > 4]
al- - - - 2 2 - - - 44 -2 2 - -
Wl . .29 999 . _ 4 . . o . =10/16-2/16-4/16=5/256
cl- 4 -2 - 2% -2 - - - - - 6 - (Actually, the probabilities are not
dl - - - - _ 2 - - -6 2 - 4 Independent, whoops. But it tends to yield
oo 4 N s LD 6 a value close to the right answer.)
fl- - - - 2 -2 - - - - 2




Input difference

Difference propagation table

Output difference
0 123 45678 9abcdef
016 - - - -
1l- -6 - - - -2 -2 - -2 - 4 -
21- 66 - - - - - 22 - - o o .
3/ - -6 - 2 - -2 - - -4 -2 -
4l- - -2 - 24 - - 222 - -2 -
5|- 22 - 4 - - 42 - -2 - - o .
6l- -2 - 4 - - 22 2272 - - .
71- - - - - 44 - 2222 - - - .
8l- - - - -2 - 24 - -4 -2 -2
9l - 2 - - - 222 - 42 - - - -2
al- - - - 22 - - - 44 .-
bl- - - 22 -222 - -4
cl- 4 -2 -2 - -2 - .
dl- - - - - - 22 - - - .
el- 2 -42 - - - - 2.
Fl- - - - 2 -2 - - - - .

Def. Max difference propagation

Largest one-round difference
propagation In the entire table



Max difference propagation in the AES S-box

aesS = mq.SR(10,4,4,8,True).sbox()

def print _biases(Sbox):

brint "linear bias:

print biases(aesS)

orint "difference propagation:"”, Sbox.maximal difference probability absolute(), "out of", 2~len(Sbox)

, Sbox.maximal linear bias absolute(), "out of", 2~(len(Sbox)-1)

difference propagation: 4 out of 256
linear bias: 16 out of 128




Cryptanalysis of AES: Wide trail strategy through 4 rounds

. . SIIS|IS] S]] LS]LS]ISIISI| LSS LS]LS]|LSI1SL1S]S
* Picture depicts 4 rounds of AES o
* >25 active S-boxes in 4 rounds 2] (2] T lol | 121 121 LT ol ] 1o} Loj LT ol | 1] o) Laf 1o
* Each has max diff propagation of 2° Lo-Layer
* An 8-round trail has C < 2300 o o o -
SIS ST S]] LSIISIIS]IS]||S]S]ISIIS||LS]1S]LS]1S

* A12-round trail has C < 2439

* Brute force search Is better

“Instead of spending most of its resources on large S-boxes, the wide

trail strategy aims at designing the round transformations such that

there are no [linear or differential] trails/characteristics of low weight”




Bounds for differential trails in KECCAK-f|1600

Rounds | Lower bound Best known

1 2 2
2 3 3
3 32 [KECCAK team] 32 [Ducetal.l
4 134 [KEcCAK team]
5 510 [Naya-Plasencia et al.]
6 | 74 [Keccakteam] | 1360 [Keccak team]

24 | 296 727

Slide from
Keccak team



