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public class MethodInfo { - -

7

- -private
--private
- -private
< -private
- -private
‘private
-private
--private

String className;

String methodName;

String desc;

boolean isStatic;

List<String> params = new Array
String returnType;

String paramString;

Integer baseNumRegs;

--public String toString(){

-+ -return "Method: " + this.className

- -public MethodInfo (String signature, bo
-------- // Ljava/lang/StringFactory;->newSt

-+String[] split = signature.split("-
this.className = split[0];

split = split[1].split("\\(");
this.methodName = split[e];

- -this.desc = "(" + split[1];

- +this.isStatic = isStatic

- -parseParams();

--public void setBaseNumRegs(Integer base

< -private

cif (

- +this.baseNumRegs = baseNumRegs

void parseParams() {

paramString = desc.substring(desc.i
- +paramString = paramString.substring
- +List<String> paramList = parseMetho
- -returnType = desc.substring(desc.in

!isStatic) { // in this case ad
params.add(className) ;
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-+collectDexFiles();

++List<String> smaliFiles = extractDexFile
--addTaint(smaliFiles);

int fileNum = 0;

--int api = readDexFile(dexFiles.get(fileN:

< for (fileNum = @; fileNum < dexFiles.siz¢

smaliFiles = packageDexFile(smal:
-+++} catch (IOException e) {
e.printStackTrace();

return false;

--while (!smaliFiles.isEmpty()) {

sty {

smaliFiles = packageDexFile(smal:
fileNum++;

} catch (IOException e) {

- -e.printStackTrace();

-return false;

cetry {

packageJar();

} catch (IOException e) {
e.printStackTrace();
<+ -return false;

}

-+injected = true;
--return true;

-+ -.private void extractlJar() throws IOException

public class PathTaint {

--private static final List<ClassDef> classes

- -public static DexFile addField(DexFile dexF
-+ - DexRewriter rewriter = new DexRewriter(new
- -@Override public Rewriter<ClassDef> get(
-+ -return new ClassDefRewriter(rewriters).=
@verride public ClassDef rewrite(CT
if (classDef.getType().equals(clag
--return new RewrittenClassDef (cl|
-@override public Iterable<? ex
-if ((field.getAccessFlags()
--return Iterables.concat(st
}

- -return super.getInstanceFiel

-@verride public Iterable<? ex
-+-if ((field.getAccessFlags()

-+ --return Iterables.concat(st
- -return super.getStaticFields

+---return rewriter.getDexFileRewriter().rewri
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7 public class MethodInfo { 93 ..collectDexFiles(); 51

©+oprivate String className; 94 --List<String> smaliFiles = extractDexFile: 52
9 --private String methodName; 95 . .addTaint (smaliFiles); 53 public class PathTaint {
10 -+ +:private String desc; 96 ..int fileNum = 0; 54 .
11 |---private boolean isStatic; 97 --int api = readDexFile(dexFiles.get(fileNt 55  --private static final List<ClassDef> classes
12 -+--private List<String> params = new Array 98 56
13 -pr{.vate Str}ng returnTy;l)e; 99  «.-|---for (fileNum = @; fileNum < dexFiles.sizc 57 --public static DexFile addField(DexFile dexFi
14 ----pr}vate String paramString; 100 o try { 58 .- -DexRewriter rewriter = new DexRewriter(new
15 .- -private Integer baseNumRegs; 101 smaliFiles = packageDexFile(smal: 59 - -@verride public Rewriter<ClassDef> get( .-
16 ) ) ) _ 102 } catch (IOException e) { 60 -+ -return new ClassDefRewriter(rewriters).=
17 -+ -public 5tr1:9 tOStrl:Q(H ) 103 e.printStackTrace(); 61 @verride public ClassDef rewrite(Cl a ‘ a u 5‘
18 s'f+erreturn "Method: ™ + this.className 104 return false; 62 if (classDef.getType().equals(clag
19 } 105 63 --return new RewrittenClassDef(cle
20 ) ) 106 64 ‘@override public Iterable<? ey
21 -+ - -public MethodInfo (String signature, bo 107 65 -if ((field.getAccessFlags() )
22 e /! IT]ava/lang/strlr?gFactory;—>r}ew5t 108 --while (!smaliFiles.isEmpty()) { 66 --return Iterables.concat(st e ‘ ra S
23 <o+ -:String[] split = signature.split("- 109 ctry { 67 ¥ °
24 thlf.classNa_me = spl:.Lt[O]: 110 smaliFiles = packageDexFile(smal: 68 - -return super.getInstanceFiel
25 split = split[1].split("\\("); 111 £ileNum++; I3 I I S A A }

X : i
26 th?s.methodNﬁmf = spgt[ﬁ], 112 } catch (IOException e) { 70
27 “this.desc = “(" + split(1]; 113 --e.printStackTrace(); 71 -@verride public Iterable<? ex
28 - this.isStatic = isStatic; 114 ..return false; 72 +-+if ((field.getAccessFlags()
29 - -parseParams(); 115 73 +..-return Iterables.concat(stL
30 } 116 74 s}
31 . 117 75 - -return super.getStaticFields
32 ++--public void setBaseNumRegs(Integer base 118 Coltry £ 76
33 - +this.baseNumRegs = baseNumRegs; 119 e packagelar(); 77
34 ¥ 120 } catch (IOException e) { 78
35 121 e.printStackTrace(); 79
36 -+ -private void parseParams() { 122 return false; 80
37 paramString = desc.substring(desc.i 123 S} ’ 81
38 - +paramString = paramString.substring 124 82
39 - +List<String> paramList = parseMetho 125 ool injected = true; 83
40 ‘returnType = desc.substring(desc.in 126 ..return true; ! 84
;

4 ' : . N . 127 85 +---return rewriter.ge writer().rewri
42 -+if (!isStatic) { // in this case ad 128 86 L
43 e e ‘params.add(className) ; 129 ----private void extractJar() throws IOException 87
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public class MethodInfo {

- -private
--private
- -private
< -private
- -private
‘private
--private
--private

String className;

String methodName;

String desc;

boolean isStatic;

List<String> params = new Array
String returnType;

String paramString;

Integer baseNumRegs;

--public String toString(){

-+ -return "Method: " + this.className

- -public MethodInfo (String signature, bo
-------- // Ljava/lang/StringFactory;->newSt

-+String[] split = signature.split("-
this.className = split[0];

split = split[1].split("\\(");
this.methodName = split[e];

- -this.desc = "(" + split[1];

- +this.isStatic = isStatic

- -parseParams();

++-public void setBaseNumRegs(Integer base

< -private

cif (

- +this.baseNumRegs = baseNumRegs;

void parseParams() {

paramString = desc.substring(desc.i
- +paramString = paramString.substring
- +List<String> paramList = parseMetho
‘returnType = desc.substring(desc.in

!isStatic) { // in this case ad
params.add(className) ;
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-+collectDexFiles();

++List<String> smaliFiles = extractDexFile:
- -addTaint(smaliFiles);

-+int fileNum = 0;

--int api = readDexFile(dexFiles.get(fileN:

<-for (fileNum = @; fileNum < dexFiles.siz¢

smaliFiles = packageDexFile(smal.
} catch (IOException e) {
e.printStackTrace();

return false;

--while (!smaliFiles.isEmpty()) {

sty {

smaliFiles = packageDexFile(smal.
fileNum++;

} catch (IOException e) {

- -e.printStackTrace();

-return false;

ctry {

packageJar();

} catch (IOException e) {
e.printStackTrace();
return false;

-+injected = true;
--return true;

-+ -.private void extractlJar() throws IOException

© TaintInjector.java © PathTaint.java 9+ X Dy iy @D -

public class PathTaint {
--private static final List<ClassDef> classes

--public static DexFile addField(DexFile dexF
-+ - DexRewriter rewriter = new DexRewriter(new

+--return new ClassDefRewriter(rewriters).
@verride public ClassDef rewrite(C]
if (classDef.getType().equals(clag
--return new RewrittenClassDef (cl|
-@override public Iterable<? ex
-if ((field.getAccessFlags()
--return Iterables.concat(st
}

- -return super.getInstanceFiel

-@verride public Iterable<? ex
-+-if ((field.getAccessFlags()
-+ --return Iterables.concat(st
s}

- -return super.getStaticFields

-+ -return rewriter.getDexFileRewriter().rewri

- -@Override public Rewriter<ClassDef> get( .-
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public class MethodInfo {

- -private
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‘private
-private
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String className;

String methodName;

String desc;

boolean isStatic;

List<String> params = new Array
String returnType;

String paramString;

Integer baseNumRegs;

--public String toString(){

-+ +return "Method: " + this.className

- -public MethodInfo (String signature, bo
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-+String[] split = signature.split("-
this.className = split[0];

split = split[1].split("\\(");
this.methodName = split[e];
--this.desc = "(" + split[1]

- +this.isStatic = isStatic

- -parseParams();

++-public void setBaseNumRegs(Integer base
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cif (

- +this.baseNumRegs = baseNumRegs

void parseParams() {

paramString = desc.substring(desc.i
- +paramString = paramString.substring
- +List<String> paramList = parseMetho
- -returnType = desc.substring(desc.in

!isStatic) { // in this case ad
params.add(className) ;
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-+collectDexFiles();

++List<String> smaliFiles = extractDexFile:
- -addTaint(smaliFiles);

-+int fileNum = 0;

--int api = readDexFile(dexFiles.get(fileN:

-for (fileNum = 0; fileNum < dexFiles.siz

smaliFiles = packageDexFile(smal: .
} catch (IOException e) {
e.printStackTrace();
return false;

--while (!smaliFiles.isEmpty()) {

sty {

smaliFiles = packageDexFile(smal.
fileNum++;

} catch (IOException e) {

- -e.printStackTrace();

-return false;

ctry {

packageJar();

} catch (IOException e) {
e.printStackTrace();
return false;

-+injected = true;
--return true;

-+ -.private void extractlJar() throws IOException
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public class PathTaint {
--private static final List<ClassDef> classes

--public static DexFile addField(DexFile dexF
-+ - DexRewriter rewriter = new DexRewriter(new

+--return new ClassDefRewriter(rewriters).
@verride public ClassDef rewrite(C]
if (classDef.getType().equals(clag
--return new RewrittenClassDef (cl|
-@override public Iterable<? ex
-if ((field.getAccessFlags()
--return Iterables.concat(st
}

- -return super.getInstanceFiel

-@verride public Iterable<? ex
-+-if ((field.getAccessFlags()
-+ --return Iterables.concat(st
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- -return super.getStaticFields

-+ -return rewriter.getDexFileRewriter().rewri
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18 ++++eoreturn "Method: " + this.className 104 62
9 } 105 63
20 ) ) 106 64 @ ;
21 -+ -public MethodInfo (String signature, bo 107 65 . .1f ((field.getAccessFlags() i
22 e // Ljava/lang/StringFactory;->newSt 108 66 Sta t e m e n tS
23 el String[] split = signature.split("- 109 67
24 110 68 [l el o] return super.getInstanceFiel ;
25 . : 111 69
26 th%s.methodNﬁm? = spl%t[O]; 112 70
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29 - -parseParams(); 115 73 -
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Program slicing




Program slicing

X = input();

y = input();

2 =X +Yy;

W = X;
else

zZ = X =Yy

W = V;
print(z);

return w;
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Program slicing

X = input();

\ 4

_ Dataflow
y = input();

2 =X +Yy;
W = X;
else
zZ = X =Yy
< W= y;
print(z);

return w;j; .




Program slicing

X = input();

y = input();\

if (x > 0)

\ 4

Dataflow

z = X t+vy;
W = X;
else
z =x-y; ¥
(|« 5
print(z);

return w;j; .




Program slicing

X = input();

put Dataflow
y = 1inpu
N dependence

Z=X+y;/
W = X;
else
x - y;

a
S N
in
3

print(z);
return w;




Program slicing

X = input();
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y = 1inpu
N dependence

2T XAy = Control  ---------- .
w = Xy
dependence
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x - yi

/N
s N
n
S
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Program slicing
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N dependence
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Program slicing

X
I
|_|
)
'O
o
('i'

Dataflow

y = 1input(
N dependence

o Control  ---------- >
dependence
else
L .
< o Sll.cm{.g
criterion

print(z); .
return w; S||Ce 6




Static slicing: | &
Analyze the program without executing it =

X = input(); (PTOS w
v = input(); * All execution paths
* No runtime overhead

if (x > 0)

zZ = X + vy;

W = X;
else "Cons A

zZ =X - y3 * Includes infeasible executions

wo=y; « Cannot analyze dynamically-loaded code

. Scalability for complex code )

print(z);

return w;




Dynamic slicing: | &
Analyze specific executions of the program

X = input(); (PI'OS W
v = input();  Very accurate for the executed code
« Can analyze dynamically loaded code

1if (x > 0)

z = X + vy,

w = X;
else (COI‘IS

Z = X - V3 « Triggered paths only

W= y; * Runtime overhead
print(z);

return w;




Usefulness of slicing

2 =X +Yy;

W = X;
else

zZ = X - Yy

W = V;
print(z);

return wj; .




Usefulness of slicing

X
I
|_l.
-
O
o
('i'

z +y;

w X3
else

zZ = X - Yy

W = V;
print(z);

return w;

Aids manual analysis




Usefulness of slicing /&

— , * Aids manual analysis

X = 1nput();
« Core of may automated

y = input(); techniques
if (x > 0) o Fault localization

z = Xty o Malware detection

w = X; .

o Refactoring

else O

zZ =X -Y;

W= Y
print(z);
return w;j; o




Usefulness of slicing /&

- * Aids manual analysis
X input ()
« Core of may automated

YISIEnpEEL) techniques
if (x > 0) o Fault localization

2= XY o Malware detection

v o Refactoring
else O

z = X - Y;

o In the rest of this talk:
D we focus on dynamic slicing
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2 Jjohn = jane
3 John.age =

4 res = Jjane.age
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jane.age =
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john.age =

res = jane.

15
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25
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Big challenge: dataflow analysis

definition ?x
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Needs alias analysis




jane.age =
john =
john.age =

res = jane

Dynamic dataflow analysis

jane

.age
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Dynamic dataflow analysis

1  jane.age = 15
print ([ jane.age])

2 john = jane
3 Jjohn.age = 25
print ([ john.age])

4 res = jane.age
print([Jane.age])

11



Dynamic dataflow analysis

1 jane.age = [ Jane.age] = 0xA
print ([ jane.age])

2 john = jane

3 john.age = [ john.age] = 0xA
print ([ john.age])

4 res = jane.age [ Jane.age] = 0xA

print([Jane.age])

11



Dynamic dataflow analysis

1 jane.age = [ Jane.age] = 0xA
print ([ jane.age])

2 john = jane

3 john.age = [ john.age] = 0xA
print ([ john.age])

4 res = jane.age [ Jane.age] = 0xA

print([Jane.age])

Instrumentation (even a very smart one)
-> High overhead :



High overhead is bad

On a mobile device:
system will kill slow apps

12



Efficient dataflow analysis

1 jane.age = [ Jane.age] = 0xA
print ([ jane.age])

2 john = jane

3 john.age = [ john.age] = 0xA
print ([ john.age])

4 res = jane.age [ Jane.age] = 0xA

print([Jane.age])

13



Efficient dataflow analysis

jane.age = 15 [ ] 0xA
Ot T | )

john = jane

john.age = [ Joh = 0xA
i===-#%!il==!e]

res - jane.ageeﬂ) [ ] . age 0xA

5@3 Don’t record addresses

13
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UBC

S Efficient dynamic slicing for mobile™

1. Light instrumentation = only basic blocks, not every statement, no fields
2. Post-execution analysis of the trace

« Recovers dataflows
« Static, but analyzes one execution path only

> App

| Instrumented App

Trace
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Trace based alias analysis
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¥ Trace based alias analysis

Search for john.age too

1 jane.age = 15 I

|2 john = Jjane I ‘
3 Jjohn.age = 25 definition V

4 res = jane.age use
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Trace based alias analysis
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Application in malware analysis /&




Application in malware analysis /&




Application in malware analysis /&

Slice separates malware from benign



W Where we are “&

MANDOLINE: Dynamic slicing for Android

p- S
» Paper: Mandoline: Dynamic Slicing of Android Applications with Trace-Based Alias Analysis. '%‘%‘“
ICST, Distinguished Paper Award, 2021
» Code: https://github.com/resess/Mandoline

MANDOLINE

Slicerd4dJ: Dynamic slicing for Java
» Paper: SlicerdJ: A Dynamic Slicer for Java. ESEC/FSE, tools track, 2021 N

* Code: https://github.com/resess/Slicer4J

SLICER4]

Intellid plugin for Slicer4J: Capstone project

« Integeration of slicing, slice visualization, and slice navigation in the most popular IDE!

18
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What’s next

_Automated malware summarization / detection

Using slices to summarize the behavior of malware / detect new samples

Slicing for software maintainance

Slicing to compare versions of code

Interested? Join us!

Contact : Khaled Ahmed, https://khaled-e-a.github.io
khaledea@ece.ubc.ca
Julia Rubin, https://people.ece.ubc.ca/mjulia/,
mjulia@ece.ubc.ca
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