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x = input();

y = input();

if (x > 0)
z = x + y;
w = x;

else
z = x - y;
w = y;

print(z);
return w;
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Static slicing: 
Analyze the program without executing it
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Cons
• Includes infeasible executions
• Cannot analyze dynamically-loaded code
• Scalability for complex code

Pros
• All execution paths
• No runtime overhead

x = input();

y = input();

if (x > 0)
z = x + y;
w = x;

else
z = x - y;
w = y;

print(z);
return w;



Dynamic slicing: 
Analyze specific executions of the program
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Cons
• Triggered paths only
• Runtime overhead

Pros
• Very accurate for the executed code
• Can analyze dynamically loaded code

x = input();

y = input();

if (x > 0)
z = x + y;
w = x;

else
z = x - y;
w = y;

print(z);
return w;
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Usefulness of slicing
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• Aids manual analysis
• Core of may automated 

techniques
o Fault localization
o Malware detection
o Refactoring
o …

In the rest of this talk: 
we focus on dynamic slicing 

x = input();

y = input();

if (x > 0)
z = x + y;
w = x;

else
z = x - y;
w = y;

print(z);
return w;
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1 jane.age = 15

2 john     = jane

3 john.age = 25

4 res = jane.age

Needs alias analysis

use

definition?
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1 jane.age = 15

2 john     = jane

3 john.age = 25

4 res = jane.age

[jane.age] = 0xA

[john.age] = 0xA

[jane.age] = 0xA

Instrumentation (even a very smart one) 
à High overhead

print([jane.age])

print([john.age])

print([jane.age])



High overhead is bad
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On a mobile device: 
system will kill slow apps
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Application in malware analysis
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Slice separates malware from benign



Where we are
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MANDOLINE: Dynamic slicing for Android
• Paper: Mandoline: Dynamic Slicing of Android Applications with Trace-Based Alias Analysis. 

ICST, Distinguished Paper Award, 2021 
• Code: https://github.com/resess/Mandoline

Slicer4J: Dynamic slicing for Java
• Paper: Slicer4J: A Dynamic Slicer for Java. ESEC/FSE, tools track, 2021
• Code: https://github.com/resess/Slicer4J

IntelliJ plugin for Slicer4J: Capstone project
• Integeration of slicing, slice visualization, and slice navigation in the most popular IDE! 

https://people.ece.ubc.ca/mjulia/publications/Mandoline_2021.pdf
https://github.com/resess/Mandoline
https://people.ece.ubc.ca/mjulia/publications/Slicer4J_2021.pdf
https://github.com/resess/Slicer4J


What’s next
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Automated malware summarization / detection
• Using slices to summarize the behavior of malware / detect new samples

Slicing for software maintainance 
• Slicing to compare versions of code

Interested? Join us! 

Contact : Khaled Ahmed, https://khaled-e-a.github.io
khaledea@ece.ubc.ca

Julia Rubin, https://people.ece.ubc.ca/mjulia/,       
mjulia@ece.ubc.ca

https://khaled-e-a.github.io/
mailto:khaledea@ece.ubc.ca
https://people.ece.ubc.ca/mjulia/
mailto:mjulia@ece.ubc.ca

