
EECS 388: Lab 12
Exam Review Part 1 (Networking)

Last Lab of the Semester!



Current 
Assignments

You are here

● Project 5
○ Due Thursday, December 7 at 6 p.m.
○ Tokens and Report



Final Exam Logistics



Exam Logistics
● Thursday, December 14th, 7 p.m.

○ Starts promptly at 7 p.m. (arrive at least 10 minutes early!)
○ Length will be <= 120 mins.
○ In person! See Piazza for room assignments
○ Bring your MCard!

● Similar format to midterm
● Covers entire course, including lecture material and projects
● Special accommodations have been communicated via email

Review materials:
- Crypto and Web: Re-watch midterm review lecture
- Networking: Reviewed during this lab
- AppSec: Reviewed during Monday’s lecture



Logistics Continued

● In person, see Piazza announcement for room assignments
● Practice exams are posted on Piazza to give you a sense of the format
● The exam will be hard but curved. Don’t freak out!



Crypto and Web Topics
Please rewatch the Midterm Review lecture to review these topics.

Cryptography:
● Message Integrity (hashes and MACs)
● Randomness and Pseudorandomness (PRGs, one-time pads)
● Confidentiality (block and stream ciphers, cipher modes)
● Key Exchange (secure channels, Diffie-Hellman)
● Public-key Crypto (RSA encryption, digital signatures)

Web Security:
● Web Platform (SOP, cookie policies, etc.)
● XSS attacks/defenses
● CSRF attacks/defenses
● SQL-injection attacks/defenses
● HTTPS (TLS protocol, Web PKI)
● HTTPS attacks and defenses



What’s on the exam?

● Some multiple choice questions
● Approximately one long form question 

for each big topic covered in the course
○ Crypto
○ Web
○ Networking
○ AppSec
○ Security in Context

● Everything from lecture, lab, and 
the projects is fair game

“Time to hit the books!” 
-Carly, probably



How do I study for the exam?

● Review videos and slides from lecture and lab

● Go over projects
○ Be able to summarize for each attack:

■ What was the vulnerability?

■ How did you exploit it?

○ Ensure you understand the concept behind each of the attacks

○ If you split up work with a partner, make sure you understand all parts of each project

● Practice exams are located under Resources tab on Piazza

● Stressed? Need extra help? Come talk to us!



Cheating Wall of Failure



Networking Review!



Networking: Agenda

● Part 1: “Networking Theory”
○ Network layering model, Structure of a packet, and Protocols
○ Addressing
○ Handshakes
○ Certificates

● Part 4: F21 Practice Exam Networking Questions



Networking Theory
Packet encapsulation: Each layer talks 
to its corresponding layer on the other 
host. 

Ex. Sending a GET request to a web 
server

1. Client’s browser makes the HTTP 
request

2. The kernel wraps it in TCP 
(ordered and reliable!), destination 
port 80

3. The kernel wraps that in IP (the 
destination’s IP address)

1.

2.

3.

4.

5.

6.



Networking Theory
4. The kernel wraps that in Ethernet 

(MAC Address) and sends it to the 
router.

5. Physical routers between the source 
and destination check the IP 
address and get the packet to its 
destination network

6. The destination network peels off 
the layers, eventually getting the 
packet to the intended server, so it 
can serve the page and send it back 
the same way.

1.

2.

3.

4.

5.

6.



Protocols

Difference between UDP and TCP?



What’s in a network packet?

Network (IP)

Link (Ethernet)

Application (DNS, 
HTTP, etc)

Transport 
(UDP, TCP...)



Networking Theory - Question
List and briefly describe what happens as the browser fetches and loads https://eecs388.org. 
(Consider protocols in the transport layer and above).

● DNS query and response
○ Resolves eecs388.org to IP address

● TCP handshake with server
○ Ordered and reliable stream of data

● TLS handshake
○ Set up symmetric encryption for confidentiality (because it’s fast!)

● HTTP over TLS (HTTPS)
○ Fetch HTML, CSS, JavaScript, cookies, attachments



Networking Theory - Question

1. DNS query
2. TCP handshake
3. TLS handshake
4. (Not shown) HTTP traffic

List and briefly describe what happens as the browser fetches and loads https://eecs388.org. 
(Consider protocols in the transport layer and above).



Network Addressing

MAC Address: media access control, aka physical, address
● Used in link layer
● Assigned to each network adapter by manufacturer
● One MAC for all networks!*



Network Addressing

IP Address: internet protocol address
● Used in network layer
● Assigned to devices in network by router (DHCP)
● One IP for one network!



TCP Handshake

Why is TCP handshake needed/important?



TLS Handshake 

Why is TLS handshake needed/important?
Types of Cryptography used in TLS handshake?



TLS Handshake
Client Hello:

Visible to anyone sniffing the 
network!!!



Certificates

The browser now has 
the public key of the 
server



Networking Attacks



ARP Spoofing

● Attacker sends unsolicited, falsified 
ARP messages over a LAN

● Eventually, attacker’s MAC address 
becomes associated with the IP 
address of a target host

● Attacker is then “in the middle” of all 
transmissions between the user and 
the target host

● Attacker must be on the network



DNS

Caching happens everywhere for speed!  
On the client, and on DNS servers too 
when they receive a response from 
other DNS servers.



DNS Cache Poisoning

In reality:
attacker.com
1.2.3.4

example.com is 
at 1.2.3.4

example.com is 
at 1.2.3.4

Bad answer spreads through caching 
when other DNS servers query the 
affected server!



Machine-in-the-Middle - Normal Conditions



Machine-in-the-Middle - Attack



Network Attacks

● ARP Spoofing
● IP Spoofing
● DNS Cache Poisoning
● Amplification (e.g. DDOS)
● TLS Certificate Spoofing
● etc.



Anonymity
● Anonymity: Concealing your identity 

○ Communications where the identity of the source and/or destination are concealed 

● Not to be confused with confidentiality 

○ Confidentiality is about contents, anonymity is about identities 

○ Confidentiality: the NSA knows that YOU are browsing bannedbooks.com, but doesn’t know 
which book you’re looking at (nonetheless, may be able to incriminate you)

○ Anonymity: the NSA knows that SOMEONE is looking at the Anarchist Cookbook on 
bannedbooks.com, but doesn’t know that you are doing so

● Why are VPNs/proxies a no-go?



Exam Practice W22 Final



Exam Practice Q4



Exam Practice Q4a i



Exam Practice Q4a i



Exam Practice Q4a ii



Exam Practice Q4a ii



Exam Practice Q4b



Exam Practice Q4b i



Exam Practice Q4b ii



Exam Practice Q4c



Exam Practice Q4c i



Exam Practice Q4c ii



Exam Practice Q4d



Exam Practice Q4d i



Exam Practice Q4d ii 



Exam Practice Q4d iii 



Exam Practice Q4d iv



Exam Practice Q4e



And that’s a wrap.
It was a pleasure teaching this lab!

Good luck on the exam!

Exam review continues in lecture! (Appsec)
Review midterm and previous review sessions! (Crypto/Web)


